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(51) How to mitigate WannaCry

Security organizations recommend blocking the following ports to the vulnerable systems
- 137 and 138 UDP (NETBIOS Name Service and NETBIOS Datagram Service resp.)

- 139 TCP (NETBIOS Session Service)
- 445 TCP (Microsoft CIFS)

[/ New Security Group

+ 1 Name and description Define dynamic membership

V e il <) c ity dynamic membership criteria that objects must meet to be part of this security group
« 3 Selectobjects to include &

v/ 4 Selectobjects to exclude
Membership criteria 1
v 5 Readyto complete

Match Any | » | ofthe criteria below

Criteria Details

| Computer OS Name | » | [ contains |+ | {windows

No Name Rule ID Source

v [ Mitigating WannaCry (Rule 1)

@1 Any-to-Win block 1069 + any

(X]
Windows® GroupZ{ERLL .
Add |
x
Destination Service Action
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HyperVisor LD{FEESWH SflowZHiS

Micro-Segments

Protected, Unprotected v Internal v by VLAN/VXLAN o

10.17.0.15(Lab-Web-6) -> 10.17.13.17(Lab-Midtier-13) [port:8080]
Flow Type SrclIP Dst IP Port Protocol
Diff Host [10 more] 10.17.0.15 10.17.13.17 8080 TCP

10.17.0.14(Lab-Web-11) -> 10.17.13.10(Lab-Midtier-7) [port:8080]
Flow Type SrclIP Dst IP Port Protocol
Diff Host [10 more] 10.17.0.14 10.17.13.10 8080 TCP

10.17.0.15(Lab-Web-6) -> 10.17.13.10(Lab-Midtier-7) [port:8080]
* Flow Type SrclIP DstIP Port Protocol
» Diff Host [10 more] 10.17.0.15 10.17.13.10 8080 TCP

10.17.0.243(Lab-Web-2) -> 10.17.13.22(Lab-Midtier-12) [port:8080]
Flow Type SrclIP Dst IP Port Protocol
Diff Host [10 more] 10.17.0.243 10.17.13.22 8080 TCP

(9) 9£Z-uelr

10.17.0.9(Lab-Web-3) -> 10.17.13.20(Lab-Midtier-6) [port:8080]
Flow Type . SrclP . DstIP . Port . Protocol
Diff Host [10 more] 10.17.09 ~ 10.17.13.20 - 8080 - TCP
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Cross Cloud

VMware Cloud on AWS Access to all native AWS Services
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For more information, please contact me:

vmware
Issei Inoue: {
r: senior systems engineer
g: networking + security
m: +81 1596 2825
e: iinoue@vmware.com
f: https://www.facebook.com/inoue.issei
t: https://twitter.com/inoueissei




