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BGP leak causing Internet outages in Japan and beyond.

Posted by Andree Toonk - August 26, 2017 - 6

Yesterday some Internet users would have seen issues with their Internet connectivity.
experiencing slowness or parts of the Internet as unreachable. This incident hit users in Japan
particularly hard and it caused the Internal Affairs and Communications Ministry of Japan to start
an investigation into what caused the large-scale internet disruption that slowed or blocked
access to websites and online services for dozens of Japanese companies.

In this blog post we will take a look at the root cause of these outages, who was affected and
what networks were involved

Starting at 03:22 UTC yesterday (aug 25) followers of @8GPstream would have seen an increase
in alerts involving Google. The BGPstream alerts were informing us that Coogle was announcing
the peering lan prefixes of a few well known Internet exchanges. This in itself is actually a fairly
common type of incident and typically indicates something isn't quite right within the networks
hijacking those prefixes and so these alerts were the first clues that something wasn't quite
right with Google’s BCP advertisements

A closer look at our data shows not only BCP hijack incidents but also a high number of BCP
leak events. A random example is this one: 171.5.0.0/17 announced by AS45629 (Jastel out of
Thailand). which all of a sudden became reachable with Google as a provider for Jastel. To
demonstrate this let’s look at some of the example paths (not an exclusive list):
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