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"www.target.com” ~® traceroute

~$ traceroute www.target.com

traceroute to target, 30 hops max, 60 byte packets
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~$ traceroute www.target.com
traceroute to target, 30 hops max, 60 byte packets
1 A 0.775 ms ©0.779 ms ©0.874 ms

2 B 0.351 ms ©0.365 ms ©.364 ms

g (& 2.833 ms 3.201 ms 3.546 ms

4 Target 3.447 ms 3.863 ms 3.872 ms
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Differential RTT: Acg =RTT¢ - RTTs = RTTcg
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Differential RTT:  Acg = {Xo, X1, X2, X3, X4}
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Differential RTT: Acg = {Xo,Xl,X27X37X4}
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Networks
: 201 5 ﬁ‘:‘ 1 1 H 3 O EI Internet's root servers take hit in DDoS attack

Who's testing the limits of the DNS system?
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Security in a serious way

renbcCarty #Home Hacking.
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Early last week, a flood of as many as 5 Million queries per second hit many of the Internet's
D i l_/ 7!._’ DNS (Domain Name System) Root Servers that act as the authoritative reference for mapping,

The attack, commanly known as Distributed Denial of Service (DDoS) attack, took place on
two separate occasions

Someone just DDoSed one of the most critical organs of the Internet anatomy - The
Internet’

The first DDoS attack to the Internet's backbone root servers launched on November 30 that
lasted 160 minutes (almost 3 hours), and the second one started on December 1 that lasted
almost an hour.
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GOVERIMENTIT

itnews

Australia's internet hit hard by
massive Malaysian route leak

Telekom Malaysia apologises for BGP
bungle.

Massve ot ks, x

@ [ wwwhgpmon.nevins

Massive route leak causes Internet slowdown

Earlier today a massive route leak initiated by Telekom Malaysia (A54788) caused significan
network problems for the global routing system. Primarily affected was Level3 (AS3549 -
formerly known as Global Crossing) and their customers. Below are some of the details as
we know them now.

Starting at 08:43 UTC today June 12th, AS4788 Telekom Malaysia started to announce abo
179,000 of prefixes to Level3 (AS3549, the Global crossing AS), whorm in turn accepted
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. Delay & packet loss

Level 3 Global Crossing
London TATA

Level 3
New York City
+61ms

O

Level 3 20ms Level 3
Global Crossing Amsterdam
Saint Croix

S EE/I-—ny SHOA VX =32y b NI T4 v I EEHIN
% A REME



FED

H+{ED traceroute TIE BAERE
< JURT AN w ZinkkE
X FIFELREE
VE—MNKE, V—T 41 Vv TRERY
CHEINTZARYMIOWTELDH L WHHBZ IR TE

ARL—FDODF Y Z14 VIRH
- http://ihr.iijlab.net/
- romain@iij.ad.jp

#:https://conferences.sigcomm.org/imc/2017/
papers/imc17-finall06.pdf
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Delay Anomalies:
- Congested link in Level(3)
- Hot link in Comcast
Forwarding Anomalies:

- Hanging in Cogent

Outage:

 Iran disconnections

- OVH outage

AS interdependency
- http://ihr.iijlab.net/ihr/hegemony/
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http://ihr.iijlab.net/ihr/7922/asn/?date=2017-11-10&last=7
http://ihr.iijlab.net/ihr/174/asn/?date=2017-11-02&last=3
http://ihr.iijlab.net/ihr/IR/country/?date=2018-01-19&last=7
http://ihr.iijlab.net/ihr/35540/asn/?date=2017-12-07&last=30
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