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HDI1 Chiller 2.0% 33%
HD2 | Water-Side | 2.3% 53% v
HH1 | Free-Cooled | 3.1% 107% - . _
| HH2 | Free-Cooled | 5.1% | 240% HEDBT—AZ T IBDIET

HH3 | Free-Cooled | 5.1% 240% ~ = N S >

Table 3: Disk AFRs. HH1-HH4 incur the highest rates.
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Telemetryéld ?

- Telemetry = Tele(G=bfg) + Metry(GAIS)
» Tele = Remote ((ZfR)&Metry = Measure(EIB) ok di1EEE

« RHHEICSSE, RIEAAR SNMP HRZ 2BbHREY
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Operational Scale (e.qg. Google)
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Telemetry Framework Requirement ., .

« network elements stream data to collectors (push model)

NWHEZs (3 (CCCollectornnT—4%3iXx{E (Push®=)L)

« data populated based on vendor-neutral models whenever possible
oI+ 3H IN : — = ==)

PUIFDRAS4 R T, CTNS5Requirementzim/zd _

EIRBIEMNERE, OB TITEULWEELE

EDT —AIENNCHISHEDE - HWICERDBIEES B (Telemetry)

« utilize modern transport mechanisms with active development communities — gRPC, protocol buffer

= — gRPC, protocol buffer over udp
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» OpenConfig Interface Counter (1/2)

+--rw interfaces
+--rw interface* [name]
+--rw subinterfaces
+--rw subinterface* [index]
+--ro state

index

name
description

enabled
ifindex
admin-status

oper-status

last-change
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ifAlias

ifAdminStatus
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ifAdminStatus
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« OpenConfig Interface Counter (2/2)

. - Interface MIB

+--rw interfaces in-octets R VAN 5 ifHCInOctets
+--rw interface® [name] in-unicast-pkts I1=FvAMDZE) Ny R ifHCInUcastPkts
+--rw subinterfaces -
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| SNMP | Telemetry
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Push or Pull Pul ' Push | Push

Data Model SMIASN.1 iOpenConfig ~ !Vendor Native
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Transport  UDP \gRCP(HTTP/2), {TCP, UDP
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Telemetry/SNMPLEE (2 - performance
Lesson 2: It’s Not Hard to Beat SNMP

Path : Cisco-10S-XR-infra-statsd-oper:infra-statistics/interfaces/interface/latest/generic-counters
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* 10 second poll / push
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* 288 100Gig E Interfaces (Line Rate)
*  SNMP: IF-MIB (query by row)

K—=U>s
47 12

Telemetry A\ Cld—EUIGERFRZZER L THD.

SHEFED




4. PoC t#t=E




TR 2445

HEhER - BEaEtsT> B M ERY NT -2
F—AINERRE (KTelemetry PoC) (&, COBIZERYRNI—=IADI7IR—FR> b

.J’h'EﬂEHStIC"""""""'"""""""""""'o
F—AINEE S (Telemetry PoC)

..IIIIIIIIIIIIIIIII

EEEEn?®

A =]
IREE
100

..IIII

IIIIIIIIIIIIIIIIII"

“IIIIIIIIIIIIII EEEEEEEEER

N
= o 'b,’itackStorm
’ D—2J0-I>5Y %

ANSIBLE

(HSUIREEZ MU —(C3E1T)
Reall;tlime Performance
Monitoring HENE S
Predlctlve

..IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII‘

GRPC

Encoding : GP

| EEEEEEN,

Network
Change
Automation

¥

{GPENCONFIG

e

A=A RDH-B  RUH-C

..IIIIIIIIIIIIII

“IIII

*



PoCHIE

[ Telemetry$ZitiDF vy F 7T 1ETUTIVAIA LT —ADERRET 1#BrEL T, A
Telemetry PoCxigEE

Container[cTHEEE _ _
A Point 2 : Micro Servicei{t

-——= (— Y CollectorzWeb scalezt#3d/<
|
|
|

\

BIANR—Z>2 N TF TEWESE.
Micro Service{tZxZE1]

{OPENCONFIG
llIlllI' //— W pipe“ne r \
cisco ~ iarel —I-|- Iogstashl-l)
uniPer | = X~ _W gRPC Client ;x “ M" . % I : elasticsearch .
J u By Python — o 08stash a & ki ba na
I I |

| §3kafka F—HZ5
.M ockafka |.|.; -5 scri < logstash -
I - y

——\

i

SysDB . I

Y :‘ | I consumer I ;_gﬁ*ﬁ.mﬁ }—gﬁj*ﬂﬂjo
Point 1 : YILFAYHS =it | L g
%f\“/’;?“O)Tg‘!emet\rZ Datal(cxd X\yt?—ﬁ;‘/)‘ F—4mI 7—#sezxPoint 3 : Machine Learning
09 BANRL, 77’5’1‘%@7&'%%@“5 SA7 I INEEUTzTelemetry DataZ it
THHHENAA —F(CHEEE &L (Elastic Stack X-pack(cT) .

F RS VAR A



5. PoC J>h—2> 5B




BIAVR—FR>

p
-———-~
|
{GPENCONFIG I
|
NI == e pipeline
cIsco ~ |
-~ gRPC Client ||
Juniper == By Python [T
o | %kqfka
ARISTA = ockafka )"‘)
SysDB I
. I
Router N
yve—S>9
Collector ’(‘{ -
SATA
A y,
Router

NaRBA(1/5)

Arista — 4.17.5M—-4414219.4175M

Cisco — Cisco IOS XR Software, Version 6.1.2
Juniper — JUNOS 17.2R1

( )

elasticsearch

<_‘ kibana

I -
! N J
| consumer | 3T - S AL
— N WS
A

« Telemetry 7—5%Z4RU. IETELI Collector N\ix{E9 3

. T—HEFTY>4 (OpenConfig ¥ Native)

. J-74>% (GPB ¥ JSON)

Transport (gRPC > TCP/UDP) #E 4 iEEI DN RS




&IVR—2> MRBA(2/5)

[ o= mm = A e - o - \
| | ( ,
{GrENCONFIG I | |
| : |
N == w pipeline )-I-) —| I e ™)
cisco ~ I %kqfka {SOF IWARE: wy '08stash
> gRPC Client || R e | | | elasticsearch i
JuniPer I By Python T> - | R _|.|- Iogstashl.l) < kl ba Nna
— 1| | $8kafka > — 5z | ! -,
ARISTA | -M ockafka %—9 =3  Script gy '08stash -
SysDB I | I \_ J
: I | consumer | F_HERE.RFR-F—YEARIL-
Router N / \ y 44 hof A5 5
- e -——— W
Collector |*%%>27 F—%mT = pE=s
| J YATA script 7 mE
Collector

. BEEIHSOD Telemetry T—4%%(F% Frontend I M-3R b
- gRPC 0#&iifs, GPB 73754 XET—ADKEE(E (JSON 1E) | AAERIIR—R> MDREEFZIES
« ZARPoCTld. &RYNI—IkIIN> A — N \F/IRE I 3 Collector W—)L%FIH



&IVR—2> MRBA(3/5)

o= = mm oE=

{GrENCONFIG

S //—W pipeline
usco‘

gRPC Client
Juniper g-@—) By Python

( )

elasticsearch

e A

ARISTA Sy ockafka
\_ J
SysDB I
| I consumer | }-Q%fﬁo*ﬁ? G_J*E{b
Router Se— = Ve T
Ave-I39| F=HIT . _.
Collector SAFh script F—HERX
At —=IISATA

« Collector 5iXESNBUTINAIA LT —F%2—BFR(CZ T, AR M—%> MEER
« ARPoC Tl3 Kafka Z#%




BIAVR—FR>

{GrENCONFIG

|||||||| — w pipeline b * .
cisco ~ % kafka

Juniper =~

ARISTA |
SysDB

Router

’ l

NaRBH(4/5)

o= = mm oE=

5 Lﬁg‘!

~

elasticsearch

gRPC Client ol | | .
By Python —-> -> el _|.|- Iogstashl.l) < ‘ kl ba Na
I | $Bkafka > E ' | -
ockafka )-|-) =  Script wy 08stash -
| N y
' | consumer | F_HERE.RFR-F—YEARIL-
——— i L
-39 | F—HIT . _
Collector AT script 5 —EE%k

=AML Script

« Elastic stack (CCl]
QUIBZ4TSAIR—FR N,

\EFE(CO] AL - BT 9 3B ETHO. BT —9NDOINT
( Appendix ([CCEEfl7Z57BA)




BIAVR—FR>

o= = mm oE=

{GrENCONFIG

e‘@‘*

NaRBA(5/5)

FEEEEN

(

pipeline N | 2
ien el | elasticsearch )
N I | $Bkafka =gz | | -
ARISTA | ockafka )"‘9 -> w -
SysDB [ | | I . J
Rout I | I consumer | F_HERE.RFE-F—HIRIL-
outer N/ ot ’ ‘v HEWFEE
ye-v9  F—
Collector 7“7 =~ Tscfijgtl | Ty
T—HERx /| BiE / RE / vIR{L / HEREFES
« TelemetryT —4ZEUS - B1EL. Al UHEMEEZ2EI1TI D

ZAPoC TlZ. Elastic Stack (Logstash. Elasticsearch. Kibana)Zz{&FE




5. PoC #&ER




SR Re R EH (DY)
HR?%?—’S’ : Interface Counter/ CPU Usage / Memory Usage

9_

Att

Bt

CtL

Array Object « RouterOxET—7HI Logstash Filter(Grok filter /
EEISONXYE— JSON Filter)
e Python Script
« Key field ADZE% - RouterMX{ET—7HR  Logstash Filter(Grok filter /
JSON Filter)
« Python Script
- T—HZ0 (FEJSON) « RouterOFEF—7HI « Python Script
o HEBIOAR—hK « Collector®IJAMR— MEEERTES

Elastic Stackz U\ za]fR1L - B#AT(C(E.

Routerf5x{EEN3ET—FDEMH HE !




_“ 9/\0)7 7 — §7J_ lf(uélfr%ﬂfl(atAppendix)

Routerhix{E9 dTelemetry Datah'Elastic Stack&ABMHENEL, 2DFFET(EIKibanaTaJfRAL/ 73 HAE]
=0penConfigE7 )LIFLEERIENLRT —HHE1E. Vendor Native®7)LIEEREHD
5 : Array ObjectB DT —7t&iE
1 DDAV - (CHEEIDISONHAE

}
Routerh5X{EcN3ET—YDZERH HE

T—HZEHF R 1 Logstash FilterlcT
254

grok filter

json filter

fER
R TkeyDZI2ZE I 2NENDD, EIROEZZ=E
9 APRDVEENEHEC -




TDMMDHTIEE

FHAL CLVh o e — A tEiE BIEANBICLK D TCERBXFI—NR

o " DXIIREHDkeyhhESFENTLNEZ EICKD o H5 457 LKBBE BEEARBICED I A —
IN—RATS—DORE <V MO FO— RAARED TLVE

valueddata typedDAR—E IEARFRIRDEITEEER

o A UZBIDkey\NBELXFINESES5EADHZEN o —IETZHATERERS (Fgrok filterZZ U\ THREE
»D. mappingBEDILTS —DFERE DR NR L

S IAIL N TEESNTUVD LRIE BZIET ST 1 > Dlssue

e keyMIEBICRLSIRDBZENMNDD, 7 TIAILMDE e RE&E7 XA NMIENNTULVRVERE, HEICET

PRME(CZELTHED IS —DOFE



L,
L OIS

e TelemetryDEUFICED, SETLORIE DM VEEROBIFRAL
o N=2AF1DEUEI(C LS. IEREREERBERFDOIRDZEFEVDLEER
o ZXNIWIDIEBEEDMESR

g g
[&) e

S1ITOC

o N—RXTF1>DOHUS(ICLBFTUVLWER
v FEAU TURVWEEE
v 18EE%

o EIZIBFTOTAM

o U734 Lu]RAL
v interfaceEBD{ER T
v BIEHIAH—
e Burst Traffict&%l
o HEMFE(CLDEREE. 1FEEDIRA]

SORRETE D RBRELTVWEATDRSNEZ{—EP



D751 AaJ$R{E

InterfaceB QAT / FEHD>

.eslindex=*,q="system_id.keyword:vMX1 AND juniper_prefix.keyword:Vinterfac 'gE\-OVOVIV i i OV metric=max: auto v Search PHP) Uses lucene query syntax n
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. step2 ¥ New Add Save Delete Open Options Docs € @ November 14th 2017, 10:49:13.660 to November 16th 2017, 07:18:32.679 Dashboard / xRV1 share Clone Edit Reporting € @ November 15th 2017, 18:24:18.123 to November 17th 2017, 06:16:53.272 %
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InterfaceBDER®ER / FEHDVD

step2 ¥ New Add Save Delete Open Options Docs <€ @ November 14th 2017, 10:49:13.660 to November 16th 2017, 07:18:32.679 Dashboard / xRV1 share Clone Edit Reporting € @ November 15th 2017, 18:24:18.123 to November 17th 2017, 06:16:53.272 %
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[#iE2] Elastic StackZz{&> f=5—4~dDIndex1t

Elastic Stack{LEE : i@E

W Colector logstash — == elastlcsearch<—‘ kibana

‘q

@timestamp November 19th 2017, 05:25:19.319
”SOUFCG . ”1 04416020610000 , _Id AV_QZpDoGiOQdMQprpZD
Telemetry”: { _ . .
“collection_end_time”: 1510116522502, _index telemetry_cisco_sampling xrv_2017.11

“collection_id”: 202987,

. e _type logs
collection_start time : 1510116522413, i ” v "o ]
“encoding_path”: “openconfig-interfaces:interfaces/interface”, ’ | Message {”Sourcle - 10.44.160.206:100007, " Telemetry
“msg timestamp”: 1510116522413, { node_|d_s”t|:,. XRV, o " " '
“node_id str”: “XRv-Telemetry” i Telemetry , subscription_id_str : " Sub7, enc
“subscription_id_str”: “Sub7” .odmg_path.: openconflg— "o .
] interfaces:interfaces/interface”, collection_id

”:202987,” collection_start_time”:15101165224 |
13,”msg_timestamp”:1510116522413,"collecti |
on_end_time”:1510116522502}}

_______________________________________________________________________________________________________



[#iE2] Elastic StackZz{&> f=5—4~dDIndex1t

Elastic Stack®LER : JSON FilterZHU\/=Message®Key/Valueit

—) [ -— k| n
logstash - elasticsearch ‘ bana
+ JSON Filter

U " .1” Collector

‘u
=

{ @timestamp November 19th 2017, 05:25:19.319
”SOUFCG . ”1 0.44.160.206:10000 ) _Id AV_szDoGiOQdMQprpZD
Telemetry”: { _ _ .
“collection_end_time”: 1510116522502, _index telemetry_cisco_sampling_xrv_2017.11
“collection_id”: 202987,

_type logs

“collection_start_time”: 1510116522413, ] _

“encoding_path”: “openconfig— ’  Source 10.44.160.206:10000
interfaces:interfaces/interface”, | Telemetry. collection_end_time 1510116522502

“msg timestamp”: 1510116522413, .

“node.id_str”: “XRv-Telemetry”. Telemetry. collection_id 202987

“subscription_id_str”: “Sub7” i Telemetry. collection_start_time 1510116522413
| J Telemetry. encoding_path openconfig-interfaces:interfaces/interface

<{snip>
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QIR NEIRT —SE : Array ObjectfY

Array Object8!
1DdD Key (Xt UEED Value WMFIET DT — X,
Rows UEDT—H Array BUERDTHED (BE/\1 S ~EB49>) . Elastic Stack CEURU\ANTE],

{"Source™"10.44.160.206:10000","Telemetry":{"node_id_str":"XRv-Telemetry","subs Key va I ue

cription_id_str":"Sub7","encoding path""openconfig-interfaces!interfaces/interface

" "collection_id":202987,"collection_start_time":1510116522413,"msg_timestamp":1 R . .
510116522413, "collection_end_time":1510116522502},"Rows":[{"Timestamp":15101 @tlmeStamp November 19th 20 17! 05 . 25 . 19 . 3 19
16522459,"Keys":{"name":"Gigabit Ethernet0/0/0/0"},"Content":{"subinterfaces":{"su . .
binterface":{"index":0,"state":{"admin-status™:"UP","counters":{"in-broadcast-pkts": |d AV QZpDOG|09d MQprpZD
3305,"in-discards":0,"in-errors":0,"in-multicast-pkts":1321702,"in-octets":28690537 - -
5,"in-unicast-pkts":5545716,"in-unknown-protos":0,"last-clear"-"2017-10-16T07:39:

08Z","out-broadcast-pkts":0,"out-discards":0,"out-errors":0,"out-multicast-pkts":0," _I n d ex te I em et ry_CI SCO_Sa m pI | ng_X rV_ZO 1 7 . 1 1
out-octets":67042788,"out-unicast-pkts":775665},"description":"","index":0,"last-cha

nge"1976993,"mtu":1514,"oper-status""UP","type":"iana-if-type:ethernetCsmaecd ty pe Iogs

"L " Timestamp":1510116522470,"Keys":{"name":"Loopback0"},"Content":{"subin —_

terfaces":{"subinterface":{"index":0,"state":{"admin-status":"UP","counters":{"in-dis

cards":0,"in-unicast-pkts":0,"out-discards":0,"out-unicast-pkts":0},"description":"","i SO urce 1 O . 44 . 1 60 . 2 06 . 1 0000
ndex":0,"last-change":1976995,"mtu":1500,"oper-status":"UP","type":"iana-if-type:s

oftwareLoopback"}HH {"Timestamp" 1510116522479, "Keys":{"name":"MgmtEth0/R

PO/CPU0/0"},"Content":{"subinterfaces":{"subinterface":{"index"0,"state":{"admin-s Te l em etry' 1 5 1 O 1 1 6 5 2 2 5 0 2
tatus":"UP","counters":{"in-broadcast-pkts":17952363,"in-discards":48003,"in-error )

8":0,"in-multicast-pkts":32947,"in-octets": 1130726619, "in-unicast-pkts":36558948," <Ssnli p >

in-unknown-protos":0,"last-clear":"2017-10-16T07:36:34Z","out-broadcast-pkts":0,"

out-discards":0,"out-errors":0,"out-multicast-pkts":0,"out-octets":363109046,"out-u

n n,
nicast‘pkts"1746754},"description"i"","index"i(),"last‘chaﬁ}g}i“g1976816,"mtu"11514," ROWS CQntent - {
oper-status":"UP","type""iana-if-typeiethernetCsmacd"}i}},"Timestamp":1510116 n i LI
522490,"Keys":{"name":"Null0"},"Content":{"subinterfaces":{"subinterface":{"index": su bl nte rfa ces™. {
0,"state":{"admin-status""UP","counters":{"in-broadcast-pkts":0,"in-discards":0,"in- "Su b| nte rfa Ce" . {
errors™:0,"in-multicast-pkts":0,"in-octets":0,"in-unicast-pkts":0,"in-unknown-protos " n
":0,"last-clear":"2017-10-16T07:36:56Z","out-broadcast-pkts":0,"out-discards":0,"out IndEX . 0,
*errors"iﬂ,"out*mu]ticast*pkts“10,"out*octets"10,"out*unicast*pkts"10},"description"1" "State" . {

" "index":0,"last-change":1977175,"mtu":1500,"oper-status":"UP","type":"iana-if-typ '

elother"HH}} {"Timestamp": 1510116522501, "Keys":{"name":"tunnel-te1"},"Content": "ad m | n _Status" : W U P"
{"subinterfaces"l{"subinterface"l{"index"10,"state"l{"admin'status"1"UP","cnunters"1 @ - !
{"in-broadcast-pkts":0,"in-discards":0,"in-errors":0,"in-multicast-pkts":0,"in-octets": cou nte rs : {
0,"in-unicast-pkts":0,"in-unknown-protos":0,"last-clear":"2017-10-16T07:38:47Z","0 n: ",
ut-broadcast-gkts"10,"out-discards‘PO,"out-errurs"iO,"out-mu]ticast-pkts"30,"0ut—0¢:te Iin- b roa d Ca St_ p kts . 3 3 0 5 7
ts":0,"out-unicast-pkts":0},"description":"","index":0,"last-change":1656104,"mtu":1 <sn | p >

500,"oper-status":"UP","type":"iana-if-type:mplsTunnel "1}
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nos1.Rows.Content.subinter...

nos1.Rows.Content.subinter...

nos1.Rows.Content.subinter...

nos1.Rows.Content.subinter...

nos1.Rows.Content.subinter...

nos1.Rows.Content.subinter...

nos1.Rows.Content.subinter...

nos1.Rows.Content.subinter...

nos1.Rows.Content.subinter...

nos1.Rows.Content.subinter...

nos1.Rows.Content.subinter...

nos1.Rows.Content.subinter...

nos1.Rows.Content.subinter...

nos1.Rows.Content.subinter...

nos1.Rows.Keys.name
nos1.Rows.Timestamp
nos1.Source
nos1.Telemetry.collection_e...

nos1.Telemetry.collection_id

nos1.Telemetry.collection_st...

nos1.Telemetry.encoding_p...
nos1.Telemetry.msg_timest...

nos1.Telemetry.node_id_str

nos1.Telemetry.subscription...
nos2.Rows.Content.subinter...
nos2.Rows.Content.subinter...
nos2.Rows.Content.subinter...
nos2.Rows.Content.subinter...
nos2.Rows.Content.subinter...
nos2.Rows.Content.subinter...

nos2.Rows.Content.subinter...

A . Array ObjectZ!

Table JSON View surrounding documents  View single document
@ @timestamp @ @ [0 % November 8th 2017, 13:48:43.399
t Q@version Qe M:a*k 1
7 Rows @ am* {
"Content": {

"subinterfaces"”
"subinterface":

"admin-status": "UP",

"last-change™: 1976993,

"counters": {
"in-unknown-protos": 0,
"last-clear™: "2017-10-16T07:39:08z",
"out-broadcast-pkts": 0,
"out-discards": 0,
"out-multicast-pkts": 0,
"in-broadcast-pkts": 3305,
"out-unicast-pkts": 775665,
"out-octets™: 67042788,
"in-octets": 286905375,
"in-errors": 0,
"in-multicast-pkts": 1321702,
"in-discards": 0,
"in-unicast-pkts": 5545716,
"out-errors": 0

i
"oper-status™: "up",
"description”: "M,
"0,
"type": "iana-if-type:ethernetCsmacd",
"mtu': 1514
}
¥
1
1,
"Keys": {
"name": "GigabitEthernet0/0/0/0"
I8
"Timestamp": 1510116522459
g
{
"Content": {
"subinterfaces": {
"subinterface": {
"index": 0,
"state": {
"admin-status": "UP",

"last-change™: 1976995,

"counters": {
"in-discards": 0,
"out-discards": 0,
"in-unicast-pkts": 0
"out-unicast-pkts": 0

P L TR LT




WIBNMERST—FB - 1 DDA vE— (2L JISON H'RE
EHISONAEEY

1 DDAV =D (CHEED ISON BMFTEL. €115 JSON Q] THESN TS,
Logstashd]SON FilterD IEE (CEELIRLY,  (JSON parse failure)

{"Source":"10.44.160.206:10000"," Telemetry":{"node_id_str""XRv-Telemetry","subscription_id_str":"Sub7

" "encoding_path":"openconfig-interfaces:interf: finterface","collection_id":199399,"collection_start_tim
€":1510107352700,"msg_timestamp™1510107852700,"collection_end_time":1510107352774},"Rows"{"Ti Key va I u e
mestamp":1510107352733,"Keys":{"name":"GigabitEthernet0/0/0/0"},"Content":{"subinterfaces":{"subinte

rface" {"index":0,"state":{"admin-status":"UP","counters":{"in-broadcast-pkts":3290,"in-discards":0,"in-erro )
@timestamp November 19th 2017, 05:25:19.319

rs"0,"in"multicast-pkts":1315573,"in-octets": 285579805, "in-unicast-pkts":5520053,"in-unknown-protos":0
"last-clear":"2017-10-16T07:39:08Z","out-broadcast-pkts":0,"out-discards":0,"out-errors":0,"out-multicast-

pkts":0,"out-octets":66739126,"out-unicast-pkts":772161},"description":"","index"0,"last-change": 1967823, . .
"mtu":1514,"oper-status""UP","type""iana-if-type:ethernetCsmacd"}}}}}} ,_ _I d AV—QZ p D OG I 09d M Q p rp 2 D
amp":1510107352700,"collection_end_time":1510107352774},"Rows"{"Timestamp": 1510107352740, Keys _index telemetry_CiSCO_Samp”ng_XrV_Zo17.11
"“{"name"*"Loopback0"}."Content"{"subinterfaces"{"subinterface"{"index"0,"state"{"admin-status""UP",

“counters”:{"in-discards"0,"in-unicast-pkts"0,"out-discards":0,"out-unicast-pkts":0},"description":"","inde _ty pe | 0ogs

X0, "last-change""1967825,"mtu" 1500, oper-status""UP"."type""iana-if-type'softwareLoopback }}}} {"

110, .206: 1= :{"node_id_str": g iption_id_str": G .
e — Source 10.44.160.206:10000
1510107352700,"msg_timestamp":1510107352700,"collection_end_time": 1510107352774} "Rows" ("'[imei
tamp 1510107352749, Koy {"name’ " MgmtBihO/RPOICPUOI'Y “Contentsubi “{"subi Te|emetry_ 1510116522502
e":{"index":0,"state":{"admin-status""UP"," :("in-broadeast-pkts":17928814,"in-discards":47770,"i
n-errors™0,"in-multicast-pkts":32794,"in-octets":1128810186,"in-unicast-pkts":36505038,"in-unknown-pr -
otos":0,"last-clear":"2017-10-16T07:36:34Z","out-broadcast-pkts™0,"out-discards":0,"out-errors":0,"out-mu < s n | p >
Iticast-pkts":0,"out-octets":357083511, "out-unicast-pkts":739466},"description":"","index":0,"last-change":

1967648, "mtu":1514,"oper-status""UP","type":"iana-if-type-ethernetCsmacd"}}}}}} . ESOURCES10MANG0E _--t ags _,:,I SO n1D a rsef 3 i I ure

"last-change"*1968005,"mtu":1500,"oper-status""UP" "type""iana-if-type'other W {"Suwree™10 44 16
0.206:10000","Telemetry":{*node_id_str":"XRv-Telemetry","subscription_id_str":"Sub7","encoding_path":"
openconfig-interfaces:interfaces/interface”,"collection_id":199399,"collection_start_time":1510107352700,
"msg_timestamp™: 1510107352700, "collection_end_time™: 1510107352774}, "Rows":{"Timestamp™:15101073
52773,"Keys":{"name":"tunnel-te1"},"Content":{"subinterfaces":{"subinterface":{"index":0,"state":{"admin-s
tatus""UP" "counters™ {"in-broadcast-pkts":0,"in-discards™:0,"in-errors":0,"in-multicast-pkts":0, "in-octets
"0,"In-unicast-pkts™0,"in-unknown-protos":0,"last-clear":"2017-10-16T07:38:472" "out-broadcast-pkts":0,
“out-discards":0,"out-errors™0, "out-multicast-pkts™0,"out-octets":0,"out-unicast-pkts":0},"description”:"""i
ndex":0,"last-change": 1646934, "mtu":1500,"oper-status":"UP","type":"iana-if-type:mplsTunnel"}}}}}} ]
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Table JSON View surrounding documents View single document

‘ kibana )
© @timestamp @ @ [0 % December 8th 2017, 14:40:57.383

t @uersion @ @M * 1

Discover
t @ Q@ M * AWAOpBFPGi0IdMQp]5Fo
Visualize X X
t @ @ M # telemetry_cisco_sampling_xrv_2017.12
Dashboard # _score m -
Timelion T _type eam Togs
~

t message @ @ @ % [{"Source":"10.44.101.78:10000", "Telemetry"”:{"node_id_str":"XRv2","subscription_id_str":"Sub1","encoding_path":"openconfig-interfaces:interfaces/interface","collection_id":4196
Machine Learning 99,"collection_start_time":1512711657318,"msg_timestamp”:1512711657318, "collection_end_time":1512711657369}, "Rows" : {"Timestamp™: 1512711657331, "Keys": {"name": "GigabitEthernet0/0
/0/0"},"Content {"admin-status DOWN", "counters™: {"in-broadcast-pkt n-multicast-pkts":

0,"in-discards":

subinterfaces n-errors":0,"

"subinterface":{"index":0,"state"

Graph 0,"in-octets":0,"in-unicast-pkts":0,"in-unknown-protos”:0, "Tast-clear": "2017-09-19T07:13: 127", "out-broadcast-pkts":0, "out-discards":0,"out-errors”:0, "out-multicast-pkts":0, "out
-octets":0,"out-unicast-pkts":0}, "description":"", "index "last-change™:1512711657, ":1514,"oper-status": "DOWN", "typ jana-if-type:ethernetCsmacd"}}}13}}
,{"Source":"10.44.101.78:10000", "Telemetry": {"node_id_str":"XRv2","subscription_id_str":"subl","encoding_path":"openconfig-interfaces:interfaces/interface", "collection_id":4196

Dev Tools

99, "collection_start_time":1512711657318, " msg_timestamp”:1512711657318, "collection_end time":1512711657369}, "Rows": {"Timestamp":1512711657335, "Keys":{"name
/0/1"},"Content™: {"subinterfaces": {"subinterface": {"index":0,"state": {"admin-status "counters":{"in-broadcast-pkts":5764,"in-discards":0,"in-errors"

: 33306161751 "2017-09-19T07:13: 122"

ticast-pkts":0, "out-octets":25326558371, "out-unicast-pkts":253236123}, "description”:"","index":0, "last-change": 6906458, "mtu": 1514, "oper-status":"UP’
Management etCsmacd"3}311}
;{"Source”:"10.44.101.78:10000", "Telemetry™: {"node_id_str":"XRv2","subscription_id_str":"Sub1","encoding_path":"openconfig-interfaces:inter faces/interface","collection_id":4196
99, "collection_start_time":1512711657318, "msg_timestamp™:1512711657318, "collection_end_time":1512711657369}, "Rows": {"Timestamp”: 1512711657340, "Keys":{"name": "GigabitEthernet0/0
/0/2"},"Content™: {"subinterfaces": {"subinterface": {"index":0,"state": {"admin-status uP","counters”: {"in-broadcast-pkts":2,"in-discards":0,"in-errors":0,"in-multicast-pkts":0,
"in-octets":27406090643, "in-unicast-pkts":262293572, " in-unknown-protos":0, " last-clear":"2017-09-19T07:13: 122", "out-broadcast-pkts":2, "out-discards":0,"out-errors":0, "out-multic
ast-pkts":0, "out-octets":25709345118, "out-unicast-pkts":266017559}, "description":"","index":0, "last-change": 6906458, "mtu": 1514, "oper-status": "UP", "type": "iana-if-type:ethernetC
smacd"}}}3}}
;{"Source”:"10.44.101.78:10000", "Telemetry™: {"node_id_str":"XRv2","subscription_id_str":"Sub1","encoding_path":"openconfig-interfaces:inter faces/interface","collection_id":4196
99, "collection_start_time":1512711657318, "msg_timestamp™:1512711657318, "collection_end_time":1512711657369}, "Rows": {"Timestamp”: 1512711657344, "Keys": {"name": "GigabitEthernet0/0
/0/3"},"Content": {"subinterfaces": {"subinterface": {"index":0,"state": {"admin-status in-multicast-pkts":0
,"in-octets":65290580, "in-unicast-pkts":460816,"in-unknown-protos":0,"last-clear "out-errors":0,"out-multicast-p
kts":0,"out-octets":17532766, "out-unicast-pkts":252885}, " "description™ iana-if-type:ethernetCsmacd"}}}3}}
}

,{"source":"10.44.101.78:10000", "Telemetry": {"node_id_str":"xRv2","subscription_id_str":"sub1","encoding_path":"openconfig-interfaces:interfaces/interface"”,"collection_id":4196
99, "collection_start_time":1512711657318, "msg_timestamp™:1512711657318, "collection_end_time":1512711657369}, "Rows": {"Timestamp”: 1512711657348, "Keys": {"name": "GigabitEthernet0/0
/0/4"},"Content": {"subinterfaces": {"subinterface": {"index":0,"state": {"admin-status":
0,"in-octets":0,"in-unicast-pkts":0,"in-unknown-protos”:0, "Tast-clear™: "2017-09-19T07:13: 43Z", "out-broadcast-pkts": 0, "out-discards":0,"out-errors": 0, "out-nulticast-pkts":0, "out
-octets":0,"out-unicast-pkts™:0}, "description”:" "last-change":1512711657,"mtu": 1514, "oper-status": "DOWN" iana-if-type:ethernetCsmacd"}}3}3}}
,{"source":"10.44.101.78:10000", "Telemetry": {"node_id_str":"xRv2","subscription_id_str":"sub1","encoding_path":"openconfig-interfaces:interfaces/interface"”,"collection_id":4196
99, "collection_start_time":1512711657318, "msg_timestamp™:1512711657318, "collection_end_time":1512711657369}, "Rows": {"Timestamp”: 1512711657352, "Keys": {"name": "GigabitEthernet0/0
/0/5"}, "Content "subinterface": {"index":0, "state" DOWN", "counters™:{"in-broadcast-pkt ."in-discards" in-errors":0,"in-multicast-pkts":
0,"in-octets":0,

"GigabitEthernet0/0
0,"in-multicast-pkts"
"out-broadcast-pkts":2,"out-discards":0,"out-errors":0,"out-mul

Monitoring

n-unicast-pkts":316355229,"in-unknown-protos":0,"last-clea

Mtype's

jana-if-type:ethern

:"UP", "counters":{"in-broadcast-pkts":11,"in-discards":0,"in-errors": 0,
2017-09-19T07:13:122", "out-broadcast-pkts
index":0,"last-change": 6906458, "mtu":1514, "oper-status": "UP", "type":"

,"out-discards

DOWN", "counters": {"in-broadcast-pkts":0,"in-discards":0,"in-errors":0,"in-multicast-pkts":

,"index

"subinterfaces’

in-unicast-pkts
~octets":0,"out-unicast-pkts":0}, "description”:"", "index
,{"Source":"10.44.101.78:10000", "Telemetry": {"node_id_str"

:0,"in-unknown-protos":0, "last-clear": "2017-09-19T07: 13: 432", "out-broadcast-pkts": 0, "out-discards":0, "out-errors": 0, "out-multicast-pkts":0, "out

"last-change":1512711657, "mtu": 1514, "oper-status": "DOWN", "typ iana-if-type:ethernetCsmacd"}}31}}
XRv2","subscription_id_str":"subl","encoding_path":"openconfig-interfaces:interfaces/interface","collection_id":4196
:"Gigabitethernet0/0
"subinterface": {"index":0, "state":{"admin-status":"DOWN", "counters":{"in-broadcast-pkts":0,"in-discards":0,"in-errors":0,"in-multicast-pkts":
n-unknown-protos":0,"last-clear™:"2017-09-19T07:13:432", "out-broadcast-pkts":0, "out-discards":0,"out-errors":0,"out-multicast-pkts":0, "out
iana-if-type:ethernetCsmacd"}}}3}}

99,"collection_start_time":1512711657318,"msg_timestamp”:1512711657318, "collection_end_time":1512711657369}, "Rows" : {"Timestamp":1512711657356, "Keys": {"name

/0/6"}, "Content™: {"subinterfaces"
0,"in-octets":0,"in-unicast-pkts
-octets":0, "out-unicast-pkts":0}, "description”:"", "index":0,"last-change”: 1512711657, "mtu": 1514, "oper-status": "DOWN" , "type":"
,{"Source":"10.44.101.78:10000", "Telemetry": {"node_id_str":"xRv2","subscription_id_str":"sub1","encoding_path":"openconfig-interfaces:interfaces/interface","collection_i
99,"collection_start_time":1512711657318,"msg_timestamp":1512711657318, "collection_end_time":1512711657369}, "Rows" : {"Timestamp": 1512711657360, "Keys" "Loopback0"},
nt":{"subinterfaces":{"subinterface":{"index":0,"state": {"admin-status":"UP", "counters": {"in-discards":0,"in-unicast-pkts":0, "out-discards":0,"out-unicast-pkts":0}, "description
" L"index ."last-change": 6906466, "mtu":1500, "oper-status”:"UP","type”:"iana-if-type:softwareLoopback"}3}}31}

,{"Source":"10.44.101.78:10000", "Telemetry™: {"node_id_str":"XRv2","subscription_id_str" ."encoding_path":"openconfig-interfaces:interfaces/interface", "collection_id":4196
99,"collection_start_time":1512711657318, "msg_timestamp”:1512711657318, "collection_end_time":1512711657369}, "Rows" : {"Timestamp": 1512711657364, "Keys" : {"name" : "Mgmt Eth0/RP0O/CPUO/
0"},"Content": "subinterface": {"index":0, "state": {"admin-status":"uP", "counters": {"in-broadcast-pkts":16719085, "in-discards":26,"in-errors":0,"in-multicast-pkt
5":0,"in-octets":1872262405, "in-unicast-pkt: 34457444, "in-unknown-protos":0,"last-clear”:"2017-09-19T07:12:152", "out-broadcast-pkts":0, "out-discards":0, "out-errors":0, "out-mul
ticast-pkts":0,"out-octets":1646202197, "out-unicast-pkts":1700168}, "description”:"","index":0, "last-change":6906464, "mtu": 1514, "oper-status": "Up", iana-if-type:ethernetC
smacd"}}}33}

,{"Source":"10.44.101.78:10000", "Telemetry”: {"node_id_str":"XRv2", "subscription_id_str"

"subinterfaces

"Sub1","encoding_path":"openconfig-interfaces:interfaces/interface","collection_id":4196
99, "collection_start_time":1512711657318, msg_timestamp”:1512711657318, "collection_end_time":1512711657369}, "Rows" : {"Timestamp”: 1512711657368, "Keys": {"name": "Nu110"}, "Content" :
{"subinterfaces": {"subinterface”: {"index":0,"state": {"admin-status":"UP", "counters":{"in-broadcast-pkts":0,"in-discards":0,"in-errors":0,"in-multicast-pkts":0,"in-octets":0,"in
-unicast-pkts":0,"in-unknown-protos":0,"last-clear":"2017-09-19T07:12:09z2", "out-broadcast-pkts":0,"out-discards":0, "out-errors":0, "out-muTlticast-pkts":0, "out-octets":0, "out-uni
cast-pkts":0}, "description”:"", "index":0,"Tast-change" :6906540, "mtu": 1500, "oper-status": "UP", "type": "iana-if-type:other"}}}}3}

1

t tags @ QM % _jsonparsefailure
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Elastic Stack®¥A¥ : Logstash grok filterEBWTF—49 I

!nuodmx_plﬂl .mllth_ﬁa!t_nm

700, msg_ti ‘callection_end_time"1510107352774),"Rows" (' Times.
Keys":{"name’ 0fCPU00,"Content™:{"subi i

L ("mdn-n ‘state™ [‘ldmm status""UP","counters" hnhudu.rpku- 17928814, ‘m‘dllu:dl'AW?ﬂ A

nerrors™(0,"in-multicast-pkts" 32794, "in-octats™

ot0s":0,"last-clear""2017-10-16T0T:36:342" "out-broadeast-pkts"0, 'ﬂmﬂum'dl 0, "out-errors’ u,-mnm

Iticast-pkts":0,"out-octets":357083511, "out-unicast-pkts": 739466}, "description™"",“index":0, last-change":

ndex"0,"last-change" 1646934, "mtu" 1500, "oper-status""UP","type""iana LFyn mnls'm elmlll]

Grok filter TREZRZIREH U THIZ/RISONZ LR U .

=D

grok Filter

+ JSON Filter

+ grok Filter

logstash — mm elasticsearch«—

Key

@timestamp

{

“json_messagel”:
H"

“json_message2”:
H"

“json_message3”:
17"

“json_message4”:
17"

Json messageS”

7

<snip>

nosl.Rows.Content.subinterface
terface.index

nosl.Rows.Content.subinterface
terface.state.admin-status

<snip>

»

JSON Filter nos2.Rows.Content.subinterface

terface.index

nos2.Rows.Content.subinterface
terface.state.admin-status

<snip>

nos3.Rows.Content.subinterface
terface.index

nos3.Rows.Content.subinterface
terface.state.admin-status

<snip>

kibana

Value

November 19th
05:25:19.319

up

up

up

D& (ZISON filtertKey / Valueft 3 3
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Elastic Stack@®{L¥ : Logstash grok filterZ W= —4 I

grok filter:
AER[1=ZHIFRLUTWLD

grok filter:

5 —A %= 5DMBlock (5 R
L. B4 ZIERDKey N~

YIS

json filter:
KeyBEZRDEEDZSH, —

[rectiflocalhost config-dir cat logstash conf_jsonevent
input {
kafka {
bootstrap_servers == "10.44, 1609832768
topics => “telemetry_cisco_xn™
}
]
Tiftesr |
date {
match => [ Mimestamp®, “UNIX_MS" |
remove_field == | "timestamp® |
}

grok {
match = { "message™ => "¥[%{GREEDYDATA json_messagel}¥]7
}

grok {
match => | “message™ =>
“¥[%{GREEDYDATA son_massage11%¥n, %{GREEDYDATA json_message2)¥n %{GREEDYDATA son_meassaga3¥n, %(
GREEDYDATA json_messaged P¥n, %{GREEDYDATA json_message 55"}

}

Key cRB( iz idablF =
EE

json {
source => “json_messaged”
skip_on_imvakd_json => “frue®
targat=> nosl
remove_field => "json_message(”

}

| " Tsen |

source => “json_message1”
target=> nos1
remove_field == "son_message 1™
}
json {

calEea =% ToAn e aan

json |
source => "json_message?”
target=> nos2

remove_fligld => “json_message”
}

json {
source == "jSon_messaged”
target=> nos3

ramove_field => "json_messaga3”

1

json {
source => “json_messaged”
target=> nos4

remove_field => "json_messaged”

1

json {
S0Urce == "JS0n_messages”
target=> noss

remove_figld => “json_messages”
}
mutate { remove_field => [ json_messagel”™ “message” | }

}

output {
elasticsearch {
hosts =>"10.44.160.98:9200"
user => alashic
password => changeme
index =>"telemetry_cisco_sampling_xrv_%{+YYYY MM}"
}
}
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# nos1.Rows.Content.subinter...

. Table JSON View surrounding documents  View single document
kl bana # nos1.Rows.Content.subinter...
© @timestamp @ @ [M % November 8th 2017, 13:35:09.400

# nos1.Rows.Content.subinter...
Discover t @version Qe mM*x 1
# nos1.Rows.Content.subinter...

Visuele ) t _id @ @ M * AV-Z6RHZGHKGfVgelelo
# nos1.Rows.Content.subinter... . . .
t  _index QM telemetry_cisco_sampling_xrv_2017.11
Dashboard .
t© nos1.Rows.Content.subinter... # _score m -
Timelion # nos1.Rows.Content.subinter... t _type @ aem Togs
W LRy — ﬂé \\
Machine Learning # nos1.Rows.Content.subinter... # nosl.Rows.Content.subinterfaces.subinterface.index QQmM* 0 1 )O) J — / (L_. y JSO N
# nos1.Rows.Content.subinter... t nosl.Rows.Content.subinterfaces.subinterface.state.admin-status @ Q M * UupP \ \\ K
SN TUVER,. IARTHIL
. . . _ I
T e — # nosl.Rows.Content.subinterfaces.subinterface.state.counters.in-broadcast-pkts @ & @ * 3,303 AY _L
Dev Tools # nosl.Rows.Content.subinterfaces.subinterface.state.counters.in-discards Qe mM*% 0 — - & —
t nos1.Rows.Content.subinter... o Key Va u e (& %I -
et # nosl.Rows.Content.subinterfaces.subinterface.state.counters.in-errors Qe mM*x 0
onitoring
t nos1.Rows.Keys.name
# nosl.Rows.Content.subinterfaces.subinterface.state.counters.in-multicast-pkts @ @ (@ * 1,321,158
Management # nos1.Rows.Timestamp
# nosl.Rows.Content.subinterfaces.subinterface.state.counters.in-octets @ @ M * 286,786,156
t 1.5 . . . .
nost.oource # nosl.Rows.Content.subinterfaces.subinterface.state.counters.in-unicast-pkts @ @ (M *k 5,543,430
# nosl.Telemetry.collection e... # nosl.Rows.Content.subinterfaces.subinterface.state.counters.in-unknown-protos @ @ (M * ©
# nos1.Telemetry.collection_id @ nosl.Rows.Content.subinterfaces.subinterface.state.counters.last-clear @ @ M % October 16th 2017, 16:39:08.000
# nos1.Telemetry.collection_st... # nosl.Rows.Content.subinterfaces.subinterface.state.counters.out-broadcast-pkts @ @ [ % 0
t nosi.Telemetry.encoding p... # nosl.Rows.Content.subinterfaces.subinterface.state.counters.out-discards Qe mM#* 0

# nosl.Rows.Content.subinterfaces.su|nos! Rows Contentsubinterfaces subinterface.state.counters ouhjisards\ * 0

# nos1.Telemetry.msg_timest...

. # nosl.Rows.Content.subinterfaces.subinterface.state.counters.out-multicast-pkts @ @ (0 % 0
t nosl.Telemetry.node_id_str

# nosl.Rows.Content.subinterfaces.subinterface.state.counters.out-octets @ @ M * 67,015,044
t nosl.Telemetry.subscription...
# nosl.Rows.Content.subinterfaces.subinterface.state.counters.out-unicast-pkts @ @ M * 775,350
# nos2.Rows.Content.subinter...
t nosl.Rows.Content.subinterfaces.subinterface.state.description Q@ Q@ M *
t 2.Re .Content.subinter... . . .
noszRows.tontent.subinter # nosl.Rows.Content.subinterfaces.subinterface.state.index Qe mM=*xo
# nos2.Rows.Content.subinter... # nosl.Rows.Content.subinterfaces.subinterface.state.last-change @ Q M * 1,976,179
# nos2.Rows.Content.subinter... # nosl.Rows.Content.subinterfaces.subinterface.state.mtu Q @Q M % 1,514
# nos2.Rows.Content.subinter... t nosl.Rows.Content.subinterfaces.subinterface.state.oper-status @ QM * U
# nos2.Rows.Content.subinter... t nosl.Rows.Content.subinterfaces.subinterface.state.type @ @ [M * iana-if-type:ethernetCsmacd
+ nos2.Rows.Content.subinter... t nosl.Rows.Keys.name @ @ [ * GigabitEthernet0/0/0/0
(] elastic # nosl.Rows.Timestamy 1,510,115,708,471
L) # nos2.Rows.Content.subinter... P eams=* 1, ! ! !
t nosl.Source @ @ (1 % 10.44.160.206:10000
= Logout # nos2.Rows.Content.subinter...
# nosl.Telemetry.collection_end_time @ Q@ M % 1,510,115,708,520
o Collapse # nos2.Rows.Content.subinter... . i
# nosl.Telemetry.collection_id @ @ M * 202,671
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nos2.Rows.Content.subinter...

. # nosl.Telemetry.collection_start_time @ @ [0 % 1,510,115,708,438
klbana nos2.Rows.Content.subinter... t nosl.Telemetry.encoding_path @ @ [M * openconfig-interfaces:interfaces/interface
nos2.Rows.Keys.name # nosl.Telemetry.msg_timestamp @ @ [ * 1,510,115,708,438
Discover
nos2.Rows.Timestamp t nosl.Telemetry.node_id_str Q@ @ [M * XRv-Telemetry
Visualize nos2.Source t nosl.Telemetry.subscription_id_str @ @ M * Ssub7
Dashboard nos2.Telemetry.collection_e # nos2.Rows.Content.subinterfaces.subinterface.index QQms=* 0
o t nos2.Rows.Content.subinterfaces.subinterface.state.admin-status @ @ [@ % upP
Timelion nos2.Telemetry.collection_id “
— LY )
# nos2.Rows.Content.subinterfaces.subinterface.state.counters.in-discards @QQM*k 0 W\ = * \
Machine L . nos2.Telemetry.collection_st... J / C g‘
achine Learning # nos2.Rows.Content.subinterfaces.subinterface.state.counters.in-unicast-pkts Qe mM*xk o0 .
nos2.Telemetry.encoding_p... / l il \ s s
Graph # nos2.Rows.Content.subinterfaces.subinterface.state.counters.out-discards QQMs*k 0 EJ o \ /\ \ l
nos2.Telemetry.msg_timest... . . .
R # nos2.Rows.Content.subinterfaces.subinterface.state.counters.out-unicast-pkts Qe M*k 0 7_ — =
e | ZKey / ValuelZH&l=Nic
nos2.Telemetry.node_id_str t nos2.Rows.Content.subinterfaces.subinterface.state.description Qe M* L/ — y / (- = —
Mopiciis nos2.Telemetry.subscription... # nos2.Rows.Content.subinterfaces.subinterface.state.index Qe Dk o0
Management nos3.Rows.Content.subinter... # nos2.Rows.Content.subinterfaces.subinterface.state.last-change @ e [0 * 1,976,181
nos3.Rows.Content.subinter... # nos2.Rows.Content.subinterfaces.subinterface.state.mtu @ @ [ % 1,500
e COR T S T nos2.Rows.Content.subinterfaces.subinterface.state.oper-status Q QM * up
. T nos2.Rows.Content.subinterfaces.subinterface.state.type @ @ [0 * iana-if-type:softwareLoopback
nos3.Rows.Content.subinter...
€ nos2.Rows.Keys.name @ @ [M * Loopback0
nos3.Rows.Content.subinter...
# nos2.Rows.Timestamp @ @ M * 1,510,115,708,482
nos3.Rows.Content.subinter...
t nos2.Source @ @ [M % 10.44.160.206:10000
nos3.Rows.Content.subinter... . R
# nos2.Telemetry.collection_end_time @ @ [ % 1,510,115,708,520
fo==Rov=Contenisnbinters # nos2.Telemetry.collection_id Q@ Q M * 202,671
nos3.Rows.Content.subinter... # nos2.Telemetry.collection_start_time @ @ M % 1,510,115,708,438
nos3.Rows.Content.subinter... t nos2.Telemetry.encoding_path @ @ [0 * openconfig-interfaces:interfaces/interface
nos3.Rows.Content.subinter... # nos2.Telemetry.msg_timestamp @ @ [@ % 1,510,115,708,438
nos3.Rows.Content.subinter... t nos2.Telemetry.node_id_str @ @ M * XRv-Telemetry
i t nos2.Telemetry.subscription_id_str @ @ [M * Sub7
nos3.Rows.Content.subinter...
# nos3.Rows.Content.subinterfaces.subinterface.index Qe DM*x 0
nos3.Rows.Content.subinter...
t nos3.Rows.Content.subinterfaces.subinterface.state.admin-status Q@ Q M * up
nos3.Rows.Content.subinter...
# nos3.Rows.Content.subinterfaces.subinterface.state.counters.in-broadcast-pkts @& @ [ % 17,950,270
nos3.Rows.Content.subinter... A . . .
® # nos3.Rows.Content.subinterfaces.subinterface.state.counters.in-discards Q@ Q@ [M * 47,982
elastic .
fo==Rov=Contenisnbinters # nos3.Rows.Content.subinterfaces.subinterface.state.counters.in-errors Qe DM*x 0
Logout nos3.Rows.Content.subinter... # nos3.Rows.Content.subinterfaces.subinterface.state.counters.in-multicast-pkts @ & [T % 32,934
L

o Collapse nos3.Rows.Content.subinter... # nos3.Rows.Content.subinterfaces.subinterface.state.counters.in-octets Qe 1,130,555,692
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SRIER f
HF— S (CEHDRI—ER (Key) MFELTLVZTZs. & Key DFEEEICEHFBIF (nosl, nos2,
nos3) ZENT BINENH DI,

# nost.Rows.Content subinter, 052 Rows Contentsubinter.

= Table  3s0M . " i o # nesl.Telemetry.collection_start_tine @ am* 1,510,115,708,438
kibana # nost.Rows.Content sublnter. o2 Rows. Content.subinte. © nos1.Telemstry.encoding_path @ @ # openconfig-interfaces:intarfaces /intarface
) timestamp Q@ Q M & Novesber Sth 2017, 13:35:09.400
® # nos1.Rows.Content subinter. o2 Rows. Keys.name ¥ nosl.Telemetry.msg_timestamp @ams* 1,510,115,708,438
Discover t version aam# 1
# nost Rows.Content subinter. 052 Rous Timestamp © nesi.Telenatry.node_id_str @ am# xv-Telenetry
Ve © id @ QM+ AV-Z6RHZGWKGTVgelelo
A A t _index Q@ QM # telemetry_cisco_sampling_xrv_2017.11 pessoures
Dashboard O e B = o § nos2.Rous.content.subinterfaces.subinterface. index eaam= o
¢ X ftent. . tat
Timelion # nos? Rows Content subinter. nos2 Telemetry collection id nes.Raws inte aams* v
L — e — = ¥ nes2.Rews .Content.subinter i tat s.in-discards eam= 0
st # nost.Rows Content sublnter, ¥ nos1.Rows.Content.subinterfaces.subinterface. index o2 Telemetry collction,st.
tachine Learning ! ¥ nos2.Rows .Content. tat ters . o eams* o
e P ——— e i sz Telemevy ancoding 5.
Graph : # nos2.Rows 5. eams o
i S ¥ nosie zent tate.counters .
nost Rows.Content subintes H nos2.Telemetry.msg_timest + osa.sons contant. eeare.counters. cams o
Dev Tools ¥ nosiR tont tate.counters. in-discards 1
© nos1.Rows. Content subinter. H (L e L t mos2.Reus inter i ipti aam*
et ¥ nosiR ent tate.counters. in-errors
Monocing, ¢ nost.Rows Keys.name : nos2 Telemetry subscription. ¥ nos2.Raws.content.subintarfaces subinterface.state. index aam= o
# nosi.R t % 5. @am#* 1,321,158
Management # nost Rows.Timestamp i P ey : Management nos3.Rows Consent sublnter.. ¥ nos2.Rows .Content. subinterfaces.subinterface.state. last-change @ams* 1,976,151
¥ nosik 5. in-octets 17861
t nos).Source P 2 = s % @aams* 5,543,430 : nos3.Rows.Content subinter. # nos2.Rows tent. inte tate.at e ams* 1,50
& nost e © etk , R — &A% 1 o3 Rows Content subinter. b nes2.fows Content tate.oper-status eams v
= ! t nosz.Rous inta @ Q0 #* iama-if-type:softaraioopback
. 1. Lid (o} 1.Re tat ters.last-clear @ Q0 & oOctober 16th 2017, 16:39:08.000 H mos3.Rows Content.subinter..
© nos2.Rows .Keys .name @ & Mm* Loopbackd
# nost st ¥ nosLk ent 5. aqm# o 1 053 Rows Content.subinter.
1 ¥ nos2.Rows . Timestamp @ aMm#* 1,510,115,708,482
i &  nosiR tate. counters. aam* o 1 o3 Rows Content subiner
P s E e 1 L nes?.seurce @ @) #* 10.44.150.206: 10000
 nosiR : *0
. emetry.msg timest... | 053 Roms Content subinte. .
PRI OV e ! # nosz.Telenstry.collection_end_tine @am# L510,115,708,520
" nest.r 5. aam# o
© nost Telemetry.node id st ! nos3 Rows. Content subinier.. 5 nesz.Telesmetry.colectiontd aams 2006
. 1.Re tent. tat ters.out-octets Qam#* 67,015,044
t  nos).Telemetry.subscription. ] nos3.Rows. Content subinter... # nos2.Telemetry.collection_start_tine @am#* 1,510,115,708,438
’ 1R tent tat ters. @ams* 775,350 1
# os2.Rows Content subinter. H nos3 Rows. Content subiner. © mes2.Telemetry .encoding_path @ @D # openconfig-interfaces: interfacdk /interface
t nosi.R tent cat o aam#* H
B ntent subint A R CONMLSL RS # nos2.Telemetry.meg_tinestanp @ am# 1,50,115,708,438
MALJoNEComanL e ¥ nosl.Rows.Content subinterfacss. subinterface. state. index aam#*o i o s cans ;
. . - * nos2.Telenstry.node_fd_str Xrv-Telametry
# nos2Rows.Content.subinter. ’ 1.Rows . Content . " .state. Tast-change @ams* 1,976,179 : nos3.Rows Content.subinter. e metenstrs sser ettt o s
M R ¥ nosi.r v aam* 1,514 H Fos3.Rows.Content.subinter, N " prien-es aa N
1 ¥ Nos3.Rous .CoNtent. subinterfaces .subinterface . index Qam® 0
# nos2R © nosL.k . , aam# v H 053 Rows Content subinter.
t nos3.Rows .Content tat aam# v
. Rows.C ¢ 1R t face.state. type @ @M % fana-if-type:ethernetcsmacd : a3 Rows.Content sublnter.
¥ nos3.Rows it 1t s aams# 17,950,270
© nos1.Rows.Keys .name @ @M * Gigabitetherneto/0/0/0 !
. € nos2.Rows. Content. subinter.. i nesons Comentubinie. # nos3.Rows.Content.subinta tate.counters. in-discards qams 47,92
elastic # nosl.Rows.Timestar 1,510,115,708,471
- # os2.Rows. Content subinter. . same H nos3 Rows. Content subinter. # nos3.rows inter i 5. in-arrors aam# 0
< t nosi.source @ @1 # 10.44.160.206:10000 H 7
ogout # nos2.Rows. Content subinter. ! ogout o3 Rows Content subinter. o nos3.tows.content. tate.counters aams 32,94
# nosl.Telemetry.collection_end_time @QM#* 1,510,115,708,520
© Collapse # nos2.Rows.Content.subinter, H I Collapse os3.Rows Content subinter, ¥ nos3.Rows . Content. subinter tat, ters . in-octets @ @a# 1,130,555,682
L 0953 Te1enetrraco LECEION I e e e e @ ST AT )

nos1.Rows.Content.subinterface.subinterface.index nos2.Rows.Content.subinterface.subinterface.index
nos1.Rows.Content.subinterface.subinterface.state.admin-status nos2.Rows.Content.subinterface.subinterface.state.admin-status
nosl1.Rows.Content.subinterface.subinterface.state.counters.in- nos2.Rows.Content.subinterface.subinterface.state.counters.in-
broadcast-pkts broadcast-pkts
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AEK1DDFT—4., HIZ(E Router A @ Interface ethO @ Octet D> 45— U Tz,
[Router ID] & [Interface namel] & [Input Octet Counterl] Z&plF& U TRET —F AW

TR ITDIENS D TILRSE,

CDOFETRIE. 1 DDA vVEZ—RHIC [Interface namel SO FHEE UIRVEHEOE CTEIME

9B,

BISONAvTz—=

Router ID Host A
Router ID : Host A

Interface name eth0
Interface name : ethQ

Input Octet Counter 1024000
Input Octet Counter : 1024000 T — 1000000
Output Octet Counter : 1000000
Message 2

Router ID Host A
Router Host ID : Host A
Interface U eth1 Interface name eth1
| t Octet C : ter : 2024000 Input Octet Counter 2024000

njge UL . Output Octet Counter 2000000

Output Octet Counter : 2000000
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Logstash filterf&FDAITIE. 1 DDA Y TZ—R(CHEEID [Interface namel] Y2 [Input Octet
Counter] FNEIU Key EUTEFELTED., #IC. Logstash FilterT® Key MDJEIA( sanlF%=
ANDEMND DI,

DA, [EERIC Router A @ Interface ethO @ Input Octet Z&0E9 BFR(C.

Deth0 M ED nosx.interface_name & UTHFE T DN ZMER L. @nosx.input_octet_counter
"SR IT D DXDIPBEMIMEEERDODTUED,

BEISONXwvtz—=>

Router ID Host A
Router ID : Host A
Interface name : ethQ nos1.Interface name eth0
. nos1.lnput Octet Counter 1024000

Input Octet Counter : 1024000
Output Octet Counter : 1000000

nos1.Output Octet Counter 1000000

nos2.Interface name eth1
nos2.Input Octet Counter 2024000
nos2.Output Octet Counter 2000000

Interface name : eth1

Input Octet Counter : 2024000 JSON Filter(CT

Output Octet Counter : 2000000 target => “nosx’

. MIETEN.
BERBNE
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SRIER f
HF— S (CEHDRI—ER (Key) MFELTLVZTZs. & Key DFEEEICEHFBIF (nosl, nos2,
nos3) ZENT BINENH DI,

# nost.Rows.Content subinter, 052 Rows Contentsubinter.

; Tabla 250N w surcounding d s v ¥ nesi.Telenetry.collection_stare_tine @am# 1,50,115,708,438
kibana  [ETeE——  nos2 oms Comentsue © nosL.TeTemstry.sncoding_gath 80 # openconfigrinterfaces: nterfaces fintarface
atinestanp @@ # Novesber 8th 2017, 13:35:09.400
# nost.Rows.Content subinter. ¢ nos2 Rows Keys.name ¥ nosl.Telenstry.nsg_tinestans @am# 1,50,115,708,438
@ Discover t @version eam* 1
# nost.Rows.Content subinter.. 4 nos2.RowsTimestamp © nosi.Telemstry.node_id_str @@ wv-Telemetry
1 © id @ Q M+ AV-Z6RHZGGTVgelelo
Visualize i Visualize oo
. e = ¢ nos2.Source
oSt s Comen e © _index @@+ telesetry_cisco sampling xrv_2017.11
© Dashboard R s ot st ¥ i e board # nos2.Telemetry.collectione... ¥ Aos2.Rews .content.subinterfaces.subinterface . index eams 0
© nos2.Rows ,Content. subinter tat aams* v
@  Timelion # nos?.Rows.Content.subinter. # nos2.Telemetry.collection id
Smmesesses- ¥ nosz.Rews .Content.subinter i at s.in-discards eams* o
i # nost Rows Content sublnter. I # nosl.Rows .Content .subinterfaces.subinterface. index o 4 nos2Telemetry collection_st.
@ Machine Learning 1 ¥ nos2.Rows .Content. tat ters . o aams* o
& nostRoWs.C t nosl.R itent. tat e © noskTelemetry encoding p.
Graph H # nos2.ows 5. eams o
¥ nosiR zent tate. counters 3,308
i A + nos2T !
Al ! Lot Sk ¥ nos2.Rews content. _state.counters . aams* o
DevTools 1+ nosik tent tat ters.in-discards o
¢ nost.Rows.Content sublnter. ¢ TR T © nos2.Rows inter i iptd eam*
Monitoring ¥ nosiR ent tate.counters. in-errors o
© nos1.Rows.Keys.name ¢ nos2 Telemetry subscription. # nos2.Raws Content.subinterfaces.subinterface .state, index aam* o0
# nosLr t « 5. 1,321,158
Management # nost.Rows.Timestamp Management # nos3.Rows.Content subinter... # nos2.Rews .Content.subinterfaces.subinterface.state. last-change @ams* 1,976,181
¥ nosi.R 5. in-octats 286,786,156
¢ nost © nos3 Rows.Content subinter. # mosz.Rows .Content. subinter ate.at aams 150
s S0 ¥ nosL.R 3 ta s 5,543,430
o nost e p— . o cars = 4 nos3 Rows. Content subinter. b nesdRews content tat -status aeams
© nosz.hous inter @@ & fana-if-type:softwaraioopback
# nost id ] © nos1.Rows.Content tat tors . Jast-clear October 16th 2017, 16:39:08.000 # nos3.Rows.Content.subinter...
H © nos2.Rows Keys.name @& m# Loopbacko
# nost 5. O cent 5. o # nos3.Aows.Content subinter,
# nos2.Rous Tinestanp @@ m# 1.510,115,708,482
et 5 ¥ nosi.R tat tors.. 0 # nos3.Rows.Content subinter.
e — t nosz.seurce @ @D #* 10.44,160.206:10000
¢ nosiR = *0
. jemetry mg.time: | 4 nos3Rows.Content subinter. .
PORLIsemst meg. et # mos2.Telemetry.collection_end_time @ @a* 1,510,115,708,520
¥ nosi.k 5. eaam# o0 3 Roms € bints
© nosi.Telemetry.node_id_str ¢ s Conentaubter. # nos2.Telemetry.collection_id @ams 202,671
¥ nosi.R cent tat tors .out-octets aam# 67,015,044
¢ nos? Telemetry subscription. # nos3 Rows.Consent subinter.. ¥ nosz.Telesstry.collection_start_tine @& m# 1,510,115,708,438
# nosik tent cat ters. aam* 775,350
9 nos2.fows Content sublete. © nos3Rows. Content subinter. © nos2.Telemstry.encoding_path @ @D # openconfig-interfaces: interfacdk /interface
t nosi.R tent cat P aam*
S ot ek Capeanaibly ‘ 2 # os3 Rows. Content subinter. ¥ nos2.Telemetry.msg_tinestamp QQm* 1,50,115,708,438
MALJoNEComanL e # nos1.Rows.Content.subinterfaces. subinterface.state. index aam# o0
. A . - * nos2.Telenstry.node_fd_str @ @& xv-Telemetry
e e # nos1.Rows..Content.. ¥’ .state.ast-change Qams# 197,179 PR Comentsubinter..
¢ nes2.Telesetry.subscription_id_str m* sub7
# nos2Re ¥ nosi.R « aam# 151 # nosa.Rows.Content subinier, 4 P aa i
7 oS3 Rous . CONTent. S0 INTErTaces subInCerface . index eam® o
# nos2R © nosiR . t aams v 4 nos3Rows.Contentsubinter.
t nos3.Rows .Content tat aam* v
# nos2Rows.C: ¢ nosLR face.state. type @ @Qm# iana-if-type:ethernetcsnacd # nos3Rows.Content subinter.
¥ nos3.hews e t ! @ams* 17,950,270
= © nos1.Rows .Keys .name @ @M * Gigabitetherneto/0/0/0 Fp— iinter._
. B s Coma i feEsfanE oL # nos3.Rows .Content.subinta tat tars . in-discards Qams 47,2
elastic # nos1.Rows. Timestarp @@ # 1,510,115,708,471
& 510,115,708,
# nos2.Rows. Content subinter. G Er e e e # nos3.rows intar i 5. in-errors aam* 0
< © nosi.source @ @M * 10.44.160.206:10000 v
Logout # nos2.Rows.Content subinter. ogout 4 os3 Rows. Content subinter. § nos3.Raus . Content. tate. counters qams 32,94
# nosi.Telemstry.collection_end_tine @@am# 1,510,115,708,520
© Collapse # nos2 Rows.Content subinter, Collapse # nos3Rows.Content subinter, # nes3.Rows .Content.subinter tat ters. in-octets @ am# 1,130,555, 682
¥ nos1.Telemetry.collection_id aams 202,67

nos1.Rows.Content.subinterface.subinterface.index nos2.Rows.Content.subinterface.subinterface.index
nos1.Rows.Content.subinterface.subinterface.state.admin-status nos2.Rows.Content.subinterface.subinterface.state.admin-status
nosl1.Rows.Content.subinterface.subinterface.state.counters.in- nos2.Rows.Content.subinterface.subinterface.state.counters.in-
broadcast-pkts broadcast-pkts

<snip> <snip>
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-
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MIS—4AZEiEiR2 : Python Script [C k2 —iEZEH#afl

system_id: “Telemetry-vMX—-17.2—-001" i

Bath: ”_index”: “telemetry_juniper_sampling vmx_2017.09”,
sensor_1000_1_1:/junos/system/linecard/interface/:/junos/system/linecard/int ” type”: “logs”,

erface/:PFE”

“id”: “AV6emCbyzJ1xllaMhx4z”,
“_version”: 1,
_score : null,
source”: {
carrier—transitions : 1,
“component_id”: 0,

v { “juniper_timestamp”: 1505899017500,
key: “_prefix_" " o

” " “system_id”: “vMX1”,
str_value: “/interfaces/interface[name=¥'ge—0/0/0¥]/ ” oper—status”: “UP”,

“high—speed”: 1000,
“sequence_number”: 2,
"out—octets”: 5171059821,
“path”:
“sensor_1000_1_1:/junos/system/linecard/interface/:/junos/system/linecard/interface/:

timestamp: 1499160812039
kv {
key: “_timestamp_"
uint_value: 1499160811706

kv {
key: “init_time”
int_value: 1499136891

kv { PFE”,
key: pare’p}_ae_name “in-octets”: 7456051690,
str_value:

“@timestamp”: “2017-09-20T09:22:07.0822",

“in—multicast—pkts”: 1715170,
kv { "

) 5 “@version”: “1”,
key: “oper—status “init_time”: 1500620046,

str_value: “UP” 5;‘ o 9*%%0)2% (J SO N,ft) “oarent ae.name”: *”,

“in—unicast—pkts”: 112921259,

i - Kafka/\DEXx port “timestamp”: 1505899017592,
key: “carrier-transitions “juniper_prefix”: “/interfaces/interface[name='ge-0/0/0]1/"
int_value: 1 },
“fields”: {
kv { . 5 “@timestamp”: [
key: “high—speed 1505899327082
int_value: 1000 ]
kv { “sort”: [
key: “counters/out—octets” 1505899327082
int_value: 44656006 ]
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“dataset”: “10.44.101.81”,

“update”: {
“Sysdb”: {
“interface”: {
“counter”: {
“eth”: {
“slice”: {
ohy”: |
o

<Snip>

“timestamp”: 1505895992822,

"intfCounterDir”: {
"Ethernet2”: {

“intfCounter”: {
“current”: {
“rates”: {
“inBitsRate”: 7.852205286330623,
“inPktsRate”: 0.013837285112298117,
“outBitsRate”: 40.21825379454229,

“outPktsRate”: 0.03351718607185202,

“statsUpdateTime”: 88034.796056872

1

“statistics”: {
“inBroadcastPkts”: 0,
“inDiscards™: 0,
“inErrors™: 0,
“inMulticastPkts”: 0,
“inOctets”: 207926,
“inUcastPkts”: 2947,
“lastUpdate”: 88034.797429813,
“outBroadcastPkts”: 0,
“outDiscards”: 0,
“outErrors”: 0,
“outMulticastPkts”: 0,
“outOctets”: 809057,
“outUcastPkts”: 5880

(IndexDZEEEXTIE)

"dataset”: “10.44.101.81”,
“newkeyword”: “Ethernet2”,
“timestamp”: 1505895992822,
“update”: {
“Sysdb”: {
“interface”: {
“counter”: {
“eth”: {

“intfCounterDir”: {
"Ethernet”: {
“intfCounter”: {
“current”: {
“rates”: {

“inBitsRate”: 7.852205286330623,
“inPktsRate”: 0.013837285112298117,
“outBitsRate”: 40.21825379454229,
“outPktsRate”: 0.03351718607185202,
“statsUpdateTime”: 88034.796056872

1,
— SH- “statistics”: {
J — g*%lgd)’g\g “inBroadcastPkts”: 0,

“inDiscards”: 0,
“inErrors™: 0,
“inMulticastPkts”: 0,
“inOctets”: 207926,
“inUcastPkts”: 2947,
“lastUpdate”: 88034.797429813,
“outBroadcastPkts”: 0,
“outDiscards”: 0,
“outErrors”™: 0,
“outMulticastPkts™: 0,
“outOctets”: 809057,
“outUcastPkts”: 5880

<Snip>
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