HIPZ (&7

IDN (ldentity Defined Networking) =T ?

The simplest way 1o securely network any “thing” to anything, anywhere.
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Identity-Defined Networking (IDN)
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0 0x00 HOPOPT IPv6 Hop-by-Hop Option RFC 2460

1 0x01 ICMP Internet Control Message Protocol RFC 792
2 0x02 IGMP Internet Group Management Protocol RFC 1112&
3 0x03 GGP Gateway-to-Gateway Protocol RFC 823&
4 0x04 IP-in-IP IP in IP (encapsulation) RFC 2003
5 0x05 ST Internet Stream Protocol RFC 1190, RFC 1819&
6 0x06 TCP Transmission Control Protocol RFC 793&
7 0x07 CBT Core-based trees RFC 2189&
8 0x08 EGP Exterior Gateway Protocol RFC 888
5 S 1P Int(.erior Gateway Protocol (any private interior gateway (used by Cisco for

their IGRP))

10 0x0A BBN-RCC-MON | BBN RCC Monitoring — A\
11 0x0B NVP-II Network Voice Protocol
12 0x0C PUP Xerox PUP L
13 0x0D ARGUS ARGUS
14 0x0E EMCON EMCON

vy UAGT ETEeeETIT g | Lausi owileniniy Lisapsuiaiey n i NG SUZon
138 Ox8A manet NET Protocols RFC 5498&
139 0x8B HIP Host Identity Protocol RFC 5201&
140 0x8C Shimé Site Multihoming by IPv6 Intermediation RFC 5533&
141 0x8D WESP Wrapped Encapsulating Security Payload RFC 58407
142 0x8E ROHC Robust Header Compression RFC 58567
143-252 | Ox8F-0xFC | UNASSIGNED
253-254 | OxFD-0xFE | Use for experimentation and testing RFC 3692&
255 OxFF Reserved.
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Once the Diffie-Hellman exchange is done,

each side has the shared keying material.
Initiator Responder
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EVERYTHING USES TCP/IP

BUT TCP/IP IS NOT
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Internet 2.0 - Internet 3.0 -
“Network everything” “Network ONLY CRYPTO-IDENTIFIED things”

IP Address: Port A it P CCU VN Host Identity Tag: Port

IP Address: Port bS2ZR—h (L4) Host Identity Tag: Port

|I To a secure, mobile

and private Internet Host Identity (L3.5) Host Identity Protocol

(HIP)

IP Address
<Y b9—2 (L2-L3) IP Address

MAC address WEU > (L1) MAC address

UNTRUSTED

TRUSTED

Connect First, - - - then Authenficate & Authorize Authenticate & Authorize First, - - + then Connect
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Identity Defined Networking
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‘ Different:
ﬂﬁ;E% : CERTIFICA IP/DNS Namespaces

Security Controls

- Networking Context
)L__ 9 & 7 7 ,r *’_ l'j d- _)Lfﬁgﬁé SSH KEYS WOI’|<|OOng PSECTL Router>enable

> H Router>#configure terminal
Address-Defined Router(config)#hostname CORP

ISP (config)#interface serial 0/0/0
CORP(config-if)#description link to ISP
CORP (config-if)#ip address 192.31.7.6 255.255.255.252 '

interface gigabitethernet 0/3
nameif dmz
security-level 50
ip address 192.168.2.1 255.255.255.0
no shutdown
same-security-traffic permit inter-interface
route outside 0 0 209.165.201.1 1
nat(dept1) 1 10.1.1.0 255.255.255.0
nat(dept2) 1 10.1.2.0 255.255.255.0
router rip
network 10.0.0.0
default information originate SEHBE ACL E iEj]l] - EE - ﬁﬁﬂ -
version 2
ssh 209.165.200.225 255.255.255.255 outside Different:

logging trap 5
-PREMISES * |IP/DNS Namespaces RE

. SGCUI’”Y Controls device(config)# ip access-list standard Net1
EC TUNN * Networking Context — CE  device(config-std-nacl-Net1)# deny host 10.157.22.26

CORP(config-if)#no shutdown
CORP (config)#interface fastethernet 0/1

CORP (config-if)#description link to 3560 Switch
CORP(config-if)#ip address 172.31.1.5 255.255.255.252
CORP(config-if)#no shutdown

Locntion</Nehaarke
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« Networks device(config-std-nacl-Net1)# deny 10.157.29.12
_ » » . device(config-std-nacl-Net1)# deny host IPHost1
VPNDIIL—ILZEFH) A Internet device (config-std-nacl-Net1)# permit any
MPL device(config-std-nacl-Net1)# exit
s S device(config)# int eth 1/1
WiFi device(config-if-e10000-1/1)# ip access-group Net1 in
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Identity Defined Networking
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Identity Defined Networking platform
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