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« ZRTH O ERE
 “An AS is hijacking a bunch of IPv4 prefixes, and even worse
the AS is an APNIC *unassigned* AS”

« IRBEAERICHEHN TUN=AS135091 (XK E Y H T
e APNICA [B]UN K

« BRA MO KRZTLEIYIRY ZBEFICILER
e« 27.146.0.0/16 MY
e 42.128.0.0/16 CN

* 130.21.0.0/16 UsS

e 150.25.0.0/16  JP
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APNIC

Whowas AS135091

2016

17/05/17 &> <25/05/17 &>

handle
AS135091

AS name
NODERUN-AS-AP
I country

Pk

us

I description

NODERUN INTERNET

handle
IRT-NODERUN-PK
name
IRT-NODERUN-PK
kind

group

address

Node (PVT.) Ltd, Near Saidu College of Sciences,, Saidu Sharif, Mingora, Mingora KPK 19200
email
Abuse@noderun.net
email
Abuse@noderun.net

e
(0

handle
FA132-AP
name
Farid Ahmad
kind
individual
- address

JANOGA4Z Node (PVT.) Ltd, Near Saidu College of Sciences,, Saidu Sharif, Mingora, Mingora KPK 19200

voice
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AS3266: BitCanal hijack factory,
courtesy of Cogent, GTT, and Level3

e NANOGIZITfg S N7z R X k
e AS3266 N L NELIRIRZ LR L TWW5D
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* RIR (APNIC) DB_E IZJPNICIZE W3R Y SN T35
e 52 1£133.0.0.0/8

[ ] (] %) ~— -bash — 80x24
% Information related to '133.0.0.0 - 133.255.255.255'

% No abuse contact registered for 133.0.0.0 - 133.255.255.255

inetnum: 133.0.0.0 - 133.255.255.255

netname: JPNIC-NET-JP-ERX

descr: Japan Network Information Center

country: JpP

admin-c: JNIC1-AP

tech-c: JNIC1-AP

remarks: 133/8 block is an ERX range which transfered from
remarks: ARIN to APNIC on 2009-10-30

remarks: The original allocation date was 1997-03-01
remarks: Please search whois.nic.ad.jp for more information
remarks: about this range

remarks: % whois -h whois.nic.ad.jp *** *** *¥* *xi%/g
mnt-by: MAINT-JPNIC

mnt-lower: MAINT-JPNIC

status: ALLOCATED PORTABLE

last-modified: 2009-10-30T00:51:09Z

source: APNIC

role: Japan Network Information Center
address: Urbannet-Kanda Bldg 4F
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Pool Protection Project (PPP)
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[ Pool Protection Project (PPP) X

& C @& FE2niBfE | https:/www.attn.jp/ppp/

tech-c: JPO0163509
mnt-by: MAINT-AS2522
source: JPIRR

Nameservers for the reverse zones

pppO0.attn.jp
ppp1.attn.jp

Contact

This is a joint project by IIJ and JPNIC.

To contact the project, please send emails to ppp-exp at nic.ad.jp
Statictics

Traffic to PPP prefixes

traffic to PPP (daily) traffic to PPP (weekly)
5.0M 6.0 M
v v
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0.0 - —> 0.0 >
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@ incoming traffic @ incoming traffic
DNS queries to reverse zones
queries to the reverse zones (daily) queries to the reverse zones (weekly)
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[} > 0+ A >
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O pppo.attn.jp W pppl.attn.jp O pppo.attn.jp W pppl.attn.jp
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PPP TN T W= &

« W5 | EEWLVEHE [ Xprefix @I ZHEE HNE D

#prefix
61.122.16.0/22

103.
133.
150.

158.
192.
192.
202 .
203 .
203 .
210.
211
218.
219.

220.

210.
112.

total-query rate

108.0/22
0.0/16

41.0.0/10

200.

0.0/10

47.97.0/24
50.235.0/24

210.
178.
179.
134.

.1.0.

231.
101.

213.

56.0/22
8.0/24
04.0/20
208.0/20
0/19
16.0/20
112.0/20

240.0/20

55209
54317

3457855
3054555

2537312

13088
14286
49709
12672
189084
194448
807504
195105
210666

203221

53.
53.
52.
46 .

38.
.46875 query/1ip
55.
48 .
49,
46.

53

47

51

9736328125 query/1ip
0439453125 query/1ip
7626800537109 query/ip
6088104248047 query/1ip

71630859375 query/1ip

8046875 query/ip
5439453125 query/1ip
5 query/1ip
1630859375 query/ip

.47265625 query/ip
98.
47 .
.43212890625 query/ip

49 .

572265625 query/1ip
6330560640625 query/ip

614501953125 query/1ip
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©® 21100 - Google AR

G R ER RS L

Google

211.1.0.0-211.1.255255 P7 R L AD—8K - RAT- A info

pentan.info)r IP7 K L A0—K » 211 500000 0x ¥

PFELA 2M100-211.1.255255 MAER APNC Whais* /(7 F LA whos agnic.ret. ¥ H
19968 A7~ ¥ A ALLOCATED. 21 oo ox =~ RN EC 770 AZNEP7FLA

xgsiba 4] csnanet de / xS55000ad adel cybercity dk

IP7 KL AN (211.1.0.0-211.1.255.255) - IR XA BIN v O F 27

jp.ntunhs. netIPinfo/JP211/1 htm ~
211.1.0.0211.1.0.1 211.1.02 211.1.0.3 211.1.04 211.1.05211.1.0.6 211.1.0.7 211.1.08 211.1.09
21110021101 2111012211013 2111014 211101521110 2 72
2110192111020 211.1.0.21

IP Addresses 211.1.0.0 - 211.1.0.255 | Geo IP Lookup

geoiplockup. netip-addresses/211.1.0.0.211.1.0.258 v COXR~JERY

Lookup 211.1.00 - 211.1.0.255, find IP Address information including hostname, sp, continert, country.
CRy, 980 abude and longitude
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iptables -I INPUT -s 211.1.0.0 -j DROP
iptables -I INPUT -s 211.1.0.0/16 -j DROP
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