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• “An AS is hijacking a bunch of IPv4 prefixes, and even worse 
the AS is an APNIC *unassigned* AS”
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AS3266: BitCanal hijack factory, 
courtesy of Cogent, GTT, and Level3
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Pool Protection Project (PPP)
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#prefix total-query rate
61.122.16.0/22 55269 53.9736328125 query/ip
103.210.108.0/22 54317 53.0439453125 query/ip
133.112.0.0/16 3457855 52.7626800537109 query/ip
150.41.0.0/16 3054555 46.6088104248047 query/ip
158.200.0.0/16 2537312 38.71630859375 query/ip
192.47.97.0/24 13688 53.46875 query/ip
192.50.235.0/24 14286 55.8046875 query/ip
202.210.56.0/22 49709 48.5439453125 query/ip
203.178.8.0/24 12672 49.5 query/ip
203.179.64.0/20 189084 46.1630859375 query/ip
210.134.208.0/20 194448 47.47265625 query/ip
211.1.0.0/19 807504 98.572265625 query/ip
218.231.16.0/20    195105 47.633056640625 query/ip
219.101.112.0/20   210666 51.43212890625 query/ip
220.213.240.0/20   203221 49.614501953125 query/ip
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iptables -I INPUT -s 211.1.0.0 -j DROP
iptables -I INPUT -s 211.1.0.0/16 -j DROP


