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® Arista ® Juniper

® (All JunOS platforms: MX, EX, QFX, SRX, T-series, PTX)

® MRV

® Aruba

® AWS
® (VPCs, Network ACLs, VPN GW, NAT GW, Internet GW, Security Groups, etc::-) . Pa |O AItO N etWO rkS

® Cisco ® Quagga / FRR

® (All Cisco NX-0S, IO0S, I0S-XE, I0S-XR and ASA devices)

® Quanta

® VyOS

® Dell ForcelO
® F5 BIG-IP
® Foundry

® iptables (on hosts)

5|3 7t: Supported Network Device and Operating System List
https://github.com/batfish/batfish#supported-network-device-and-operating-system-list



https://github.com/batfish/batfish#supported-network-device-and-operating-system-list

TEdZE (—Hl)

® FXIRHESR

® traceroute NMETEEDOH

o Jl-TiRH
® t_*r’lUT’{ﬁEn:b\

® BT DFMAMBENMEEEDFF ] /iESINSH

® 1 4R (FLIRRE)

® (>AJT—ADIPY RLANEEL TLVRLID
® NTP/DNSH—/){—DiEHAETEIEDH
® EERBHFERBERDOIILATIZLN




(> T)L]

22 =
(DIR



g > T+« DmdrAd

Z BRI J4) 55 A

”

hostname rt1

I

interface GigabitEthernet0/0

ip address 172.16.1.254 255.255.255.0
I

interface GigabitEthernet1/0

ip address 10.0.0.254 255.255.255.0

I

i.p route 172.16.2.0 255.255.255.0 10.0.0.253

hostname rt2
|

fnterface GigabitEthernet0/0
ip address 172.16.2.254 255.255.255.0
I

fnterface GigabitEthernet1/0
ip address 10.0.0.253 255.255.255.0
I

i.p route 172.16.1.0 255.255.255.0 10.0.0.254

ZEET I 55HIAH
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hostname rt1
I

fnterface GigabitEthernet0/0
ip address 172.16.1.254 255.255.255.
I

fnterface GigabitEthernet1/0
ip address 10.0.0.254 255.255.255.0
I

i.p route 172.16.2.0 255.255.255.0 10.0.0.253

hostname rt2
I

fnterface GigabitEthernet0/0
ip address 172.16.2.254 255.255.255.0
I

fnterface GigabitEthernet1/0
ip address 10.0.0.253 255.255.255.0
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show(answer _diff.frame())

Flow Snapshot_Traces Snapshot_TraceCount Reference. «eference_TraceCount
Start Location: host201 ACCEPTED 1 NO_RCUTE 1
interface=eth0 1. node: host201 1. node: host201
SrcIP: 172.16.2.2 RECEIVED{ethD) RECEIVED{eth0)
DstIP: 172.16.1.1 FORWARDED({Routes: static [Metwork: 0.0.0.0/0. FORWARDED{Roufes: static
IP Protocol: ICMP Mext Hop IP:172.16.2.254]) [Metwork: 0.0.0.0/0, Next Hop
TRANSMITTED(eth0) IP:172.16.2 254])
2. node: 2 TRANSMITTED(eth0)
RECEIVED{GigabitEthemetl/0) 2. node: 2
FORWARDED(Routes: static [Metwork: RECEIVED{GigabitEthermet0/0)
0 172.16.1.0/24, Next Hop IP:10.0.0.254]) NO_ROUTE
TRANSMITTED({GigabitEthemet1/0)
3. node: ri1

RECEIVED(GigabitEthemet1/0)
FORWARDED{Routes: connected [Network:
172.16.1.0/24, Next Hop IP:AUTOMNONE(-11)])

TRANSMITTED(GigabitEthemet0/0)

4. node: host101
RECEIVED({eth0)
ACCEPTED{InboundStep)
Start Location: 2 ACCEPTED 1 NO_RCUTE 1
interface=GigabitEthemetd/d 1. node: 2 1. node: ri2
Src P 172.16.2.2 RECEIVED{GigabitEthemetl/l) RECEIVED{GigabitEthemetlil)
Dst 1P 172.16.1.1 FORWARDED{Routes: static [Network: NO_RCOUTE
IP Protocel: ICMP 172.16.1.0/24, Next Hop IP:10.0.0.254])
TRANSMITTED(GigabitEthemnet1/0}
2. node: i1

RECEIVED/{GigabitEthemet1/0)
FORWARDED{Routes: connected [Network:
172.16.1.0/24, Next Hop IP:AUTOMONE(-11)])
TRANSMITTED(GigabitEthernst0/0}

3. node: host104
RECEIVED{eth0)
ACCEPTED{InboundStep)

Start Location: ri2 ACCEPTED 1 NO_ROUTE 1
interface=GigabiiEthemet1/0 1. node: ri2 1. node: ri2
Src IP: 10.0.0.1 RECEIVED/{GigabilEthern=t1/0) RECEIVED/{GigabitEthern=t1/0)
Dst IP: 172.16.1.1 FORWARDED(Routes: static [Metwork: NO_RCUTE
IP Protocol: ICMP 172.16.1.0/24, Next Hop IP:10.0.0.254])
TRANSMITTED(GigabitEthemet1/0)
2.node: i1

RECEIVED(GigabitEthemnet1/0)
FORWARDED{Routes: connected [Network:
172.16.1.0/24, Next Hop IP:AUTOMONE(-11)])
TRANSMITTED(GigabitEthemet0/0)

3. node: host101
RECEIVED({eth0)
ACCEPTED{InboundStep)

* differentialReachability question:



https://pybatfish.readthedocs.io/en/latest/questions.html#pybatfish.question.bfq.differentialReachability
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©wE BEUAS F 7] HE Q > E+:"’EfiNHLIC» =
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- - - In [21: | 2 Assizn o
Getting to know Getting to know Getting to know Getting to know ! HETHORK_HANE =
Batfish Batfish Batfish

Batfish

SHAPSHOT_NANE

SNAPSHOT_PATH =

Analyzing the Impact of

Batfish

867 EHAL - 5 DA

Failures (and letting loose a

Getting to know

Analyzing ACLs and Firewall
Rules

Introduction to Forwarding
Change Validation
S - A R

Getting to know
Batfish

Validating Configuration
Settings with Batfish
1327 SR - 6 VAN
=5

Introduction to Forwarding
An;

8 SRR - 4 1VSA]

Getting to know
Batfish

Analyzing Routing Tables
with Batfish

1014 S - 6 AN

Provably Safe ACL and
Firewall Changes

371 SRR - 5 VA
=

Getting to know
Batfish

Getting Started with Batfish

276 E1REE - 7 1R

https://www.youtube.com/channel/UCA-OUW_310t9U_s60KvmJYA

of sek he:wnrk (HETHCR )
bf _init_snapshot (SKAPSHOT_PATH, name=SHAPSHOT MAME, aversrite=True)

“exanple_snapshol '

If you used the exampie we provided, the nefwork you initiakized above s illusirated below. You can
downloadiview devices' configuration fles here.
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https://github.com/batfish/pybatfish/tree/master/jupyter _notebooks

batfish + pybatfish + Jupyter Notebook —TXD 1> 57

docker run -p 8888:8888 batfish/allinone

~w T https://www.batfish.org/ (CESZU > T3HD



https://www.batfish.org/
https://github.com/batfish/pybatfish/tree/master/jupyter_notebooks
https://www.youtube.com/channel/UCA-OUW_3IOt9U_s60KvmJYA
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® https://github.com/batfish/batfish
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® batfish/projects/batfish/src/test/resources/org/batfish/grammar/*/testconfigs/*

® https://github.com/batfish/batfish/tree/master/projects/batfish/src/test/resources/org/batfish/grammar



https://github.com/batfish/batfish
https://github.com/batfish/pybatfish
https://www.batfish.org/
https://github.com/batfish/batfish/tree/master/projects/batfish/src/test/resources/org/batfish/grammar
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https://pybatfish.readthedocs.io/en/latest/questions.html

* traceroute

» routes =717,

« searchFilters . D

« reachability 7'(”’/5’ %b 249
« detectLoops
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https://pybatfish.readthedocs.io/en/latest/questions.html
https://qiita.com/tech_kitara/items/be71005ad7b5091d25a4
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1. OB TERGISNTVS/—RET. FED./ — FMiRH I 28 EZ IR
=3=41: Introduction to Forwarding Change Validation
> Step 2: Ensure that no traffic is routed through corel

2. I ZEERIET. FEHOBENMENDILBRELZIED
E & Introduction to Forwarding Change Validation
> Step 3: Outside-to-host traffic is unaffected.
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https://github.com/batfish/pybatfish/blob/master/jupyter_notebooks/Introduction%20to%20Forwarding%20Change%20Validation.ipynb
https://github.com/batfish/pybatfish/blob/master/jupyter_notebooks/Introduction%20to%20Forwarding%20Change%20Validation.ipynb
https://github.com/batfish/pybatfish/blob/master/jupyter_notebooks/Introduction%20to%20Forwarding%20Change%20Validation.ipynb
https://tekunabe.hatenablog.jp/entry/2018/12/06/batfish_check_duplicate_IP_addresses_ios_junos
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® https://www.batfish.org/
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® https://www.youtube.com/channel/UCA-OUW_ 3I0t9U s60KvmlJIYA

® HAGEBIR
® Batfish& Uy Dconfig= X Y —)Lda]gEE (JANOG43)

® https://www.janog.gr.jp/meeting/janog43/program/Itl

® Batfish Advent Calendar 2018

® https://qiita.com/advent-calendar/2018/batfish
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® https://tekunabe.hatenablog.jp/entry/2018/10/25/batfish
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