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WebAPIE . KIABIEENAFHINTLVE
H{EHR B R ZFAPI http://zip.cgis.biz/

YIIRRAY YR
GET

VI ITRBNEEFEFLXURL

[XMLT3IJH Y 72 WA http://zip.cgis.biz/xml/zip.php
[CSVTRIFTHLY 72 WA http://zip.cgis.biz/csv/zip.php



http://zip.cgis.biz/

$ curl "http://zip.cgis.biz/xml/zip.php?zn=1030000"
<?xml version="1.0" encoding="utf-8" 7>
<ZIP_result>
<result name="ZipSearchXML" />
<result version="1.01" />
<result request_url="http%3A%2F%2Fzip.cgis.biz%2Fxml%2Fzip.php%3Fzn%3D1030000" />
<result request_zip_num="1030000" />
<result request_zip_version="none" />
<result result_code="1" />
<result result_zip_num="1030000" />
<result result_zip_version="0Q" />
<result result_values_count="1" />
<ADDRESS_value>
<value state_kana="k o F¥ 3V K" />
<value city_kana="F 2 7A 20" />
<value address_kana="none" />
<value company_kana="none" />
<value state="®RR#" />
<value city="FHRKX" />
<value address="none" />
<value company="none" />
</ADDRESS_value>
</ZIP_result>
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NMS FEATURES TRY DOWNLOADS SCREENSHOTS SUPPORT THANKS DOCS BLOG

Welcome to LibreNMS, a fully featured network monitoring
system that provides a wealth of features and device support.

WHAT CAN IT DO?
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traceroute 8.8.8.8
1 vlan100-routerl

2 vlan200-router2

3 gil/0/1-router3

[]




DUz &
e Traceroute CitH L7 (NWHERR [ Interface) 2107\ !

x.x.x.x vlan100-routerl

y.y.y.y vlan200-router2

z.z.z.z gil/0/1-router3

[]
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deviceDlistZ £ 5

list_devices
Return a list of devices.

Route: /api/v@/devices

"status": "ok",
“count™: 1,
"devices": |

{

"device_id": "1",

"hostname": "localhost",

"serial": null,
“Jeon": null
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(§§§> L|brENMS @ Overview £ Devices {# Services S Ports &P Health @ Alerts

Lists: Basic | | Detail | Graphs: Bits | CPU | Load | Memory | Uptime | Storage | Disk I/O | Poller | Ping | Temperature
Search All OSes 5| All Versions ¢ All Platforms

Vendor Device A Metrics Platform Operating System

I @ localhost % 3 Generic x86 64-bit Linux
librenms 4.15.0-43-generic (Ubuntu 18.04)

Rl - BE
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headers: dict = {"X-Auth-Token": token}
devices_dict = {}

res = requests.get(f"{url}lapi/v@/devices", headers=headers, verify=False,)
devices_list = json.loads(res.text) ["devices"]

for device in devices_list:
devices_dict[device["device_id"]] = device["sysName"]
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device_id sysName

{1: '"librenms'}
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get_all_ports

Get info for all ports on all devices. Strongly recommend that you use the columns parameter to

avoid pulling too much data.
{
"status":
"message”
"ports":

Route: /api/ve/ports

"ifName" :
"port_id":

"ifName" :
"port_id":

"ifName" :
"port_id":

"ok",

[

’

"Gie/e/0",

1

"Gie/e/1",
no

"Vlan 3615",

"5488"
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(gm LIDFENMS @ Overview EZ Devices & Services @ Ports @P Health @ Alerts

¢
’

Ports lists » | Basic | Detail Graphs » Bits | Unicast Packets | Non-Unicast Packets | Errors

All Devices § || Hostname All States 7 | All Speeds 7 = All Media + | All Port Types &

Port Description All Locations % Ignored () Disabled () Deleted (]| Search Reset

Device Port A Status Changed Speed Down Up Media Description

I localhost enp0s3 a minute 1Gbps 4.71Kbps ethernetCsmacd Intel Corporatio

I localhost lo a minute 10Mbps softwareLoopback lo

Rl : BIE
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headers: dict = {"X-Auth-Token": token}

res — mnin
res requests.get(
f"{urllapi/v@/ports?columns=ifName%2Cport_id%2Cdevice_id", headers=headers, verify=False)

ports_list = json.loads(res.text) ["ports"]

if json.loads(res.text) ["status"] == "ok":
for port in ports_list:
if ports_dict.get(port["device_id"]):
ports_dict[port["device_id"]].update({port["port_id"]: port["ifName"]})
else:
ports_dict[port["device_id"]] = {port["port_id"]: port["ifName"]}
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{
1504 device _id

1: ‘lo", port_id: ifName
3: 'enp@s3' port_id: IfName
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get_device_ip_addresses

Get a list of IP addresses (v4 and v6) associated with a device.

Route: /api/v@/devices/:hostname/ip

"status": "ok",
"message”: "",
"addresses": |
{
"ipv4_address_id": "290",

"ipv4_address": "192.168.99.292",

+ hostname can be either the device hostname or id

"ipv4_prefixlen": "30",
"ipv4_network_id": "247",
‘port_ad": “323".

"context_name" :




addressDlist#=1E5

get_device_ip_addresses

Get a list of IP addresses (v4 and v6) associated with a device.

Route: /api/v@/device

+ hostname can be either the device hostname or id

"status": "ok",
"message”: "",
"addresses": |
{
"ipv4_address_id": "290",

"ipv4_address": "192.168.99.292",

"ipv4_prefixlen": "30",
"ipv4_network_id": "247",
‘port_ad": “323".

"context_name" :
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(2§§) LIOreNMS & overview EB Devices # Services Qo Ports QP Health @ A

localhost
Unknown

Q Overview |Ma Graphs &P Health Qo Ports & Inventory 4 Services [Logs @ Alerts

Basic | | Details | | ARP Table | FDB Table | Graphs: Bits (Mini) | Unicast Packets (Mini) | Non-Unica

Port Traffic

% lo +— 688 bps
o —» 688 bps

127.0.0.1/8 1 pps
» 1 pps

% enp0s3 +— 296 bps
Intel Corporation 82540EM Gigabit Ethernet Controller ' — 576 bps
10.0.2.15/24 « 0 pps

0 pps




addressDlist#=1E5

headers: dict = {"X-Auth-Token": token}
for device_id in tqdm(devices_dict.keys()):

addresses_list: list = []
res — mn

res = requests.get(
f"{url}api/v0/devices/{device_id}/ip", headers=headers, verify=False)

if json.loads(res.text) ["status"] == "ok":
addresses_list = json.loads(res.text) ["addresses"]

for address in addresses_list:
if addr_dict.get(device_id):

addr_dict[device_id].update(({address["port_id"]: address["ipv4_address"1}))
else:

addr_dict[device_id] = {address|["port_id"]: address["ipv4_address"]}
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{
1= 4 device_id

1: '127.0.0.1', port_id:ipv4_address
3: '10.0.2.15" port_id: ipv4 _address
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with open("raw_hosts.txt", "a") as raw_hosts:
for device_id, address_dict in addr_dict.items():
for port_id in address_dict.keys():
raw_hosts.write(
f"{addr_dict[device_id] [port_id]} {ports_dictl[device_id] [port_id]}.{devices_dict[device_id]}\n")

127.0.0.1 lo.librenms
10.0.2.15 enp@s3. librenms
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with open("raw_hosts.txt", "a") as raw_hosts:
for device_id, address_dict in addr_dict.items():
for port_id in address_dict.keys():
raw_hosts.write(
f"{addr_dict [device_id] port_id]l} {ports_dic [device_id] port_id]}.{devices_dici [device_id] \n")

127.0.0.1 lo.librenms
10.0.2.15 enp@s3. librenms
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DEFINED_PREFIX = [
"10.0.0.0/8",
"172.16.0.0/12",
"192.168.0.0/16"

hosts_list: list = []

with open(raw_hosts, "r") as raw_hosts:
for row in raw_hosts:
ipv4_addr = row.split() [0]

for ipv4_nw in DEFINED_PREFIX:
if ipaddress.IPv4Address(ipv4_addr) in ipaddress.IPv4Network(ipv4_nw):
hosts_list.append(row)
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PROHIBITION_CHARACTER = r"“(/|@|_|\.]| [#]|\$)"
hosts_list: list = []
for row in raw_hosts:

addr = row.split()[0]
domain = re.sub(PROHIBITION_CHARACTER, "-", row.split()[-1])

hosts_list.append(f"{addr} {domain.lower()}\n")
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127.0.0.1 lo. librenms
10.0.2.15 enp@s3. librenms

>

10.0.2.15 enp@s3-1librenms
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o Happy Hacking Hackathon!




