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JPCERT/CC WebY A MDY 1 /)I\—KE(C{HX T 2018478 https://www.jpcert.or.jp/newsflash/2018071801.html
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The State of Web Application Vulnerabilities in 2018 (Imperva)
https://www.imperva.com/blog/the-state-of-web-application-vulnerabilities-in-2018/
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53/ Udp DNS 28 ~ 54
123 / Udp NTP 556.9
161 / Udp SNMP 6.3
1900 / Udp SSDP 30.8
11211 / Udp Memcached 10,000 ~ 51,000

(s8] UILOSaHE(FOITRE) &2B#HTS5E (AL10 Ry RD—OX)
https://www.al0networks.co.jp/news/blog/how-defend-against-amplified-reflection-ddos-attacks.html
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CLDAP D#A /

B Connection-less Lightweight Directory Access Protocol
(CLDAP)

— LDAPUDP (C K &#E#t (389/udp)
— Microsoft Active Directory H' 389/udp % %I

EMicrosoft | Developer Network

Downloads v Programs v Community ~  Documentation

3.1.1.3.1.11 LDAP Search Over UDP ... - %7

Protocols g
fcti i p SSDP
Active Directory supports search over UDP only for searches against rootDSE. It encodes the resu
as it does a search performed over TCP; specifically, as one or more SearchResultEntry messages CLDAP ~
[RFC2251]. This means that the search response is not encoded as described in [RFC1798]. Only L

mDNS

) .. 12
Windows Protocols e

11.2% of total

169 507 count _ BitTorrent

Technical Documents

B DDoSMon DEFHIFEER(C KD &, -
DDoSEARTIEBR (CEAINZ L) e
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11.2% CLDAP for last 90 days

(Hi82] CLDAP is Now the No.3 Reflection Amplified DDoS Attack Vector, Surpassing SSDP and CharGen (Qihoo 360)
https://blog.netlab.360.com/cldap-is-now-the-3rd-reflection-amplified-ddos-attack-vector-surpassing-ssdp-and-chargen-en/
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