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• ICMP echo� ���87�51
•(+TCP�#���&3�)*	��'2TCP
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• SYN, ACK, FIN, FIN+ACK, FIN+PSH+URG, etc.
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ppp-exp�	�������
• 2019/01/10 00:00~24:00	���
• #23"IPv4����� ��#6��
��
• 2758packets/���/!
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����TCP����

TCP 95% (577340492) UDP 4% (26945104)
ICMP 1% (3897454) IP6 0% (2153)
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TCP flag�����SYN

SYN 98% (563062001) SYN-ACK 2% (12229116) OTHER 0% (2049375)
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�
��TCP flag�	����
• SYN   563062001

• SYN-ACK 12229116

• SYN-ECE-CWR 941603

• RST   555637

• RST-ACK  293503

• ACK   106575

• SYN-ACK-ECE  52175

• SYN-ACK-ECE-CWR 44801

• FIN-SYN-RST-PSH-ACK-URG 21745

• SYN-ACK-CWR 10423

• PSH-ACK   9532

• FIN-PSH-ACK  4434

• SYN-RST   4258

• FIN-ACK   2817

• RST-ECE   502

• RST-ECE-CWR  445

• RST-CWR   433

• SYN-PSH   364

• none      63

• RST-PSH   32

• FIN         17

• PSH        6

• PSH-ACK-URG-CWR  3

• FIN-SYN-RST-ACK-URG-CWR  2

• FIN-RST-PSH-ACK-URG-CWR  1

• SYN-PSH-CWR   1

• CWR       1

• FIN-SYN-RST-PSH-ACK-URG-CWR 1

• RST-PSH-ACK-ECE-CWR    1
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TCP-SYN�����
• 23 73958566
• 52869 34724310
• 8545 14738763
• 22 13507821
• 445 11378107
• 80 10794925
• 8080 9323605
• 4776 7615618
• 4784 7602022
• 1433 5755354

UDP�����
• 389 2445405
• 4776 2381843
• 4784 2354203
• 1900 2287302
• 50328 1191988
• 50592 1190070
• 50336 1188298
• 50584 1180976
• 11211 1064441
• 19 754180
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•
��	��IP (31609992 packets)
• TCP-SYN������1025-10000����

•���IP (10793632 packets)
• TCP-SYN�TCP/52869�

•���
�IP (10572421 packets)
• TCP-SYN�TCP/52869�

•���IP (7330971 packets)
• TCP-SYN�TCP/3031�����546�����

•�	�����8IP (�� 51607564packets)
• TCP-SYN������53601-60800����
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�����IP6	���
9:48:48.468512 IP (tos 0x0, ttl 244, id 34048, offset 0, flags [none], proto IPv6 (41), 
length 68)

131.193.34.220 > 150.41.208.128: IP6 (hlim 255, next-header ICMPv6 (58) payload 
length: 8) fe80::200:5efe:83c1:22dc > fe80::200:5efe:9629:d080: [icmp6 sum ok] 
ICMP6, router solicitation, length 8

0x0000: 4500 0044 8500 0000 f429 3449 83c1 22dc E..D.....)4I..".

0x0010: 9629 d080 6000 0000 0008 3aff fe80 0000 .)..`.....:.....

0x0020: 0000 0000 0200 5efe 83c1 22dc fe80 0000 ......^...".....

0x0030: 0000 0000 0200 5efe 9629 d080 8500 ae76 ......^..).....v

0x0040: 0000 0000 ....

%$ ��������
�(
	&�)�#�*��HTTP�
��������������)→www134.cs.uic.edu

���'"�!
���
��
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• 59%4�IPv4�����0+
�
22/TCP(SSH)�23/TCP(Telnet)�
80/TCP(HTTP)	���/���

0����������('��
����8-1�����.�"
:	��2&�$����
• ����8-1�����
0�
����,7��)3�$��
����*;
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• 2018/11/15 14:59���"	����� %
• (%����
41626�,
• IP TTL
0&�����!
• ppp-exp'*�10����//-.	�������

• 2018/11/16 14:41���#�1�
• (%�����#�)�


•�!��+$TCP���
• 22, 23, 80, 81, 2323, 5555, 8000, 8080, 23023, 52869
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•���IP��	�
�300Mbps��
•�����IP��	����

• UDP�src/dst�����high port
• Don’t fragment, 1052 bytes
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• packet dump�0����1-	
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