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Motivation —

¢ Can we run SRv6 function already?
OSRv6 data plane functions have been implemented in Linux.

®How can we run it?

¥ What can we realize with SRv6?
¢ such as service chaining?

—————— > Let's try!
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SRv6 Header format

0 1 2 3
012345678 5%0123456789%0123456788¢01

, +—t—t—F—F—F—F—t—t—F—+—F—F—F—F—F—F—F—F—F—F—Ft—F—F—F—F—F—F—F+—+—F—+—+

| Next Header | Hdr Ext Len | Routing Type | Segments Left |

Ether Header i T e e e S e
| Last Entry | Flags | Tag |

d +—t—t—F—F—F—F—t—t—F—+—F—F—F—F—F—F—F—F—F—F—Ft—F—F—F—F—F—F—F+—+—F—+—+

IPv6 Header | | N |
. | Segment List[0] (128 bits IPvé address) |

IPv6 Optional | |
| |

Header +—t—t—F—+ P+ —F—t—t—F—+—F—Ft—F—F—F—F—F—F—F—F—Ft—F—F—F—F—Ft—F—F+—+—F+—+—+

Payload | |
|
\ +—+—+—t+—+ g+t —F—F—+—F—F—t—F—F—F—F—F -+t —F—F—F—+—F—F—F+—F+—F—+—+—+

¢ | Segment List[n] (128 bits IPvé address)

D e S

/7 /f

IPV6 address format ‘\‘ s Optional Type Length Value objects (variable) /7
) /7 /A

i S s e T S s T S S L St B S S T

https://tdols.ietf.orq/htmI/draft—ietf—6man—seqment—routinq—header—14
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https://tools.ietf.org/html/draft-ietf-6man-segment-routing-header-14

Eth header

payload

IPv6 header

| -

Transit (ex. TEncaps)

A 4

How SRv6 data plane works —

SRv6 function

. Encapsulation -

Eth header

IPv6 header

SRv6 header |

IPv6 header

payload |

End i

Change Dst IPv6 based on SRv6 header

Eth header | IPv6 header | SRv6 header | IPv6 header payload ’
Eth header | IPv6 header payload
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Sample capture of SRv6 using T.Encaps

Ethernet II, Src: @c:eb:d2:66:32:83 (@c:eb:d2:66:32:083), Dst: @c:eb:d2:17:db:01 (@c:eb:d2:17:db:@1)
Internet Protocol Version 6, Src: fdee:0:0:18::1, Dst: fdee:ffff:@:2:1:0:1:1

glly .... = Version: b
. DOBD OPOO .... c.es cass

Payload Length: 128
Hop Limit: 61

Source: fd00:0:8:18::1
Destination: fde@:ffff:0:2:1:0:1:1

Next Header: Routing Header for IPve (43)

Outer IPv6 header

.... = Traffic Class: Ox00 (DSCP: (SO, ECN

. 0010 1100 0010 1111 1000 = Flow Label: @x2c2f8 used for I"OUtIng

SRv6 header

Next Header: IPve (41)

Length: 6

[Length: 56 bytes]

Type: Segment Routing (4)
Segments Left: 2

First segment: 2

Flags: 0x00

Reserved: 0000

Address[@]: fdee:ffff:0:4::2:1
Address[1]: fdee:ffff:0:2:2:0:1:1
Address[2]: fdee:ffff:0:2:1:0:1:1
[Segments in Traversal Order]

v Routing Header for IPvé (Segment Routing)

Segment list
used for service chaining

[next segment]

Original IPv6 header

Internet Protocol Version 6, Src: fd@@::1:2:0:0:22, Dst: fd99:0:0:3::33

Transmission Control Protocol, Src

Port: 55974, Dst Port: 80, Seq: 185, Ack: 6304901, Len: ©
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Use case of SRv6 —

¢ Traffic engineering ® Service chaining

Service function
- -

Service -

EE
yyyy

A
L

Today’s topic
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Demo environment on GNS3 —

fdoo:ffff:0:2:1::/80 fdoo:ffff:0:2:2::/80

End End fd00:0:0:3::33

fdD0:0:0:3::33 Mirror

Service function F==--=°= TS i g Application

|
| : -
[ I |
Management - 5K~ (e . . R A——
fd00:0:0:4:2::11
nd.
—= - 3 .’_ .

- lkear2 *le------=-m-

Controller

User traffic without SRv6

Host

Hostl Host2

& MP-BGP-based IP CLOS Fabric
# Service chaining with SRv6
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} FRRouting + Linux kernel




FRRouting —

@ Control plane OSS forked from Quagga
Ohttps://frrouting.org/

ohttps://qgithub.com/frrouting/frr
—Stable/6.0 on Ubuntul8.04 + Kernel 4.15 is used for this demo.
€ One project of Linux Foundation Networking

r—

€  @oiNos  Dorok ::é @
(==l - .10 FRR

imvisor ©ONAP «l -

B4 e sesmry eveme s

ONOs
24 Sih 7 OPNFV §!§ gg Ipn da NAS.io
— F‘H' tur g-.'eﬂu--‘.v.n. Hé =

https://www.linuxfoundation.jp/projects/networking/
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https://frrouting.org/
https://github.com/frrouting/frr

Current development status of Linux kernel

¢ Linux kernel 4.14 or later can run several SRv6 functions.

End function Transit function

Name Description Release Name Description Release
I End Endpoint function 4.10 (February 2017}, srext T.Insert Transit behavior with insertion of an SRvE Policy 4.10 (February 2017)
End.X Endpoint function with Layer-3 cross-connect 4.10 (February 2017}, srex! I T.Encaps Transit behavior with encapsulation in an SRvE policy | 4.10 (February 2017) I

End.T Endpaint function with specific IPvE table lookup 4.14 (November 2017) J.Encaps.L2 TT.Encaps behavior of the received L2 frame 4.14 (November 2017}
End.DX2 Endpoint with decapsulation and Layer-2 cross-connect | 4.14 (November 2017), srext
I End.DX& Endpoint with decapsulation and IPv6 cross-connect 4.14 (November 2017), srex
End.DXx4 Endpoint with decapsulation and IPv4 cross-connect 4.14 (Novernber 2017), srext
End.DTE Endpoint with decapsulation and IPvE table lookup 4.14 (November 2017) U Sed for th iS d e m 0
End.DT4 Endpaint with decapsulation and IPvd table [nokup
End.B& Endpoint bound to an SRvE policy 4.14 (November 2017)
End.BE.Encaps | Endpoint bound to an SRvE encapsulation Policy 4.14 (November 2017)
End.BM Endpoint bound to an SR-MPLS Palicy
End.S Endpoint in search of a target in table T
End.AD Endpoint to SR-unaware APP via dynamic proxy srext htt // t t t/ ft /I . X/
End_AM Endpoint to SR-unaware APP via masquerading srext p. WWW.8egmen -rou Ing.ne Open-so Ware Inu
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Configuration of SRv6 service chaining

Host2 ---- Appl App3
default (€ >()
locall ( <= T.Encaps — End End.DX6 =>()
local2 ( <= T.Encaps — End End = End.DX6 —>)
local3 ( €= T.Encaps = End End End.DX6
local4 ( <€ T.Encaps = End End End.DX6 >

JANOGA43 2019.1.23.




Pattern of service chaining on this demo —

locall local2

A )}
(" Management )

JANOG43 2019.1.23. 1




Demo screenshot
Capture on Appl
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1
---------------I
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e
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Service 0 Service I

function 1 ::functlon 2 ::

S II -n\-.n: 0140160147688 88O pekg0
Q7 wieshark - 20190100162641_3geOeM poapray 30 VISR U T U IO RGNt

Hostl Host2
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Pre-configurations of End, End.DX6

Location

Service
function 1

Service
function 2
Leaf3

Leaf4d

Leaf4

configuration

sudo ip -6 route add fd0O0:ffff:0:2:1::1:1 encap segblocal action End dev
ens4

sudo ip -6 route add fd00:ffff:0:2:2::1:1 encap segblocal action End dev
ens4

sudo ip -6 route add fd0O:ffff:0:3::2:1 encap seg6blocal action End.DX6
nh6 :: dev ens6

sudo ip -6 route add fd00:ffff:0:4::2:1 encap segblocal action End.DX6
nh6 fd00:0:0:4:1::11 dev ens6

fd00:0:0:4:1::11 == App?2
sudo ip -6 route add fd0O:ffff:0:4::2:2 encap segblocal action End.DX6
nh6 fd00:0:0:4:2::11 dev ens6

fd00:0:0:4:2::11 == App3

JANOGA43 2019.1.23.




How App2 and App3 can acts as Appl
®App2 and App3 have the same address in lo interface as APP1.

Next hop address for End.DX6

Appl’s IPv6 address

JANOG43 2019.1.23.



Pre-configurations of T.Encaps —

location | Segment st

Leafl

Service function 1 ->
Appl

Service function 1 ->
Service function 2 ->
Appl

Service function 1 ->
Service function 2 ->
App2

Service function 1 ->
Service function 2 ->
App3

JANOGA43 2019.1.23.

sudo ip -6 route add fd00:0:0:3::/64 encap segb mode encap
segs fd00:ffff:0:2:1::1:1,fd00:ffff:0:3::2:1 dev ens4 table locall

sudo ip -6 route add fd00:0:0:3::/64 encap segb mode encap
segs fd00:ffff:0:2:1::1:1,fd00:ffff:0:2:2::1:1,fd00:ffff:0:3::2:1
dev ens4 table local2

sudo ip -6 route add fd00:0:0:3::/64 encap segb mode encap
segs fd00:ffff:0:2:1::1:1,fd00:ffff:0:2:2::1:1,fd00:ffff:0:4::2:1
dev ens4 table local3

sudo ip -6 route add fd00:0:0:3::/64 encap segb mode encap
segs fd00:ffff:0:2:1::1:1,fd00:ffff:0:2:2::1:1,fd00:ffff:0:4::2:2
dev ens4 table local4
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How to select service chaining —

®0Only to do is running them step-by-step at Leaf 1
osudo ip -6 rule add from fd00:0:0:1:2::22 table locall
osudo ip -6 rule add from fd00:0:0:1:2::22 table local2
osudo ip -6 rule add from fd00:0:0:1:2::22 table local3
osudo ip -6 rule add from fd00:0:0:1:2::22 table local4

—fd00:0:0:1:2::22 == Host2

#®There is no need to change routing configuration of underlay
network and host environment.
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Next step? —

®Hardware-based SRv6 data plane?
oSuch as P4 programmable switch.

WedgelO0BF-32X Wedgel00BF-65X

Barefoot/Tofino Barefoot/Tofino
QSFP28 x 32 port QSFP28 x 65 port

17
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Thank youl!




