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SVAEX] Skikes - < DO —D

« {AlbpsDMEEEN D ?
. « Link shutBF(C{al8) v
HIE MSES S ? o

NS T W . HESPUBIE SN 51 ? NS Ty T
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EWVNVDDITT : KHDF1E (Agenda)

NS DAV ISISTITHRL—HF—
1. TRexD#BIT

*Eﬁg%n) I
e Stateful and Stateless mode

« Hik— MEFE - NIC - OS
2. TRex StatelessE— RZE{FE> THT

« Python(C KB iHERE BN EFERDEUS

XeFEMl ) —F7TOF v - /1A M=I)LFIEREE S
INA—UTCTWEBA. DIR—REZB TSV
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TRex : Realistic Traffic Generator

e CiscoNOSSE LT AHULTWBA S v IO TR L —4

« https://trex-tgn.cisco.com/

o« FANIE
 Linux application
« DPDKIC K B/\T v MRk
- {RIBIE - T RIRIRTOEITEY/R— bk
- YIIBENIC +1RAB{EInterfacez H7R— b

« Stateful and Stateless Traffic Generation



https://trex-tgn.cisco.com/

TRex : Realistic Traffic Generator

e CiscoNOSSE LT AHULTWBA S v IO TR L —4

« https://trex-tgn.cisco.com/
« Stateful and Stateless Traffic Generation

(1) Stateful Mode
+ NSy OTJO-DRAT— N=EE
DU c FTELROT/ Y MIRIZBIBARBECHAT B/ ?

» https://trex-tgn.cisco.com/trex/doc/trex manual.html

0 : o L7008 ERIRECALSNB DN E
- {51 : DNS server NS . DNS server
uer response =ru:—'—- HTTP server
auery . BETEBZED
bps ? NS DJxwo2J20—-0 171 & TED]1 D)oy )X

: 4~ —> (5 : DNS query & response) (pcap CIETE)
traffic . src/dst IP+src Port (yamITIEE)

drop ? .« TrexhB%9 hS T wIE(bps) (yamITIETE)
latency ?
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TRex : Realistic Traffic Generator

e CiscoNOSSE LT AHULTWBA S v IO TR L —4

« https://trex-tgn.cisco.com/

« Stateful and Stateless Traffic Generation

IPv4
packet

2019/10/17

DU

{5 : Router

(2) Stateless Mode
« NS TJwOIJO—DRAT— hZEE UL
« RXY RI)—OARL =L —-—FCESDOEMEVNEDS
« https://trex-tgn.cisco.com/trex/doc/trex stateless.html

« L2/L3DERERER/R EICRNSNDDOMNE

« AMYF
« JL—5—
« (FTECETDED
* bps? « RSO woIO—0 [f7E] D)UY b —>(IP
e traffic address, port) (python(Scapy) CT18%E)
drop ? o Trexh'5iid b= T+ wI=(bps) (pythonTIETE)

« |atency ?
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EATIPEBS TIER DD ?

« Server
« CPU : 3077 Lk (x86)
- Memory : 4GBt

« https://trex-tgn.cisco.com/trex/doc/trex manual.html# hardware recommendations
« https://trex-tan.cisco.com/trex/doc/trex fag.html# can trex run on an hypervisor with virtual nics

Table 2. Preferred UCS hardware
UCS Type Comments

UCS C220 Mx Preferred Low-End. Supports up to 40Gb/sec with 540-D2. With newer
Intel NIC (recommended), supports 80Gb/sec with 1RU. See table below
describing components.

UCS C200 Early UCS model.
UCS C210 Mx Supports up to 40Gb/sec PCle3.0.
UCS C240 Mx Preferred, High-End Supports up to 200Gb/sec. 6x XL710 NICS (PClex8—=

or 2xFM10K (PClex16). See table below describing components.

UCS C260M2 Supports up to 30Gb/sec (limited by V2 PCle). :5 -5 5 /\JUCS L“/ ,YD

2<TEHL !

« OS (Recommended)

« CentOS/RHEL 7.6 (64bit)
https://trex-tgn.cisco.com/trex/doc/trex manual.html# installing os

2019/10/17 KDDI Research Inc,
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- ATIERAR CIEX DD ?

* NIC

« DPDKZHYR— I DED

Table 5. Supported NICs

2019/10/17

Chipset Bandwidth LSO LRO Example
(Gb/sec)
Any Kernel |x X X |veth,tap,tun,ethO,wireless interface, up | [Napatech |40 - ./b configure --with-ntacc to build the
Linux to ~1MPPS, one thread. see low SmartNICs library
interface footprint and Linux interfaces NT80E3-2
Intel 1350 1 + - |Intel 4x1GE 350-T4 NIC Napatech 100 - ./b configure --with-ntacc to build the
! SmartNICs library. The only Napatech NIC in our
Intel 82599 /0.1/1/2.5/5/10 |+ + Cisco part ID:N2XX-AIPCIO1 Intel NT100E3-1 regression. more info
520-D2, Intel X520 Dual Port 10Gb
;(FP+ Adaptr;re X550—T2u§(5400—T2 for Napatech 100 - ./b configure --with-ntacc to build the
thase Cisco pz.e\rt ID'UCS('I—PCIE— SmartNICs library Note: This NIC require a BIOS
ID10GC ’ NT200A01 with PCle bifurcation support. PCle
| bifurcation
Intel 82599 | x 5 o3 Mellanox | 25/40/50/56/100 + SFP28/QSFP28, ConnectX-4 ConnectX-
\ ConnectX- 4-brief (copper/optical) supported
T 1 14/Lx from v2.11 more details and issues
Intel X710 |10 + - Cisco part ID:UCSC-PCIE-IQ10GF SFP+, | TRex Support
Preferred support per stream stats in | i | e
hardware Silicom PE310G4i71L Mellanox 25/40/50/56/100 | + Supported, see issues TRex Support
! ConnectX-5
Intel XL710 |40 + - Cisco part ID:UCSC-PCIE-ID40GF,
QSFP+ (copper/optical) Preferred Cisco 1300 |40 + QSFP+, VIC 1380, VIC 1385, VIC 1387
support per stream stats in hardware series see more TRex Support
Intel 1/10/25 + = |SFP28 Intel XXV710 Preferred support ||| VMXNET3  |VMware + Connect using VMware vSwitch ~
XXV710 per stream stats in hardware paravirtualized
Intel X + _ T E1000 paravirtualized + VMware/KVM/VirtualBox
6'&710/)(710 Virtio paravirtualized + KVM
i - - . Amazon paravirtualized + Amazon Cloud
Napatech 10 - - ./b configure --with-ntacc to build the |} NA
SmartNICs library
NT40E3-4 MS Failsafe |paravirtualized + Azure with DPDK mIx5 support

KDDI Research Inc,
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Stateless T{E> CTHI/Z

=/

« SE{TIRIE

TRex DUT
CPU Intel Xeon CPU E5-2620 v4 Intel Xeon CPU E5-2680 v4
(2.10GHz 8-core 16-thread) (2.40GHz 14-core 28-thread)
RAM 256GB 128GB
NIC chipset |Intel X710 Intel X710
OS CentOS 7.6 Ubuntu 18.04
(Linux kernel 3.10.0) (Linux kernel 5.0.0)

2019/10/17
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Stateless T{E> CTHI/Z

Payload (500byte)

UDP | IPv6 | Ether

01 2001:db8:1:1::/64

2 2001:db8:2:1::/64

Ether | IPv6 UDP

Payload (500byte)

2019/10/17 KDDI Research Inc,




Python(C KDAIE (1/2)

def trex_test(tx_port,rx_port):

create client
= STLClient()

connect to server and acquire ports
.connect()
.reset(ports=[tx_port, rx_port])

set ipv6 address on TRex
.set_service_mode(ports=[tx_port, rx_port], enabled=True)

.conf_ipv6(port=tx_port, enabled=True, src_ipv6="2001:db8:1:1::1")

11
.conf_ipv6(port=rx_port ,enabled=True, src_ipv6="2000:db8:2:1::2")

.set_service_mode(ports=[tx_port, rx_port], enabled=False)

# create packet format with Scapy and traffic stream
Eth_frame = Ether()
IPv6_pkt = IPv6(src="2001:db8:1:1::1", dst="2001:db8:2:1::2")
UDP_dgm = UDP(dport=50000, sport=50001)
Payload 500 x 'x'
base_pkt = Eth_frame / IPv6_pkt / UDP_dgm / Payload
pkt = STLPktBuilder(pkt=base_pkt)
sl = STLStream(name="'test"',
packet=pkt,
mode=STLTXCont (bps_L1=1000000000) )

| TRexZiRFI BIzHIC,
Clientf > X5 > Xz 4Rk

- Client1 > XF>XzE U T,
TrexIPv6 7 R L X =Z % E

ScapyZzHW\T. XET B/
Ty R IA =YY NEIRE
(Ether+IPv6+UDP+Payload)

S—

R UIZ/\ Oy bl hS

Ry A NIEYIN (35
(1GbpsT L&/ \Tw haiXx(E)



Python(C KSHITE (2/2)

add the traffic stream to TRex } kU X MY — I iX{E

.add_streams(s1, ports=[tx_port])

R— MMTHRATTD
start the traffic stream

.clear_stats() - matiBikzo U7 U. bS

.start(ports = [tx_port]) J 4w OO ERE
ime.sleep(10)

# get a results

global_flow_stats = c.get_stats()

print(global_flow_stats) =1 —
print("Sending pps is {}".format(global_flow_stats[tx_port] ['tx_pps'])) — %ﬁﬁT'l%*E@HQ?@&%T\
print("Receiving pps is {}".format(global_flow_stats[rx_port]['rx_pps']))

print("Dropped bps is {}".format(global_flow_stats['global']l['rx_drop_bps']))

c.stop(ports = [tx_port])
c.disconnect()

NS D4 wODEIE. TR— b
DR = Xl

# stop the traffic stream and disconnect from TRex ::}-_

return




\

—

) StatelessFHMDGUI

y Tre
File  Traffic Profiles

coocoo 6

Stats  Help

«
v @ TRex-10.8.0.174

v

Profile details profil

Port 0
[ profile

v ¥ @ Port 1 (Pavel)

-+ Build Stream =
L

stream

Log View ~Console Log View

Info 08:12:58 Stream Validation response :Rate{maxBpsl|
Info 08:12:58
Info 08:12:58
Info 08:13:56
Info 08:13:56
Info 08:13:56
Info 08:13:56
Info 08:13:56
Info 08:13:58

Unloading null profile

null profile unloaded

Stopping traffic on port(s) [1]:
Removing all streams from port(s) [1]:
Assigning Traffic Profile on Port 1
Validating Stream on port(s) [1]:
Stream Validation response :Rate{maxBpsl|
Starting Traffic on Port 1

% Dashboard - [m] X
0.44< 768.90kb/s 1.01mb/s 1.50kpkt/s
CPU Total Tx L2 Total Tx L1 Total PPS
0.07% 768.99«b/s 1 1 815.68kokis
Rx CPU Total Rx L2 Total Stream Active Ports Queue Full

Ports:  All

Port 0
Port 1

Streams Count: 8

Ports | Streams | Latency | Charts
Interval: = 60 - DE EB
1,5025 35 -
s 0w
1,5000 & LS
x 5 -
c
a 20
14975 2 2
= 15 4
= o
1450 M 02
60 -55 50 45 40 35 30 25 20 -5 -0 5 0 5
Time (s) 60 55 50 45 40 35 30 25 20 15 -0 5 0
o1 o1
40 100
o boa
ﬂ 30 5 = P
€ 5 " ~
20 3 = itionalPra
O 0 A
m 10 ol
| 5 8
-— [ TP NP - 0 o
3
500 600 700 800 900 1000 2000 3000 4000 5000 6000 5
Latency (ps) 60 55 50 45 40 35 30 25 20 15 -0 5 0
| o1
erties={

Event 08:13:58 Port {1} has started
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Connected
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[root@cclg-trex-01
[root@cclg-trex-01
[root@cclg-trex-01
[root@cclg-trex-01
[root@cclg-trex-01
[root@cclg-trex-01
[root@cclg-trex-01
[root@cclg-trex-01
[root@cclg-trex-01
[root@cclg-trex-01
[root@cclg-trex-01
[root@cclg-trex-01
[root@cclg-trex-01
[root@cclg-trex-01
[root@cclg-trex-01
[root@cclg-trex-01
[root@cclg-trex-01
[root@cclg-trex-01
[root@cclg-trex-01
[root@cclg-trex-01
[root@cclg-trex-01
[root@cclg-trex-01
[root@cclg-trex-01
[root@cclg-trex-01
[root@cclg-trex-01
[root@cclg-trex-01
[root@cclg-trex-01
[root@cclg-trex-01
[root@cclg-trex-01
[root@cclg-trex-01
[root@cclg-trex-01
[root@cclg-trex-01
[root@cclg-trex-01
[root@cclg-trex-01
[root@cclg-trex-01
[root@cclg-trex-01
[root@cclg-trex-01
[root@cclg-trex-01

 56/trex_cli

g (ssh)
[root@cclg-trex-01
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Frame 4: 562 bytes on wire (4496 bits), 562 bytes captured (4496 bits)
Ethernet II, Src: HewlettP_6e:76:00 (14:02:ec:6e:76:00), Dst: HewlettP_6e:82:80 (14:02:ec:6e:82:80)
v Internet Protocol Version 6, Src: 2001:db8:1:1::1, Dst: 2001:db8:2:1::2
0110 .... = Version: 6
wwws WOND DBPL: swew wswn e

. . . . e

vewn  wese wwew 0088 1111 1108 BO5E G000
Payload Length: 5068
Next Header: UDP (17)
Hop Limit: 64
Source: 2001:db8:1:1::1
Destination: 2001:db8:2:1::2
v User Datagram Protocol, Src Port: 50001, Dst Port: 50000
Source Port: 50001
Destination Port: 50000
Length: 568
Checksum: ©x7434 [unverified]
[Checksum Status: Unverified]
[Stream index: @]
v Data (500 bytes)

Data: 787878787878787878787878787878787878787878787878...
[Length: 5@0]

Traffic Class: ©@x@1 (DSCP: CS@, ECN: ECT(1))
Flow Label: oxoefcoe

2019/10/17 KDDI Research Inc,
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It 3Python Module

« Python Modules for TRex

« Client Module

« TRexO =1 77> NEIE
 Traffic Profile Module

« ST W IR —LIEE
« Packet Builder Module

« J\w RIA— W MERK
 Field Engine Module

« )\Towv hANY S —(EEEH

o Bl RETIPVRLRAZELITDAIIUAS RLTES

« Namespace Module

e Linux Namespacei{E

« https://trex-tgn.cisco.com/trex/doc/cp stl docs/index.html
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FKEDH&ED THTDRE

« TRexZ#BITUEX U

 Statelesst— RTHIEZ{ED CHFEF U
o }_\ZJFE

c O M ABR=ILIFTZVE

« © PythonTETMINFT DD TIERIENTEE., ScapylCkD/\Twv R ITA—-T W Mg
EXETHEE, pandas’(Dmathotllech‘:t%ﬂé’#/\b’d"c%i%@fjjjjﬁé%

« © ML TIEWRWTE, (RBIE/ D50 RRIBIAE THERDIHITLVRDT, £
DRIOIRNIFBTORER(ICHBFEXZED

- © HRATHERIEASINDHE TET, TRex(CEAITDEAREIBERMNIT>IDHTKL
5 ! (blog - [BEAGE)

o @ IEMEIRHTENKRSDSNDEZERE L. B THESEORIENREDZ PS5
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