Next Data Center Networking with SRv6
Control plane

Hirofumi Ichihara
LINE corporation



About Me

o MIR#SL (Hirofumi Ichihara)

e LINE Corporation
o RY F?—?Fﬁ%?—A

o Network Software Developer
- SDN/NFV
- OpenStack Neutron

- Docker
- Kubernetes




SRv6 1 = | AV

\
T

ISIS

OSPF

BGP

OpenStack Neutron (SDN J~ ~O—75)




OpenStack

e Cloud Operating system
o YILFINAIN=)\ATHR—k
o ’RAQ7X SDN IV ~O—35. AL —YH@HIY MR-k

. . OPENSTACK
. . CLOUD OPERATING SYSTEM
_ OpenStack Dashboard
O e n S a k CCCCCCC Np(working Stomge
t C ®
OpenStack Shared Services



HTTP(S)

l OpenStack

Dashboard APi

OpenStack E
Object API 5 (I)'?‘gr;ztig:
HTTP(S) g s :
i ,’IOpenStack :'
: . Image ;
: i APl :
:. ? v | Openstack.
""" : -~ | Image/API

tan

OpenStack Object Store

OpenStack
Image Service

pececccccccccccccccccccccanaaa.

TS, —

cecccccccccccccnccccccncapa

% OpenStack
% Compute API/
Admin API

- Command-line interfaces (nova, neutron, swift, etc)
- Cloud Management Tools (Rightscale, Enstratius, etc)
- GUI tools (Dashboard, Cyberduck, iPhone client, etc)

OpenStack
Block Storage

~--__ OpenStack Block -~
>~ _Storage API

OpenStack
Networking
API

OpenStack Block Storage OpenStack Networking
S U !
e openstade compure |
http://www.solinea.com /‘( / API —»E i E
T PSS E—— OpenStack ldentity APL J openStadidentityd) |

OpenStack Identity API

OpenStack
Identity
Service

token
backend




- Command-line interfaces (nova, neutron, swift, etc)
- Cloud Management Tools (Rightscale, Enstratius, etc)
- GUI tools (Dashboard, Cyberduck, iPhone client, etc)

Internet
OpenStack
Object API ?nﬂggi‘f\f,': HTTPE) OpenStack OpenStack
OpenStack /C\?)(npute VNG/VMRC Block Storage
v Dashboard ! API

‘____,———";:1 Horizon t:::::::: ___________________________ =
- \ T A OpenstackBlock | s KB 0)5 (; Z’ Z.

HTTP(S)

4 { : 3\ Amazon == 7
e / 5 ~~<_ St API OpenStack
/OpenStack | ' OpenStack Web \\o\rage Networking AP
/ Image i '\, Compute API/ Services. | __________C DR SR P
! AP ! v Admin API TS
Y v OpenStack b
D e s
. L S Image APl [ : ~
| AN s !
: : S i !
| e oo , i i
Gecount) (container) (Cobjet ) | : i L : ;
i glance E i i -------- S~ E i
H database : : : N : :
) ) &8 | | 0Pen§tad§ : P e onterschedule ; database 5
OpenStack Object Store i mage Service 3 o ' '
L ) | . o OpenStack Block Storage ! :
BY SA oo Identity —} ;e i !
http://www.solinea.com // API —>E i : E i
= = — OpenStack Identity API___ g i

OpenStack OpenStack Identity API
penStac

Identity
Service
token
backend

catalog policy identity
backend backend backend

https://docs.openstack.org/arch-design/design.html




Verda

LINE Private laaS Platform

Active VMs transition for Verda-dev & Verda-Production

40000

B Verda-Production [ Verda-Dev

30000
20000

10000



Loadbalancer

L2Isolate SR Plugin




————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————

API
"""""""""""""""" Controller |
)

Data nodes

-----------------------------------------

S
IE
i
S
TlS
s
r
r
ju Juswabeue

.........................................

| Linuxbridge | 1 |2lsolate | - | SR Plugin |

NOVA NEUTRON | | i | NovA NEUTRON | | ' | nova NEUTRON | |




Nova & Neutron OEhE VMYERK

@

D XY ~D—D1ERK VM -

@ VM BN

Controller Compute

tap 1ER%




Nova & Neutron OEhE NWERTE

©

w e TR

® tap 1&%0 ® tap &

© VRF 1R EERTE

encap/decap
<

@ port TERD
BuLsht

Controller

Compute




VM D\sDINT v <& VRF T encap/decap

©

VM

Controller

IPv4 Packet
IPv4 Packet _

Compute

=

SRv6 Packet

IPv4 Packet

SRv6 Packet
IPv4 Packet |
|




VRF DFREZE D> THEISIH?
~ Newron  nova-compute
o Now  neutron-agent |

Controller Compute




SRv6 DETE [CHELRIEER

Encap JL—JU
$OEELDVM D IP7 KL R} encap segé mode encap segs ${HEELD VRF D SID} dev ${VRF Interface &}

SRv6 Packet
IPv4 Packet Ij;> IPv4 Packet
VM (tap VRF
P SRv6 Packet
v4 Packe <__|7,— IPv4 Packet <:I
VRF 1 V5—J1—2
-VRF 1 Y5 —J1—2%

-IPv4 7RLXR
- VRF @ SID (/ —k®DSID prefix + IPv4 7 L R)

Decap JL—JU
local ${Z=5c®D VRF O SID} encap segblocal action End.DX4 nh4 ${Z{S5ED VRF D IPv4} dev ${VRF Interface &}




port 1B¥RIC VRF 18R &RIF

@ port EIFRD

Controller Compute

O



Neutron port @ binding:profile ZFIF

"port":{
"binding:profile": {
"segment_node_id": "2400:dcc0::a7a:4d8e", # Z D port Z#D VM H&&# L TWLD ./ — R ®D SID prefix
"vrf": "vrf644606a29039", # Z @ port K&K I D VRF D1 V5 —2T 1 —2% "vrf" + tenant_id + network_id
"vrf_cidr": "169.254.1.0/24", # Z® port H'&EHKt9 S VRF @ IP CIDR

"vrf_ip": "169.254.1.44"# D port HM&#E I D VRF D IP P RL R
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Centralized vs Distributed

o Centralized
- & OpenStack Cluster @ Neutron Z&#9 % Neutron
Cluster Controller g X TZEIRY S
- Cons: Z® Controller ' SPoF (CZx3TJgEMEN® D
e Distributed
- & Network /— Kk _E® agent H'& OpenStack Cluster @
Neutron QIEHRZER—) VI U TREBEREREEZT D
- Cons: 2255 BN0RFIC agent (IEBVCZFDFULWI SR %
RET DREN DD



etcd + agent €5/

cluster cluster cluster cluster |® ° ° cluster cluster
2 3 2 3 2
vrf 1 vrf 1 vrf 1 vrf 1 vrf 1

e e |
e

Network 1 Network 2 Network N

etcd




® F— 5 %S \

etcd &%

Network

etcd |
@ F—45 %380

T

@ port TEIRD

Controller

@ VRF 1EaX L SRv6 ecap/decap JL—ILE&E

L TRELRRZEY

w e[

® tap t&R*0 ® tap &%

BuLsht

y

A

© VRF 1R EERTE

@ SRv6
encap/decap
IL—ILDETE

<-

Compute




VM @E. VM - A EB[’ SRv6 @{EH'E2
Network Network
~ agent ] ~ agent ]
VRF VRF
— |
VM VM VM VM VIVI VM
Compute Compute Compute




VM - %[5 SRv6 BEHINE

BEDY —E 2 TY—xvh gi::;%%:i:;B
' 1 %

Network Network Network
VRF VRF VRF VRF VRF VRF
VRF VRF VRF VRF
VM VM VM VM VM VM
Compute Compute Compute




A—RT—2R

e IJFEDH—ER
- A DNS U — /) A DT
- OpenStack API| —/\\D#Ef
o LBaaS
o A—UHMREBO— KIS VB ZER UERICER NS VIP 77
KLU R TIREO— KIS VU ADEES
o IREBO—KN\SVYTEXCVIP ZERULIEI—UDPFET DT
OYIPNATOAME (B0V O OI—HD VM OS5
(S TEAY) o

L‘\



A—RT—2R

e IJFEDH—ER
5 #A DNS Y —/)\\D#f:
- OpenStack API| —/\\D#Ef
o LBaaS
s A—UPMMREBO—RINS VYT ZEMRUBRICER=NS VIP 7
KL A TREBO— RINS YOO
- REO—KRI\SVYTEELOCVIP BERULZDA—UDPFAIET DT
OO ARTOAEE 709201 —FD VM OS5

[FEETEAL) @



srve_encap_network API

SRvEo Encap Network
SRv6 Encap Network

The srv6_encap_network extension lists, creates, shows information for, and updates srv6_encap_network resource.

/v2.0/srv6_encap_networks
List srv6 encap networks

[ POST | /v2.0/srv6_encap_networks
Create srv6 encap network

/v2.0/srv6_encap_networks/ {srv6_encap network_id}
Show srv6 encap network

/v2.0/srv6_encap_networks/ {srvé_encap_network_id}
Update srv6 encap network

[ DELETE | /v2.0/srv6_encap_networks/ {srv6_encap network id}
Delete srv6 encap network

{

"srv6_encap_networks": [
{
"network_id": "fbc5f@08e-0cb@-4b5c-a5ce-ac7032f50c7b",
"tenant_id": "d988b205c6e142669a290dd80010587c",
"project_id": "d988b205c6e142669a290dd80010587c",
"encap_rules": [
{
"nexthop": "fc@0:17::a00:fa",
"destination": "10.0.201.200"

"43938fab—-ce22-442f-b537-2412768de773"

"network_id": "d76c20be-5c2a-40c5-bbd5-0b192fa3ff9c",
"tenant_id": "aac15739c8034160b2e8278e84563919",
"project_id": "aacl15739c8034160b2e8278e84563919",
"encap_rules": [
{
"nexthop": "fc@0:17::a00:fa",
"destination": "10.0.201.201"

"70989%e81-eae4-490c-b016-T665e6bc8721"
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