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BGP Is unsecure — what’s missing?

Incentives



We Are In This Together
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robust and secure routing
Infrastructure.
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The more network operators work together,
the fewer incidents there will be, and the less
damage they can do.
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Mutually Agreed Norms for Routing Security

MANRS provides baseline recommendations in the form of Actions
e Distilled from common behaviors — BCPs, optimized for low cost and low risk of deployment
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Network operators

Filtering Anti-spoofing
Prevent propagation of Prevent traffic with
incorrect routing spoofed source IP
iInformation addresses
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Coordination

Facilitate global
operational
communication and
coordination between
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Global
Validation

Facilitate validation of
routing information on a
global scale
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IXPs

Action 1 Action 2 Action 3 Action 4 Action 5
Prevent Promote Protect the Facilitate global Provide
propagation of MANRS to the peering platform operational monitoring and

communication
and coordination

debugging tools
to the members.

incorrect routing IXP membership

information
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Content

Action 1 Action 2 Action 3 Action 4 Action 5 Action 6

Prevent Prevent traffic Facilitate global Faclilitate Promote Provide
propagation of with spoofed operational validation of MANRS monitoring and
Incorrect source IP communication routing debugging tools
routing addresses and Information on to peering
information coordination a global scale partners
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There is a problem
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Twelve months of routing incidents (2018)

12,600 total incidents (either outages or attacks, like
route leaks and hijacks)

About 4.4% of all Autonomous Systems on the Internet
were affected

2. 737 Autonomous Systems were a victim of at least one

1,294 networks were responsii J routing
Incidents

m Qutage = Routing incident
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* Routing incident

Source: https://www.bgpstream.com/



https://www.bgpstream.com/

There Is a problem (comp. 2017)

12,600 (l9.6%) total incidents (either outages or attacks,
like route leaks and hijacks)

About 4.4% (ll%) of all Autonomous Systems on the
Internet were affected

2,737 (B 12%) Autonomous Systems were a victim of at
least one routing incident

1,294 (B 17%) networks were responsible for 4739
routing incidents
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Source: https://www.bgpstream.com/

Routing incidents (2017-2018)

m Qutage = Routing incident


https://www.bgpstream.com/

2 years in review (2017, 2018)

Statistics of routing incidents generated from BGPStream data

Caveats:

° SOMEUMESItE. Fuzy(FfigABEShi)L—T o/ OERELLEeRy L€ (o
consented) rol. JAZENTERELRBENHYET,

e CC attribution ita set
. EHAIDREMILGeolite city DatasetCTRTET .

But:

 Using the same methodology we should get a pretty accurate picture of
the dynamics
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Potential victims: 2017 =» 2018
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Culprits: Positive dynamics
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Can we track these data long term?

MANRS Observatory & Member Reports

* Longitudinal measurements of how routing security evolves
« MANRS as a reference point - "MANRS Readiness”
* Inform the members of their readiness

* Improve transparency and credibility of the effort
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State of routing security: APNIC region, Jan 2019
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Evolution: APNIC region, September 2018 - Jan 2019
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omparison on regional level

MANRS Dashboard © Locour
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Comparison on country level

 MANRS Dashboard Q @ ocour
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Japan Statistics

Japan

ASN COUNT

FILTERING
ANTI-SPOOFING
COORDINATION

GLOBAL VALIDATION IRR
GLOBAL VALIDATION RPKI

626
99.53%
67.38%
100%
96.28%
3.17%
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Network Operators from Japan

Organization Service Area Action 1:
Filtering
APAN-JP HK, JP, SG, 7660 v
TH, US
[1J* JP 2497 v

* Founding Member

Action 2;

Anti
Spoofing

Action 3;
Coordinati

Action 4;
Global
Validation
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Internet Exchange Points from Japan

Organization Service Area | Action 1: Action 2: Action 3: Action 4: Action5:
Prevent Promote Protect Coordinate | Tools

JPNAP

* Founding Member
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Why join MANRS?

e Improve your security posture and reduce the
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MANRS Is taking off
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only together
manrs.org

#ProtectTheCore

MANRS Video:


https://www.youtube.com/embed/nJINk5p-HEE
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