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M. Vanhoef and F. Piessens, Key Reinstallation
Attacks: Forcing Nonce Reuse in WPA2, aAcm ccs'17
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Analysing WPA3's Dragonfly Handshake
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By Mathy Vanhoef (NYUAD) and Eyal Ronen (Tel Aviv University & KU Leuven)
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« Dragonfly Handshake/Dragonfly Key Exchange

e« RFC7664ATHTEDI/INRAT—KTEIET 5
o Oka)l

— CFRGEET2015%F (2K E.

- X FETHERE(IHINT HF=dragonflyZ=iaFL
SAEEULVS LA B TIEEE 802.11#2#E(C f&?f’&b\’B:Eﬁz:E.

Crypto Forum Research ﬁ\wf\/\/\:-
Group crrc SO <
1 2 T F

=
==

5_
=
=
—
—
=

Charter

The Crypto Forum Research Group (CFRG) is a general forum for
discussing and reviewing uses of cryptographic mechanisms, both for CHAIRS

network security in general and for the IETF in particular. - e https / / | rtf Org / Cfrg
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&R CELLOS

Cryptographic protocol Evaluation toward
Long-Lived Outstanding Security

|
[
'_1
|
=
—
—
==
=
==
[—

KRACKs_20171019]

HOME
What's New! [2017/10/19] WPA/WPAZ?OD I DMEEETEKRACKSICD 3
CELLOS& % Ry &

ik —
L 2017410A16H. FHELANICHIT BRSO TO R ILTHBWPA, WPA2(CHISS =
— BE3BIEKRACKSICDUNT, ACMCCS TREFEDHY[1]&TORMAABENE L. SED =

i SS3iEE. WPA/WPA20D 01 M ULECERA B DET., 2w, BANCELDEDR —

0N LEHAT BEELNSDETA, FERICSL\ TWPA/WPA2DAE L3570 Rl =

ﬁg BEELEEA. — 5T, EAEREEREOTENTES/ W FHAABEINTED. CD)ty
prni FEBATECECED, CORBERNALLKEER<C T N TEET.
= Masalt - MEDHE & e

NEEER

=R SEIOMESEMH(E. EERLANICS DRI O N DILAERLLDS EL TR EFIYFTOHE

© 2019 Internet Initiative Japan Inc.




Internet Initiative Japan Inc.

KRACKSX a2 A LTA 2 o17108)

« 10/16 11:47 BlackHat EU'17 CTWPA2IKX X HTS !
« 10/16 11:48 "TheRegister"-ed &2

LT RS

«  (GRESKEHTY. HEGLMBLNZEL)

10/20 08:19 CELLOSH —/\THEFEZELH

il i

is

—
-
~—~
§

© 2019 Internet Initiative Japan Inc.




LTl

BRITEERISKOONAREFGEATZHI0

TLSOEHNFESIEIEITELHDH

blﬂlﬂwﬂltlll I

X— T4 RE?




=
=
=
E
[

o BTRO/NV DT SOUR

o PUTTFHEILTTHL

« WEELVH?

« BIBRIZHIET HENMIEATHS

(SN HURERI |



LNDOD DAL

https://www.ipa.go.jp/security/vuln/CWE.html
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« KRACKs:10{@ D CVET=I+& Just one CWE
— Vulnerability Note VU#228519

CWE-323: Reusing a Nonce, Key Pair in Encryption

» Dragonblood:6{@ M CVET5f&$EMDCWE

CVE-2019-9494: SAE cache attack a CVE-2019-9497: EAP-PWD reflection «

attacks) - CWE-208 and CWE-524 validation) - CWE-301

CVE-2019-9495: EAP-PWD cache CVE-2019-9498: EAP-PWD server missing

side-channel attack) - CWE-524 scalar/element - CWE-346
CVE-2019-9499: EAP-PWD p
scalar/element - CWE-346
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https://www.kb.cert.org/vuls/id/228519/ ©
https://www.kb.cert.org/vuls/id/871675/ =
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confirm missing state validation - CWE-642
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CSS2018-2019THOHIYHH A

» CSS2018: B O DX E

e R m https://www.iwsec.org/css/2018/ethics.html

| CSS2018HI@EELS £ CSS2018SHEBBEHZOICDONT
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o, EEIT ST ATALERDOMESREEARREINIZSH DD . HESELHEICELIDESN
TEEHROBRAECDVWT., BICAEEOGESENROSNTNET.

CSS2018T(E, TFa1UF 1 DBOHEMGEOEEMHOSEDESIS, CSS2018HAZIHHE
ZESEREBRUFT. Fo. MABERESOEEE L TCSS201 8 MEAZEO (A
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» CSS2019: IZMHFIZEILTF I AR

ZEi@EE+EEEEO  hitps://www.iwsec.org/css/2019/ethics.html

TF2 VT HARICBNTIE, ERSNETMACEENRAS EZTE(CHIET DN
FEHLERR(H : > —3Y MEGUEETRBICEDIEVIV I I PEREERL )R ER
BEY, EET B3V AT ADEROREMEINIEREINIHZESH DD, AXAECHAECEIDE
SNIEEROBRAEICDOVT, BICHAREEDRIEENAROSNTULET.

CSS2019T(F, TFa1 VT DBOMRGREOEEROSEDERT, B)\—EF21UF
1 ARICHTDREBNEEOILHOFIVIUIL (BlIg, FTYvIURB) OiEAH, 88T
VFEF(CBI &M CSS2019MRMBIEEEREFB LTI, MRARIEBOFER TERENDIHBTEE
FFTVIURREFRL, WILIFIvIZERUTIIEEN.
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https://conferences.ncl.ac.uk/ssr2019/

SSR conference, 11 Nov 2019, London, UK

Security Standardisation Research Conference 2019 (ACM CCS Workshop)

The 5th Conference on Security Standards Research will be held in London, UK; 11 Nov 2019, Please
note that SSR is an ACM CCS workshop this year.
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