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Posted by u/kvhnuke MEWForce 1 year ago
Official statement regarding DNS spoofing of MyEtherWallet domain

It is our understanding that a couple of Domain Name System registration servers were hijacked at 12PM UTC to redirect
myetherwallet[dot]com users to a phishing site.

This redirecting of DNS servers is a decade-old hacking technique that aims to undermine the Internet's routing system. It
can happen to any organization, including large banks. This is not due to a lack of security on the @myetherwallet
platform. It is due to hackers finding vulnerabilities in public facing DNS servers.

A majority of the affected users were using Google DNS servers. We recommend all our users to switch to Cloudflare DNS
servers in the meantime.

Affected users are likely those who have clicked the "ignore" button on an SSL warning that pops up when they visited a
malicious version of the MEW website.

We are currently in the process of verifying which servers were targeted to help resolve this issue as soon possible.

A message to our MEW community:

® r/MyEtherWallet
3.8k 6

Members Online

MyEtherWallet is a free, open-source, client-
side tool for easily & securely interacting
with the Ethereum blockchain.
https://www.myetherwallet.com/

About Advertise
Careers Blog
Press Help

The Reddit App
Reddit Coins
Reddit Premium
Reddit Gifts
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https://www.reddit.com/r/MyEtherWallet/comments/8eloo9/official_statement_regarding_dns_spoofing_of/ (8
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B Reddit/Official statement regarding DNS spoofing of MyEtherWallet domain
https://www.reddit.com/r/MyEtherWallet/comments/8eloo9/official_statement_regarding_dns_spoofing_of/

B Cisco/Talos
https://blog.talosintelligence.com/2018/11/dnspionage-campaign-targets-middle-east.html
https://blog.talosintelligence.com/2019/04/seaturtle.html

B Fireeye
https://www.fireeye.com/blog/threat-research/2019/01/global-dns-hijacking-campaign-dns-record-manipulation-at-scale.html

B ArsTech
https://arstechnica.com/information-technology/2019/01/multiple-us-gov-domains-hit-in-serious-dns-hijacking-wave-dhs-warns/

https://arstechnica.com/information-technology/2019/01/a-dns-hijacking-wave-is-targeting-companies-at-an-almost-unprecedented-
scale

B Netnod
https://www.netnod.se/news/statement-on-man-in-the-middle-attack-against-netnod

B Packet Clearing House (PCH)
https://www.icann.org/en/system/files/files/11-woodcock-icann-2019-dns-imap-hijack-11may19-en.pdf
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