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XDPtli @ BBSakuraNetworks
Userspace Application \
Socket AF_XDP Socket
Protocol Stack
Kernel ﬁ XDP_REDIRECT
XDP_PASS / eBPF Map
XDP —
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1—A /7' —A ( ﬁ *EJ ) @ BBSakuraNetworks

bpfilter: iptableszZXDP[ZA4 70—k

Cloudflare(DDoS Mitigation)

Facebook(Katran): L4LB

Cilium: Kubernetes E TO&E @I EF )74, *YbT—2 LB
XEFLAG(Static NATZEE)

LINE(L4LB, SRv6)

BBSakura Networks(Mobile Core)

o KNI TIVRTXDPEFEZRSLIITHEHTLVS

o H—/\DA41Z @nic-double-queue EANSEFZ D
OvS-AF_XDP

e DPDK-AF_XDP
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https://lwn.net/Articles/755919/
https://blog.cloudflare.com/l4drop-xdp-ebpf-based-ddos-mitigations/
https://engineering.fb.com/open-source/open-sourcing-katran-a-scalable-network-load-balancer/
https://cilium.io/
https://speakerdeck.com/mabuchin/zhuan-binagaramonetutowakuchu-li-wo-sohutoueadezi-zuo-siteikuhua?slide=14
https://speakerdeck.com/line_developers/recent-updates-on-xdp
http://docs.openvswitch.org/en/latest/intro/install/afxdp/
https://doc.dpdk.org/guides/nics/af_xdp.html

XDP "G‘{E i é *}%% ﬁlé( Fyﬂ %Igé&) @ BBSakuraNetworks

e bpf_map_{lookup,update,delete} elem
o eBPF Map®Z R, E#H. HIR
e bpf _fib _lookup
o FIB(Forwarding Information Base. L—T 1> 5 T—7 L )OSR
e bpf xdp_adjust_head
o INTYNT—ADKIEET LT
o encap/decapT{E>
e bpf xdp_adjust_tail
o NTYNT—HADKEET LT
o INTYRDAYFFEITERRLNEZFIZFEISLLY (Bl XELAG RAO—FHvE—)



https://speakerdeck.com/mabuchin/zhuan-binagaramonetutowakuchu-li-wo-sohutoueadezi-zuo-siteikuhua?slide=16

XDP —C‘:{E 2_ %) *ﬂ% ﬁlé ( EsE] %gé& ) @ BBSakuraNetworks

e bpf xdp_adjust_meta
o INTYRNT—ADKEBIZAIT—HDEEEHERT S
o XDP_PASS#[Ztc-bpfTskb->mark(= At Ttciptables BT B DIZLLfFS
o BIEHZvirtio_netlEEIEXIGENICHLZ LD TERE

m xdp_set data_meta_invalidTdrivers 7+ LA % grepd bEhHhhd
m virtio_net®/NyF(FHB
o 418FETIIVIAND /N TYRFEEFNENSI=MN 419D BLESTS

e bpf_tail call
o RBOTOYILERATEIEHEE/\rIrENLESES
o  xdpcapD&IHF YT FrADTOT T L, ANJYRINER. T4ILAFZITFEIZPYIZLO T
NSEHLGEDHENHD
o TAVSLOGSHEHBRNMBEMEINDEFRIL—THYR—,SN-OTITOT S LHKRECT
&R a 1T Tail_callEL S DIF ALY FS


https://github.com/torvalds/linux/blob/v5.4/samples/bpf/xdp2skb_meta_kern.c
https://patchwork.ozlabs.org/patch/1126046/
https://patchwork.ozlabs.org/patch/1086006/

XDP"G‘{EiéeBPF Mapd) *E ?SE @ BBSakuraNetworks

&N Map
BPF_MAP_TYPE_HASH
BPF_MAP_TYPE_ARRAY
BPF_MAP_TYPE_PERCPU_HASH: PERCPUAZ M TRYIMLLIZYEREA B LY
BPF_MAP_TYPE_PERCPU_ARRAY
BPF_MAP_TYPE_LRU_HASH: LRU(ZvFhant=cEIZHFEY EbLNGENT—IMSEL TN D)
o BPF_MAP_TYPE_LRU_PERCPU_HASH
Map in Map
o BPF_MAP_TYPE_ARRAY_OF MAPS
o BPF_MAP_TYPE_HASH_OF MAPS
¥R’z Map
BPF_MAP_TYPE_LPM_TRIE: L—bT—T LD &IET—TILEEYFZWEEIZES
BPF_MAP_TYPE_PROG_ARRAY: bpf_tail_callC{#5
BPF_MAP_TYPE_PERF_EVENT_ARRAY: 1 —HZAR—X[ZHLTARUMEZEY=NESITFES
BPF_MAP_TYPE_DEVMAP: XDP_REDIRECT CAIDNICIZ/ Sy hEET EE(2ES
BPF_MAP_TYPE_CPUMAP: XDP_REDIRECT TAHIMDCPUIZ/ Ny bhEiET E=I[ES
BPF_MAP_TYPE_XSKMAP: AF_XDPT{#5

o {FEULVAILLinux® samples/bpf
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https://github.com/torvalds/linux/tree/v5.4/samples/bpf

Faﬁ % 0) 5)Itl,;ha @ BBSakuraNetworks

1. HYLHIEBDHASCTY/—RO—FEEL
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1’) L ) tﬂ-’ﬂ] BE G) % é C @ BBSakuraNetworks
o MR HHHIR

o 4.13FTIX4096

o 4.14Hh 128K https://patchwork.ozlabs.org/patch/798665/

o 5.3/ 1M hitps://patchwork.ozlabs.org/patch/1073794/

o Xiproute2TA—KL=¢,ZFEXENDECA, EIZ 4096E T
https://qit.kernel.org/pub/scm/network/iproute2/iproute2.qit/tree/lib/bpf.c?h=v5.4.0&#n305

o JL—THIR

o ERIL—TIFEL

o 5.2MBHEPRIL—T OK https://lwn.net/Articles/794934/

o 5AFETIHunrollF 2%ENH S —TOTFLYAXNKELGY NS
o ZTMith

o EIERTRELGMTALGENIL

o ABHAERVIZDHTIERT D BARMIZENNEIDDF Iy HBE)



https://patchwork.ozlabs.org/patch/798665/
https://patchwork.ozlabs.org/patch/1073794/
https://git.kernel.org/pub/scm/network/iproute2/iproute2.git/tree/lib/bpf.c?h=v5.4.0&#n305
https://lwn.net/Articles/794934/

/7 \o/f JL 7j_ 5£ @ BBSakuraNetworks

o VVINBIAITSLDEE
o clang -O2 -target bpf -c example.c -0 example.o
o f=1ZL. linux/if_ether.h Z&EZincludeL=bIT5—I2%51=8 . [FIZFEZ AL
o RAMNLGIRISLDIBE
o clang -l./include -DDEBUG -D__ KERNEL__ -Wno-unused-value -Wno-pointer-sign
-Wno-compare-distinct-pointer-types -O2 -emit-llvm -c -g src/example.c -o -| llc -march=bpf
-filetype=obj -0 src/example.o
o H2T)L https://github.com/higebu/ebpf-template
o BCCOFBITV—REHRAAL DL EE
o FFMIXIVIRBE
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https://github.com/higebu/ebpf-template
https://github.com/iovisor/bcc

7__Z I\ @ BBSakuraNetworks

e BPF_PROG_TEST_RUNZ{ESEERRICNICIZT #YF I H5IEGLKTAMT HT L
MTES
o libbpfa{E>t=1mE DA

o https://github.com/higebu/ebpf-template/blob/master/test/test xdp.c

o 1=EL.A—RILD/IN—3200 NICORFA/NZEST XL TS HERENE
HoTW=Y . BEDONITRH-=YTHDT KRETENTRIZIEIDT AEER
CIREBTTANT S
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https://github.com/higebu/ebpf-template/blob/master/test/test_xdp.c

—\

TIN\VT Fik

e llvm-objdump -S --no-show-raw-insn example.o

O

o

VerifierlZBonf=&=dEYHZT N
clangTaV /A ILT BEZIT -g ZF T TN/ NS ba—FKIZ
L=y —Xa—KFiRREEIND

e bpf_trace_printk()

©)

HREICHELNHSDT. AFADTOT S LTIEETEING
W&IIZT B

L E% (X trace-cmd record -e 'xdp:*' -O trace_printk &0V5
L TH HhExh iz trace.dat Zkernelshark TR TLV%
trace-cmd stream [FEIMVELNZEMN LY, 6

Ny NLIE D3R B

@ BBSakuraNetworks

Disassembly of section xdp_prog:

0000000000000000 prog:
; int prog(struct xdp md *ctx) {
0: 10 =1
void *data_end = (void *)(long)ctx->data_end;
] 2 = *(u32 *)(xrl1 + 4)
void *data = (void *)(long)ctx->data;
2: rl = *(u32 *)(rl + Q)
if (data + nh_off > data_end)
3¢ 13 =1l
4 13 += 14
5 if r3 > r2 goto +16 <LBBO_3>
h_proto = (__u32)eth->h_proto;
6 r2 = *(u8 *)(rl + 12)
7 TS =a U8y ((r1 -+313)
8

< Tl <<= 8
9: rl |= 12

10: *(u32 *)(r1e -
ikl r2 = rl10
12 12 += -4
value = bpf_map_lookup_elem(&rxcnt, &h_proto);
13 rl1 =011
157 call 1
16: rl = 10
17 10 = 2
if (value) {
18: if rl == @ goto +3 <LBB@_3>

4) = rl

ubd *)(rl1 + 0)

00000000000000b0 LBBO_3:
.

22 exit
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o AZETIZL Iproc/sysinet/core/bpf_jit_enable % 1 [CLT#H<

o TJA+IT—T420F BI04 S5 LTI Iprocisysinetlipv4.ip_forward 1>
Iproc/sys/net/ipv6/conf/all/forwarding % 1 [CL T&<

e ethtool -L eth0 combined 2 D KXSIZLTNICHF2—DEZEFRAEL THS

o ethtool -kTHEMNGEATIO—FHEEZEREL - KTHAIICLTHEL

e MaplELocked MemoryZ{£57-6. ulimit -l unlimited¥systemdDunit7 74 JL
TLimitMEMLOCK=infinity L THE< (774 /L X64KB)

o AT xHREPinLI=L\&EITbpffsE<oLTHL
mount bpffs /sys/fs/bpf -t bpf
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https://suricata.readthedocs.io/en/latest/capture-hardware/ebpf-xdp.html#disable-any-nic-offloading

7 9 Y, a‘— / 7_-\\ 9 v 9‘— @ BBSakuraNetworks

e iproute2iFEH

o ip link set dev ethO xdp obj example.o sec xdp_prog
o ip link set dev ethO xdp off
o libbpfDIFE
o bpf prog load()CA—KLT. bpf_set _link_xdp fd)TF7R2YF/TH2IF
o B&
https://qithub.com/xdp-project/xdp-tutorial/blob/master/basic01-xdp-pass/xdp_pass_user.c

e DbpftoolDIFE (5.4LL L https://patchwork.ozlabs.ora/cover/1145981/
o bpftool prog load ./example.o /sys/fs/bpf/prog
m CONFIG_DEBUG_INFO_BTF=yZih—=JLTEL & libbpfD T5—(22) MR RENDHH
A—KklEEhd
o bpftool prog list TidZ MR
o bpftool net attach xdp id 10 dev ethO
o bpftool net detach xdp dev ethQ
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https://github.com/xdp-project/xdp-tutorial/blob/master/basic01-xdp-pass/xdp_pass_user.c
https://patchwork.ozlabs.org/cover/1145981/

7 9 v a'— / 7_—\\ 9 v a'— @ BBSakuraNetworks

o FMith
o BCC
n FEHEI/OLGEAERZINTVT. ALTOYSLEESOTL
m A=V AETEDNTLNS
m FREEZEZATLELIELAHLIDTIEE
o iovisor/gobpf
m GOSETEMINI-BCCHTY/\—
m CQOZT(FEDLITIHADEFMEREZEBA THELNEAHLIDTER
o newtools/ebpf
m pure GOT, libbpfERIBDIEMTESSATSY)
m libbpfEH T, EfEsyscallZERTLTA—RLIzYT7H2yFLI=Y MapD A EEHLI=YT
=)
o BT FTHIXbpftool, Ff[XCHEEMSIibbpfEESHET. CTL—%FGoTEIREIE.
newtools/ebpf
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https://github.com/iovisor/bcc
https://github.com/iovisor/gobpf
https://github.com/newtools/ebpf
https://github.com/newtools/ebpf

/ \0'7- v I‘#"V 709: Y @ BBSakuraNetworks

o [EMNEZEETOT/NYT DI=HIZ XDPTUEEIN =/ ybEaX v TFrLIzKGYFET A A—RIL
MR BRNZEEL-Y BLIZYLTLESD T, tepdumpTILEBZELY

e ZZT. xdpcap(https://github.com/cloudflare/xdpcap) Z{F>

o HLLFULIEESE

e WiresharkTR%&, 7055 LDYA—2a—Fbhh>TEF

v - Frame 3: 100 bytes on wire (800 bits), 100 bytes captured (800 bits) on interface 3
v Interface id: 3 (XDPtx)

Interface name: XDPtx
Encapsulation type: Ethernet (1)
Arrival Time: Dec 20, 2019 21:55:35.178075896 JST
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https://github.com/cloudflare/xdpcap

@ BBSakuraNetworks

O—kfEER (XDP#R)
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EndIZE<D TENdE 7 DERZTLFT

\J_
A:https://qithub.com/takehaya/srv6-gtp/b
lob/teature/t m GTP4 D/src/srv6.c
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https://github.com/takehaya/srv6-gtp/blob/feature/t_m_GTP4_D/src/srv6.c
https://github.com/takehaya/srv6-gtp/blob/feature/t_m_GTP4_D/src/srv6.c

] I\\\ﬂg E" @ BBSakuraNetworks

SEC("xdp_prog")
int srv6_handler(struct xdp_md *xdp)

{

bpf_printk("srv6_handler start");
void *data = (void *)(long)xdp->data; } YD ETBEEREDHRA4A

void *data_end = (void *)(long)xdp->data_end;

struct
struct
struct
struct

struct

ethhdr *eth = data;

iphdr *iph = get_ipv4(xdp); AYTDIN—R
ipvéhdr *v6h = get_ipv6(xdp);

end_function *ef_table;

transit_behavior *tb;
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static inline struct ipv6hdr *get_ipv6(struct xdp_md *xdp)
{
void *data = (void *)(long)xdp->data; :||> /§’7"‘JI~0)§'E§E¢‘:3EJ-\=’%0)7|'54>9

void *data_end = (void *)(long)xdp->data_end;
struct ipvéhdr *v6h = data + sizeof(struct ethhdr); } ’\‘VQO)/\—Z

if (data + sizeof(struct ethhdr) > data_end) {
return NULL;

if (véh + 1 > data_end) {
return NULL,

return véh;

}:
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} else if (h_proto == bpf_htons(ETH_P_IPV6)) {
// use nexthop and exec to function or decap or encap
// checkSRv6
if (v6h->nexthdr == NEXTHDR_ROUTING) {
bpf_printk("match v6h->nexthdr == NEXTHDR_ROUTING)\n");
ef_table = bpf_map_lookup_elem(&function_table, &(v6h->daddr));
if (ef_table) {
bpf_printk("ef_table check %u",ef_table);
switch (ef_table->function) {
case SEG6_LOCAL_ACTION_END:
bpf_printk("run action_end\n");

return action_end(xdp);

@ BBSakuraNetworks

IPv6 T, nexthdrAA\NEXTHDR_ROUTING
T.SEG6_LOCAL_ACTION_END
M EE(Zaction_end()#E1T
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/* regular endpoint function */

static inline int action_end(struct xdp_md *xdp)

{
void *data = (void *)(long)xdp->data;
void *data_end = (void *)(long)xdp->data_end;
struct ipv6_sr_hdr *srhdr = get_and_validate_srh(xdp); } SR/\‘ySI“O)lﬁ—Z&W?é??—I“JQ
struct ipvéhdr *v6h = get_ipv6(xdp);
if (!srhdr || 'v6h) {
return XDP_PASS;
}
if (advance_nextseg(srhdr, &v6h->daddr, xdp)) { } SegmentO)/ﬁ—Z
return XDP_PASS;
}
return rewrite_nexthop(xdp); } /(’7“‘}[\%%@2&0 REDIRECT
}
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. I\\\ﬂg E‘E(RE D | RECTE L) ) @ BBSakuraNetworks

lookup_nexthop(xdp, &smac, &dmac, &ifindex); } bpf fib |OOkUpL—Cé

// bpf_printk("check_lookup_result\n");

if (check_lookup_result(&dmac)) {
bpf_printk("check_lookup_result match\n");
set_src_dst_mac(data, &smac, &dmac);

if (xdp->ingress_ifindex == ifindex) {
bpf_printk("select TX\n");
return XDP_TX;
}
bpf_printk("select bpf_redirect_map\n");
// todo: fix bpf_redirect_map

return bpf_redirect_map(&tx_port, ifindex, 0); } REDIRECT
}

// bpf_printk("select XDP PASS\n");
return XDP_PASS;
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struct in6_addr *src (struct in6_addr *)fib_params.ipv6_src;

struct in6_addr *dst

(struct in6_addr *)fib_params.ipv6_dst;

fib_params.family = AF_INET6;

fib_params.tos = 0;

fib_params.flowinfo = *(__be32 *)v6h & IPV6_FLOWINFO_MASK;

fib_params.l4_protocol = v6h->nexthdr; —_— > ~
fib_params.sport = 0; . h h\ E’J h\ fd\ L \
fib_params.dport 0,

fib_params.tot_len = bpf_ntohs(v6h->payload_len);

*src = v6h->saddr;
*dst = v6h->daddr;

fib_params.ifindex = xdp->ingress_ifindex;

rc = bpf_fib_lookup(xdp, &fib_params, sizeof(fib_params), BPF_FIB_LOOKUP_DIRECT | BPF_FIB_LOOKUP_OUTPUT);
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XDP® ﬁ%’t‘:g%?ﬁ\ﬁf:t:é @ Networks

o O—FRROIS—HHMYILY
reference to missing symbol# & &<H 5

o FOTLBA—RILDN—IVITEH>TIS—DEANEDHS

e bpf_trace_printkE R LI=1EIT TCA—FTELEL{L T
printk D 1T & (LB &% L V& BT Treference to missing symbollZ7: 3

e netnsAIMSbpffsEIIUFTELELNSEHFELDLLY

e bpf_fib_lookupBBIMZLEEIZREMNHMYIZLLY
v DlookupfE BENMEM D16 6 6
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ﬂ
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:ﬁaiiﬁ @XDPE&E] EO) Fﬂﬁ%d)ﬁ%% @ BBSakuraNetworks

e bpf: add bpf ct lookup {tcp.udp}() helpers
o conntrack tableMEEBMTELHKIITHYZES

e xdp: Introduce bulking for non-map XDP_REDIRECT Accepted
o bpf _redirect_ map®AHbpf redirectkYiEM o=, EMNELE S

XDP in tx path RFC

Introduce the BPF dispatcher Accepted

xdp flow: Flow offload to XDP RFC

virtio_net XDP offload RFC

Introduce XDP to ena
o EC2®MElastic Network Adapter® XDPxt it

e sfc: Add XDP support
o SolarflareMNICH XDPxtits



https://patchwork.ozlabs.org/patch/1226754/
https://patchwork.ozlabs.org/cover/1224273/
https://patchwork.ozlabs.org/cover/1215414/
https://patchwork.ozlabs.org/cover/1209302/
https://patchwork.ozlabs.org/cover/1179131/
https://patchwork.ozlabs.org/cover/1200912/
https://patchwork.ozlabs.org/cover/1197446/
https://patchwork.ozlabs.org/cover/1186645/

XD P%{E ) t % ' J: < E é é *—I— @ BBSakuraNetworks

Cilium BPF and XDP Reference Guide
Suricata eBPF and XDP
Linux Documantation/bpf

Linux samples/bpf
o RABEEFFSHA—RILDN—TavIZTEDHETRS
XDP Hands-On Tutorial
e BPF Features by Linux Kernel Version
o COBEEEDN—IavhnFEZS?EVEETIZRS
e Linux Observability with BPF(A) (sysdigD B A MZIEHREFRT HEEB T DY
O—KTE%)
® \yunazuno.log
o BARBTHRRIDHIEXREZIOITOITMNEVR S
e @IT Berkeley Packet Filter (BPF) AFH
o HEIFIFZANGEEDY)—RO—FERS, .o
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https://docs.cilium.io/en/latest/bpf/
https://suricata.readthedocs.io/en/latest/capture-hardware/ebpf-xdp.html
https://github.com/torvalds/linux/tree/master/Documentation/bpf
https://github.com/torvalds/linux/blob/v5.4/samples/bpf
https://github.com/xdp-project/xdp-tutorial
https://github.com/iovisor/bcc/blob/master/docs/kernel-versions.md
http://shop.oreilly.com/product/0636920242581.do
https://sysdig.com/resources/papers/linux-observability-with-bpf/
https://sysdig.com/resources/papers/linux-observability-with-bpf/
http://yunazuno.hatenablog.com/search?q=XDP
https://www.atmarkit.co.jp/ait/series/11804/

@ BBSakuraNetworks

EOF
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