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Aug 20, 2018 | Brad Smith - President
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It's clear that democracies around the world are under attack. Foreign entities are launching cyber strikes to .
disrupt elections and sow discord. Unfortunately, the internet has become an avenue for some governments ad'FS'SE natE LEMmMa |I
to steal and leak information, spread disinformation, and probe and potentially attempt to tamper with voting

systems. We saw this during the United States general election in 2016, last May during the French

presidential election, and now in a broadening way as Americans are preparing for the November midterm .
elections. office365-onedrive.com

Broadening cyberthreats to both U.S. political parties make clear that the tech sector will need to do more to
help protect the democratic process. Last week, Microsoft's Digital Crimes Unit (DCU) successfully executed a

court order to disrupt and transfer control of six internet domains created by a group widely associated with 2018&8 ﬁ 20 E

the Russian government and known as Strontium, or alternatively Fancy Bear or APT28. We have now used . N

this approach 12 times in two years to shut down 84 fake websites associated with this group. Attackers want 7/]/7 a \jj I\/A Etj a 7

their attacks to look as realistic as possible and they therefore create websites and URLs that look like sites . . .

their far.geted victims would expect to receive email from or visit. The sites involved in last week’s order fit this We are tak' ng new StepS a.g al nSt broadenlng thl’eatS tO dem OCI’acy

descrpton https://blogs.microsoft.com/on-the-issues/2018/08/20/we-are-taking-new-
We're concerned that these and other attempts pose security threats to a broadening array of groups steps_ag a| nst_ b roaden | ng _th reats 'tO'de m OCl’acy/
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

MICROSOFT CORPORATION, a
Weshington corporation Case: 1:19-cv-00716 (JURY-DEMAND)
Assigned To : Amy B. Jackson

Assign. Date : 3/14/2019

Description: TRO/PI

Plaintiff,
Y.

)
)
)
)
)
]
)
JOHN DOES 1-2 CONTROLLING A )
COMPUTER NETWORK AND THEREBY )  FILED UNDER SEAL PURSUANT TO
[NJURING PLAINTIFF AND ITS y LOCALRULES.I
)
)
)
)
)
)
)

CUSTOMERS

FILED
MAR 15 2019

Clerk, U.5. Dist mt Bankiuptey
S R Gourts for the District of Columbia

Defendants.

EX PARTE TEMPORARY RESTRAINING ORDER AND
ORDER TO SHOW CAUSE RE PRELIMINARY INJUNCTION

Plaintiff Microsoft Corp. (“Microsoft”) has filed & complaint for injunctive and other
relief pursuant to: (1) the Computer Fraud and Abuse Act (18 U.S.C. § 1030); (2) the Electronic
Communications Privacy Act (18 U.S.C. § 2701}, (3) the Lanham Act (15 U.S.C. §§ 1114(a)1),
1125(a), (c)); (4) the Anticybersquatting Consumer Protection Act (15 U.S.C. § 1125(d)); and (3)
the common law of trespass to chattels, unjust enrichment, conversion, intentional interference
with contractual relationships, and unfair competition. Microsoft has moved ex parte for an
emergency lemporary restraining order and an order to show cause why a preliminary injunction
should not be granted pursuant to Rule 65(b) of the Federal Rules of Civil Procedure, 15 U.S.C.

§ 1116(a) (the Lanham Act). and 28 U.S.C. § 1651(a) (the All-Writs Act).

FINDINGS OF FACT AND CONCLUSIONS OF LAW

Having reviewed the papers, declarations, exhibits, and memorandum filed in support of

9

Case: 1:19-cv-00716

https://noticeofpleadings.com/phosphorus/files/2019-03-
15%20ECF%20N0.%2011_TR0O%20and%200rder%20t0%20Show%20Cause%20Re%2
0P1%20(executed)%20-%20Microsoft%20v%20Does%2019-cv-00716-ABJ.pdf
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