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“Programming Protocol-Independent Packet Processors”

INTYRLIBIATSAVDESE
P4 Source Code R —oF—T )L, PHoas 1L

: P4%Target L TERITAIREGHZKIZa /()L
P4 Compller TargetBIZIRIEIN D

P4 Dataplane runtime [ZHELN/ Ny R E LR
Hardware: ASIC, NPU, FPGA | Software: CPU

Target (P4xditsDataplane)

—— oy

I

S @i Control-plane i

(protocol agents) |t

https://p4.org/ P4 Source Code 1 H !

Dataplane P4 %[t Dataplane
runtime ASIC, NPU, FPGA
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P4 llanguage and Related

= E2 /1§ (Spec document)

Specifications

https://p4.org/specs/

P4-16 => 7 I:I7 7\-/7 =] |:||:| &L’CO)&’I‘% P

The current release of the language is P4 4.

e \ersion 1.2.0 [ HTML | PDF ] (Oct 2019)
e Working draft [ HTML | PDF ]

P4-14 => L VEHE P
(357'-5':-6 B L,7b\-|j-7|_:_ I‘ L/—C L \fd:l' \*%%%:B& U ) The previous release of the language is P414.

e Version 1.0.5 [ PDF ] (Nov 2018)

P4, PSA
P4- 16 PSA p— > IJ 7 7 l/ > X 7 — #T 7 ; ’v The current release of the Portable Switch Architecture (PSA)
(Portable Switch Architecture) S
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https://p4.org/specs/

P4 EITIRIE (F—7 V)

P4 TERL=7 0T SLMNEMET HIRE (FY T -IT2aL—4—)

xX Tbps xxx Gbps xx Gbps X Gbps
MEEERE (RIL—T )
B P $ N
Barefoot (Intel) Xilinx, Intel Netronome (BMv2, eBPF)

B—F Y (FyT-T2al—5—)

Ethernet Switch SmartNIC Server VM/CT

HRaR1E - R BIRE

= ERE = ERE + HhER1E

TV I+—LFER

INTYRMLBOMBEEEOCERIEFEDLEREERE | IANOGAS@FLIR | 2020/01/24

(HREH)
Pa%Z P N-3RE A AR ER




P4 on ODM Ethernet Switch (Tofino)

BRRIGIN—FDITERDORYF

Original Device Manufacturer (ODM)

Barefoat Networks is pleased to work with leading ODM whitebox and britebox vendors to further disaggregate netwarking by
decoupling datapath intelligence from switch silicon. Please select one of the vendors to learn mare

Interface Masters
BOODEEOEE =~ Inventec

NETWORKS

Innovative Network Solutions

&somos  WINIC

Wistron NeWeb Corp.

https://barefootnetworks.com/partners/
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Interface Masters

lﬂaaﬂaanl K TECHNOLOGLES B

NETWORKS Innovative Network Solutions
Wedgel00BF-32X/65X Tahoe 2624

32/65 x QSFP28 ports 24 ports of 100G/40G QSFP28
& 20 ports of 25G/10G SFP 28
CPU Modules
Intel x86 Broadwell-DE Two Rear-Facing |/Os Supporting
Pentium D-1517 Powerful XEON-D Offload I/O

Xilinx Virtex UltraScale FPGA I/O

Memory (RAM)
4/8/16 GB SO-DIMM DDR4 Tahoe 2860
Storage 32 ports of QSFP28
32 GB M.2 SSD

Control plane processor options
x86 and Power PC
Data plane processors options
MIPS and Power PC

Edge-Core: https://www.edge-core.com/productsinfo.php?cls=1&cls2=180&cls3=181&id=335 | Interface Masters: https://interfacemasters.com/products/switch-appliances/
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https://interfacemasters.com/products/switch-appliances/

. NETCOPE

TECHNOLOGIES

(intel')

INTEL MAP

2x40G card by Intel. This SmartNIC features
Arria 10 FPGA connected as a "bump in the

PA on SmartNIC (FPGA/NPU)

NetFPGA-SUME Virtex-7 FPGA Development Board
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V / TECHNOL%
o /\ i R X IO O
- - ‘v = = ‘; - e ;’ :l'
. . ~
i "
. .
i

NFBROwERL Tl casunc I

2x100G card by Netcope. This datacenter-ready

wire".
2 NETRONGME
' B Agilio CX Agilio FX Agilio LX
|nte| PAC N3000 for Compute Nodes for Bare Metal Servers for Service Nodes
https://www.intel.com/content/www/us/en/programmable/products/boards_and_kits/dev-kits/altera/intel-fpga-pac-n3000/overview.html 1
E—— — Ot
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- P4 on CPU

https://github.com/p4lang/behavioral-model

README.md

P4 to eBPF compiler
BEHAVIORAL MODEL REPOSITORY https://github.com/p4lang/p4c/tree/master/backends/ebpf

build ' passing

This is the second version of the P4 software switch (aka behavioral model), nicknamed bmv2. It is meant to replace the

README.md

original version, p4c-behavioral, in the long run, although we do not have feature equivalence yet. Unlike p4c-behavioral, this
new version is static (i.e. we do not need to auto-generate new code and recompile every time a modification is done to the eB PF Backend
P4 program) and written in C++11. For information on why we decided to write a new version of the behavioral model,

please look at the FAQ below. The back-end accepts only P4_16 code written for the ebpf_model.p4 filter model. It generates C code that can be

afterwards compiled into eBPF (extended Berkeley Packet Filters https://en.wikipedia.org/wiki/Berkeley Packet_Filter) using
clang/llvm or bec (https://github.com/iovisor/bcc.git).

Stratu m TUtoria IS: Container Of BMVZ + Stratu m An older version of this compiler for compiling P4_14 is available at
htt DS ://g |t h u b .CO m/St rat u m/t uto I"I a I https://github.com/iovisor/bcc/tree/master/src/cc/frontends/p4

Identifiers starting with ebpf_ are reserved in P4 programs, including for structure field names.

Starting a Mininet topology of Stratum switches
This tutorial uses Docker. If it is not installed, follow these instructions to install it.
There is a Docker container with Mininet and the Stratum BMv2 switch preinstalled: opennetworking/mn-stratum

We can use the following command to start the container:

docker run --privileged --rm -it -p 50@01:50001 opennetworking/mn-stratum

docker
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https://github.com/p4lang/behavioral-model
https://github.com/stratum/tutorial
https://github.com/p4lang/p4c/tree/master/backends/ebpf

- P4 on CPU

https://github.com/p4lang/behavioral-model

README.md

P4 to eBPF compiler

BEHAVIORAL MODEL REPOSITORY https://github.com/p4lang/p4c/tree/master/backends/ebpf

build ' passing

This is the second version of the P4 software switch (aka behavioral model), nicknamed bmv2. |
original version, p4c-behavioral, in the long run, although we do not have feature equivalence yet. Unlike p4c-behavioral, this

README.md

eant to replace the

new version is static (i.e. we do not
P4 program) and written in C++11. |

please look at the FAQ below. erates C code that can be

\§ : ) )
E w 9 #‘ ‘y I /wiki/Berkeley_Packet_Filter) using
Stratum L

& BMv2 (behavioral-model) : )77 > X

Starting a Mini
This tutorial uses Docker. If it is not installed, follow these instructions to install it.
There is a Docker container with Mininet and the Stratum BMv2 switch preinstalled: opennetworking/mn-stratum

We can use the following command to start the container:

docker run --privileged --rm -it -p 50@01:50001 opennetworking/mn-stratum

docker
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https://github.com/p4lang/behavioral-model
https://github.com/stratum/tutorial
https://github.com/p4lang/p4c/tree/master/backends/ebpf

BMv2 + pdc L= P4 BA&
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https://github.com/p4lang H®DA2—45 v : BMv2 (behavioral-model

Pull requests Issues Marketplace Explore

P4 %ty Software Switch (> JLCLIfTE)

PAFa—RITIL&BUTIL
(P4 source code, Protocol agent ...)

p4language

P4 INA(T

E] Repositories 31 People 204 eams 6 Projects

Pinned repositories

behavioral-model tutorials p4c
The reference P4 software switch P4 language tutorials P4_16 prototype compiler
@c++ W195 ¥180 @ Python  W414  ¥378 @c++ W26 ¥Yie2

PAYTIrYTTEE | EIR-ETFIEBHOTIL
https://www.slideshare.net/kentaroebisawa/how-to-run-p4-bmv?
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https://github.com/p4lang

P4 Source Code %z using "p4srv6"

mE /Ny LR )
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GTP-U Echo <> SRv6 Z i lLIH '
T.M.GTP4.D [SRH][IPVE] [T.M.GTP4.E:

. >
[GTP][UDP][IPv4] | End -~ [GTPI[UDP][IPV4]

[HOST#lw ] (SRCI-;W] r_b (SRCI-;W] ] (HOST#ZJ
J( | # ) L) B J( L

[GTP][UDP][IPv4] [SRH][IPV6] [GTP][UDP][IPv4]

A B [ T.M.GTP4.E %=/l (P4 Source Code) Zf#55

(fHEREH)
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GTP-U Echo <& SRve Z#i)L—)L

GTP IPv4 Addr <> SRv6 Segment ID & Src Address

4= T.M.GTPA4.E

IPv4 SA <\

IPv4 DA

UDP

GTP-U

Destination Segment ID (Last Destination IPv6 Addr)

(%) 127
LR T P Fro----- il -mmmm - m - +

| SRGW-IPv6-LOC-FUNC | |Args .Mob.Session|@ Padded |

127

fmmmmmmmmmmmememmeaaaa- fmmmmm - fmmmmmmmmmmmeememmeeae—aa- +
|IPv4 SA | any bit pattern(ignored) |
fmmmmmmmmmmmemmmeeaaa- fmmmmm - fmmmmmmmmmmmmememmmeae—aa- +
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GTP-U Header <> SRv6 Segment ID (Args.Mob.Session)

%) 1 2 3

012345678901 23456789012345678901
T N S S R R N S A A R AR
Ver |P|R|E|S|N| Message Type | Length
T N S A S A S S R R A S A A R AR S

Echo Request/Response M

Tunnel Endpoint Identifier TEID==0 (7= . Seq & 01E
Lk T T T e e e e e e S h ok ok T DT T T N AEP S S S
Sequence Number | N-PDU Number | Next-Ext-Hdr
T T T T S S B e e i Ik ok "ok T "ot Tl SR U S SIS St S S S &

T.M.GTPA4.E
0 1 2 3
©123457890123456789012345678901

+-+-+-+-+-+-+Nct-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| QFI |IR|U Sequence Number | Pad |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Pad(cont') |
+-+-+-+-+-+-+-+-+

Args.Mob.Session format for Echo Request, Echo Reply and Error Indication

INTYRMLEBOMBEEPERIEFEDLEREER | JANOGAS@FLIR | 2020/01/24 (F )
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GTP-U Message Type & SRH Tag Field M5 T3a—F

IPv6
Header

IPv6

Extension ——>

0 1 2 3

0123456789 01234566785%01234567889701

i e e s L s S e e Y :

| Next Hesader | Hdr Ext Len | Routing Type Segments Left | ROUtlng Type
+-F+—+-+-F+-F+-+-+-+-+-+-F+-+-+-+-+-+-+-+-+-+ —4- -+ e (Segment Routing)
| Last Entry | Flags | f

R st L e o e bttt Seﬁments Left

Index to the next segment in the
Segment List

Segment List[0] (128 bits IPvé address)

| |
| |
| |
| |
e T e A S s S T e S o o S SRR
| |
|

Header | Decremented on Endpoint node
* Lagg Entry
Pay Bit0[B0]: End Marker g 1 2 3 456 7 8 9 é 1 2 3 4 5 6
Bit 1 [B1]: Error Indication
R il R S A

Bit 2 [B2]:

RaRa et LR R T R T

~+--+--F+--+--+
Echo Request |

Reserved |B3|B2|B1|B9|

Bit 3 [B3]: Echo Reply ol (128
+--+--+--+--+--+--+--+--+--+--4+--+--+--+--+--+--+
J|r-+-+-—-—-+-+-+-+-+-—-—-+-+-+-+-+-—-—-+-+-+-+-—-—-+-+-+-+-+-—-—-Jr SERTTTETTT OT UTE PdUuT (SEBTITETTT
/] // List [0] contains the last segment)
Iy Optional Type Length Value cbjects (variable) /i
I !
R e s T e e L e s e =

Reference: draft-ietf-6man-segment-routing-header

. e s . o - (FHEEH)
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p4srv6 ... SRv6 ) P4 EX

O Pull requests Issues Marketplace Explore A+~ £~

Debiken / pdsrvé Ounmatch= | 7| [ Hser | 33| [ Pronc | 5 https://github.com/ebiken/p4srv6

<> Code Issues 1 Pull requests 0 Actions Projects 0 Wiki Security Insights Settings
Proto-typing SRv6 functions with P4 lang. FE R 4
srv6-functions p4 palang segment-routing  Manage topics
D 39 commits ¥ 4 branches 3 0 packages © 1release 42 1 contributor p4er6 ees protO'typlng SRV6 functlons Wlth P4 Ia ng.

Branch: master~ | New pull request Create new file  Upload files | Find© Old P4-14 version is moved under p4-14 for archival purpose.

B cbiken Add Makefile to compile P4 code Latest con The objective of this project is to implement SRv6 functions still under discussion using P4 Lang to make running code
available for testing and demo. To support SRv6 functions with routing tables and topology requiring vlans etc, we plan to

B demo Add L2Fwd demo . . . . .
expand this code to include basic layer 2/3 switch features required to test SRv6 as well.

i p4-14 P4-14: move demo under p4-14

- fix length in End M GTPAE, TM.GTP4.D This project was started as part of SRv6 Mobile User Plane POC conducted in SRv6 consortium. Thus current priority is
functions from Mobile Uplane draft. But planning to expand to general SRv6 Network Programming functions for Edge

B tools Add all SRv6 func for IPv6-GTP-Interworking demo .
Computing and Data Center use cases.

B .gitignore Editorial fix: HowTo-SRveMabileUplane-dropin.md

» ) Please raise issue with use case description if you want to any SRv6 functions not implemented yet.

[Z) LICENSE Initial commit

B Makefile Add Makefile to compile P4 code Note that this is still in very early development (alpha phase) and we expect pipeline structures including tables attributes

B README.md Update implementation schedlule. and indirections would change while adding more features.

== R P4 Target and Architecture

. . . This is written for vimodel architecture and confirmed to run on BMv2.
p4srvé6 ... proto-typing SRv6 functions with P4 lang.
| 'am trying to make as most code common among different architectures as possible.
Following Target Architectures are in my mind. Any contribution is more than welcome. :)
e vimodel : vimodel.p4 (Supported)
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https://github.com/ebiken/p4srv6

p4srv6 771 JLIE R

edemo=>TEPH T IILa—F&FFa AR

* p4src => P4 Source Code AR
* headers.p4 ... N3 EEH
e parser.p4 ... /\—H—
* srv6.p4 ... SRv6 BB DI—F
e switch.p4 ... R4/ YFE{K

e tools => SERIRIZTEER V1) T~
e Makefile ... AN JLZFREEZ9 5 make file
s README.md ... README!!
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p4srv6 771 JLIE R

* p4src => P4 Source Code AR
* headers.p4 ... N3 EEH
e parser.p4 ... /\—H—
* srv6.p4 ... SRv6 BB DI—F
e switch.p4 ... R4/ YFE{K

&)
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PA R ATV

INATIAVEREEH(T—XTIFvER)
O kA—)LDEZE (control)
INIT— /0)% % (package)

o y — s L SILE e e
INATTAVERET & AL

/ﬁ—"j‘—iﬁ
To2avRyFT—IILEE

\v7

. .o pdc MZEST: p4c -b <target> <p4 source code> -0 <output>
-1/ \/r)l/ {5 : p4c -b bmv2 p4src/switch.p4 -o switch.bmv2.json
N Z
'

(REAA—D1— R L —LAR—ZXERK)
=17 BMv2 {EEf
CLI #28) = T—JILERE

(fHEREH)
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INMTIAERERE (T—FTI/FVER)

e JOSSTII)LETD

P4 ALY F - T—XTIF¥

/] (control, parser, deparser)

e control => Match Action Table, Checksum Computation Block etc.
* parser ... NS BEHT

o deparser ... NUA H A (BEE) |- = el
e AF—DTI—ATEE i | IR
« 78y D]IEZ (package)

« R—IT vy

e Buffer/Queue, Has

=]

A D#EHE (extern)

n/Checksum Algorithm, resubmit/recirculate, clone etc.

CRDEEEDHT T ﬂewﬂ"]

INTYRMLEBOMBEEPERIEFEDLEREER | JANOGAS@FLIR | 2020/01/24
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INMTIAEWRERE (T—FTIFvER)

P4 Switch Architecture

-

.

package

~

Interface
control control control
parser Match Action » """ Match Action * Compute [ deparser
Table Table Checksum
\ i /

/

[

/

logging

Y
- -

/
L]

externs
/

~N
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INMTIAERERE (T—FTI/FVER)

7T—XTOFNYEERIFTAIL

https://github.com/p4lang/p4c/blob/master/p4include/
vimodel.p4 psa.pd

package V1Switch<H, M»(Parser<H, M> p, package IngressPipeline<IH, IM, MM, CI2EM, RESUBM, RECIRCM:(
VerifyChecksum<H, M> wr, IngressParser<IH, IM, RESUBM, RECIRCM» ip,
Ingress<H, M»> ig, Ingress<IH, IM»> ig,

Egress<H, M> eg, IngressDeparser<IH, IM, CIZEM, RESUBM, NM> id);

Computelhecksum<H, M» ck,
Deparser<H> dep

: package EgressPipeline<EH, EM, NM, CIZEM, CEZEM, RECIRCM>(

EgressParser<EH, EM, MM, CIZEM, CEZ2EM> ep,

Egress<EH, EM> eg,
. EgressDeparser<EH, EM, CE2EM, RECIRCM:> ed);

p4srve TIZ "vimodel" 7&1{“—'1 nackage PSA_Switch<IH, IM, EH, EM, MM, CI2EM, CE2EM, RESUBM, RECIRCM> (

IngressPipeline<IH, IM, MM, CIZEM, RESUBM, RECIRCM»> ingress,

PacketReplicationEngine pre,
EgressPipeline<EH, EM, MM, CI2EM, CE2EM, RECIRCM» egress,

BufferingQueueingEngine bge);

INTYRMLEBOMBEEPERIEFEDLEREER | JANOGAS@FLIR | 2020/01/24 (F )
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https://github.com/p4lang/p4c/blob/master/p4include/

INAT A2 REEEL

ndsrv6 Pipeline (p4srv6/p4src/switch.p4)

Architecture: vimodel.p4

SwitchParser()

SwitchParser(
packet_in pkt,
out Header hdr,
inout UserMetadata user_md,
inout standard_metadata_t st_md)

state start {
transition parse_ethernet;

} N

[

SwitchVerifyChecksum()

SwitchVerifyChecksum(
inout Header hdr,
inout UserMetadata user_md)

< REEL >

vimodel.p4 ... p4-14 compatible pipeline

\ 4

N\

A—HRYMANYE DEEFT M CELR
(A= YrERDANYE (FEL)

I hBarka—)L7ayy
(INTYRANY T RPOART—R D)

o

SwitchIngress()

Switchlngress(
inout Header hdr,
inout UserMetadata user_md,
inout standard_metadata_t st_md)

table local_mac;
PortFwd() port_fwd;
SRv6() srv6;
L2Fwd(1024) 12fwd;

package V1Switch<H, M>(

Parser<H, M> p,
VerifyChecksum<H, M> vr,
Ingress<H, M> ig,

Egress<H, M> eg,
ComputeChecksum<H, M> ck,
Deparser<H> dep);

>> p4srv6e/pdsrc/switch.p4

#include <core.p4>

#include <vlmodel.p4>

SwitchEgress()

SwitchComputeChecksum()

SwitchEgress(
inout Header hdr,

inout UserMetadata user_md,
inout standard_metadata_t st_md)

< RERL >

SwitchComputeChecksum(
inout Header hdr,
inout UserMetadata user_md)

L

https://github.com/p4lang/p4c/blob/master/p4include/core.p4

https://github.com/p4lang/p4c/blob/master/p4include/vlimodel.p4

Fxvo Y LETE
E A Control Block

p4srv6 (P4-16) design document | 2019/12/05 rev2.1

SwitchDeparser()

SwitchDeparser(
packet_out pkt,
in Header hdr)

pkt.emit(hdr.ether);
pkt.emit(hdr.ipv6);
pkt.emit(hdr.srh);
pkt.emit(hdr.srh_sid);
pkt.emit(hdr.ipv4);
pkt.emit(hdr.icmp);
pkt.emit(hdr.tcp);
pkt.emit(hdr.udp);
pkt.emit(hdr.gtpu);
pkt.emit(hdr.inner_ether);
pkt.emit(hdr.inner_ipv6);
pkt.emit(hdr.inner_ipv4);
pkt.emit(hdr.inner_tcp);
pkt.emit(hdr.inner_udp);

(fHEREH)
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https://github.com/p4lang/p4c/blob/master/p4include/core.p4
https://github.com/p4lang/p4c/blob/master/p4include/v1model.p4

avkO—)LOELE

O hA— )LD EFE ()

control CONTROL(INTERFACE) {
CONTROL_INSTANCES
action ACTION { }
table TABLE {

key = { }

} actions = { ACTIONs } :I:E.b\%ﬁﬂ%ﬁ
apply { (E—"Hﬁﬂ (i&‘ig)

EXTERN();
CONTROL_INSTANCES.apply()
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NS EZ (headers.p4)

typedef bit<48» EthernstAddress; neader Ethernet_h {

typedef bit<32» IPvaAddress; %7'““[/}0)6“/"5&%% EthernetAddress dstAddr;

typedef bit<l2&> IPvBAddre=zs; .
ypedet 51 EEs Ethernstiddress srcAddr;

Ethern=etType etherType;
typedef bit<l6> EthernstType; ¥P ¥PE;

const EthernetType ETH_P_IPV4 = low@xB380; }
const EthermetType ETH P_ARP = 16w@x0586;
const EthermetType ETH_P_VLAN = lew@xElee; header IPvd h {

const EthernetType ETH_P_IPVE 1ew@x86dd;

bit<4> wversion;

_ _ _ bit<4» ihl;
ff https:/fww.iana.org/assignments/protocol-numbers/protocol-numbers . xhtml

typedef bit<8»> IPProtocol; bit<8> diffserv;

const IPProtocol IPPROTO_HOPOPT = @; // IPv6 Hop-by-Hop Option bit<l6> totallen;
const IPProtocol IPPROTO_ICHMP = 1; bit<le» identification;
const IPProtocel IPPROTO IPV4 = 4; bit<3» flags;

const IPProtocol IPPROTO_TCP

1]
(s3]
[t

bit<13> frag0ffset;

const IPProtocol IPPROTO_UDP 17; .
bit<8» ttl1;
const IPProtoccl IPPROTO_IPVE = 41;

const IPProtocol IPPROTO ROUTE = 43; // Routing Header for IPvE IPProtocol protocol;

const IPProtocol IPPROTO_FRAG = 44; // Fragment Header for IPvE bit<16> hdrChecksum;
const IPProtocol IPPROTO_GRE = 47; IPvdaddress srchddr;
const IPProtocol IPPROTO_ICHMPvE = 58; // ICMP for IPV6 IPvaaddress dstAddr;

const IPProtocol IPPROTO_NOMXT = 59; // Mo Mext Header for IPwéE
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NS EZ (headers.p4)

typedef bit<48> EthernetAddress;

neader IPv4 h {
1> bit<4r
—

3.1. Internet Header Format

version;

A summary of the contents of the i bit<4y ihl:

3 | > bit<8> diffserv;

01234 678901 - ST e
i e T bit<16> totallen;
|Version| IHL ' Total Length | . o e s .
tt—t—t—t—t—t—t—t—t bttt =ttt —F—t—F—F—F—F—F—F—F—+—+—+ bit<16> identification;
| Identification |Flags| Fragment Offset |
t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—p—t—t—t—t =t —t—F =t —t—F—+—+—+
| Time to Live | Protocol | Header Checksum |
t—t—t—t—t— bt —t— bbb —t—t— bt —t—t b b —t—t —t—p b~~~ —t—+—+
| Source Address |
e e St S S Rt Sl S T S
+
+

bit<3»> flags;
bit<13> frag0ffset;
bit<8» ttl;

Destination Address
—t—t—t—t—t—t—t—t—t——t———t——t——t—t——+
Options
I o B L L S e e o L e e e )

IPProtocol protocol;

bit<16> hdrChecksum;

IPvdAddress srchAddr;
Example Internet Datagram Header
IPvd4Address dstAddr;
Figure 4.

COMET IFrTOLOCULl IFTrmoiag WuniAT — FFy 14 Wo WoxAT oot o Irao }
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/f GTP User Data Messages (GTPvl)
F4 3GPP TS 29.866 V15.3.8 (2818-12) “"Table 1: Messages in GTP"
typedef bit<8» GTPv1Type;

const GTPv1Type GTPV1_ECHO 1; // Echo Reguest

const GTPv1Type GTPV1_ECHORES

2; // Echo Response

neader IPvE_h { header SRH_h {
. const GTPvlType GTPV1_ERROR = 26; // Error Indication
bit<4> version; bit<8> nextHdr;
const GTPvlType GTPV1_END = 254; // End Marker
bit<8> trafficClass; bit<8> hdrExtlen; const GTPv1Type GTPVI GPDU = 255; // G-PDU
bit<2@> flowlLabel; bit<8> routingType;
bit<lG» FlEI'_',f].EIEIdLEﬂj bit<8» E-EEI'I'I'EFItELE‘Ft,' J¢ 3GPP TS 29.866 V15.3.8 (2818-12) "6 GTP Header”
bit<8> nextHdr; bit<8» lastEntry; header GTPU_h {
) .. , bit<3> wversion; £/ Version field: always 1 for GTPw1
bit<8> hoplLimit; bit<8> flags;
. bit<l» pt; ff Protocol Type (PT): GTP{1), GTP'(@)
IPvEAddress srchAddr; bit<12> tag; bit<l> reserved; /7 always zero (@)
IPvbAddress dstAddr; bit<4> gtpMessageType; . bit<1l> e; /1 Extension Header flag (E)
+ } bit<l> s; // Sequence number flag (S5): not present(@), present(l)}
bit<l> pn; /4 N-PDU Mumber flag (PMN)

header SRH_Segmentlist h { CTPvIType messageType;

. . bit<16> messagelen;
bit<128> =id; , . . .
bit<32> teid; £/ Tunnel endpoint id
h S/ TODO: support case with no opticon field (e,s,pn are all zero)

/iy

// header GTPU_OPTION_h {
bit<16> seq; // Sequence Number
bit<8> npdu; /4 N-PDU number

bit<8» nextExtHdr; // Mext Extention Header Type
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PARRRATYT

IN—H—DEZE (pdsrc/parser.pl)

state parse ipv4 {
pkt.extract(hdr.ipv4);

parser SwitchParser(

packet_in pkt, transition select(hdr.ipv4.protocol) {

IPPROTO TCP : parse_tcp;
IPPROTO _UDP : parse udp;

out Header hdr,

inout UserMetadata user md,

inout standard metadata t st md) default : accept;
. ¥

state start {

transition parse_ethernet; -

/ -
state parse ethernet { @

pkt.extract(hdr.ether);

transition select(hdr.ether.etherType
ETH P _TPV4 : parse ipvé;
ETH P_IPV6 : parse _1ipvé6;
//ETH_P_ARP : parse_arp;
//ETH P VLAN : parse vlan;

state parse ipve {
pkt.extract(hdr.ipve);
transition select(hdr.ipv6.nextHdr) {
IPPROTO TCP : parse_ tcp;

<::> IPPROTO _UDP : parse_udp;
IPPROTO ROUTE : parse srh;

IPPROTO _IPV4 : parse_inner_1ipvd;

IPPROTO _IPV6 : parse_inner_ipveé;

default : accept; default : accept;
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PABRIEATYD

T7,3> NDELEE End.M.GTP4.E (srv6.p4d)

action end m gtp4 e() {

f’ hdr.ether.etherType = ETH_P_IPV4;
hdr.ipv4.setValid();
hdr.ipv4.version = 4w4;

< hdr.ipv4.ihl = 4w5;

hdr.ipv4.diffserv

8wo;
IPv4

hdr.ipv4.totalLen = hdr.ipv6.payloadLen - 16w8 - (bit<16>)hdr.srh.hdrExtLen*8 + 16w40;

hdr.ipv4.identification = 16w0;

hdr.ipv4.flags = 3w0; 4= T.M.GTP4.E
. Destination Segment ID (Last Destination IPv6 Addr)
—_ . r

hdr.ipv4.fragOffset = 13w0; IPv4 SA ‘\ ° 127

hdr.ipv4.ttl = hdr.ipv6.hoplLimit; S N Hommmmmmmmmmm e Hommmmmm o +
IPv4 DA | SRGW-IPv6-LOC-FUNC | |Args.Mob.Session|@ Padded |

hdr.ipv4.protocol = IPPROTO_UDP; Fo-mmmmmmmmmmmm oo +------- Fo--mmmmmmmmm e t--------- +

a b c
// IPv4 header checksum will be calculated later. UDP
r IPv6 Addr

hdr.ipv4.srcAddr = hdr.ipv6.srcAddr[63:32]; Source 6 Address 127

GTP-U e P S e +
\_ hdr.ipv4.dstAddr = hdr.ipv6.dstAddr[95:64]; . . .

(HREH)
Pa%ZFLN-RE A AR
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T3 NDELEE End.M.GTP4.E (srv6.p4)

<('hdr‘
hdr

UDP

GTP

hdr
hdr

Y4

hdr

k hdr

hdr.
hdr.
hdr.
hdr.
hdr.
hdr.
.gtpu.pn = 1wo;

// ECHO(tag=4, gtpType=1), ECHORES(tag=8, gtpType=2)

. end m gtpd e ...

.udp.setValid();

.udp.srcPort = UDP_PORT GTPC; // 16w2123

.udp.dstPort = UDP_PORT _GTPC; // 16w2123

.udp.length = hdr.ipv6.payloadLen + 16w20 -16w40; // Payload + UDP(8) + GTP(12)

gtpu.setValid(); 1

1 2 3 45 6 7 8 9 0 1 2 3 4 5 6
L LEE PR R PR TR ST SR LT ERE EEL PR TEL T TEL TET 5

Reserved |B3|B2|B1|BO|
-+--F+--F--F--F--F--F--F--F--F--F--F--F--+--+--+

(%]

gtpu.version = 3wl; 0
+_

gtpu.pt = 1wl; |
+_

gtpu.reserved = 1w0;

gtpu.e = 1w@; // No Extention Header
Bit 0 [BO]: End Marker
gtpu.s = 1wl; // YES Sequence number Bit 1 [B1]: Error Indication
Bit 2 [B2]: Echo Request
Bit 3 [B3]: Echo Reply

.gtpu.messageType = (bit<8>)(hdr.srh.tag / 4);
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T3 NDELEE End.M.GTP4.E (srv6.p4)
end m_gtp4d e

// IPv6 Payload length - length of extention headers + GTP optional headers(4)
hdr.gtpu.messagelLen = hdr.ipv6.payloadLen - 16w8 - (bit<16>)hdr.srh.hdrExtLen*8 + 1l6w4;
hdr.gtpu.teid = 32w0;

GTP hdr.gtpu.seq = hdr.ipv6.dstAddr[55:40];

hdr.gtpu.npdu = 8w0; o 1 2 3
©1234567890123456789012345678901
k hdr. gtpu .nextExtHdr = 8wo: e et T T B e . ok Tk T st 1t ok EF S T A S B S S S
? | ver |P|R|E|S|N| Message Type | Length |

F-t-d-F-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-F-F-+-+-+-+-+

// remove IPv6/SRH headers | Tunnel Endpoint Identifier

| Echo Request/Response @
B e el S h s s el s s sl s el s s ek s L SR TR R SRR S A T
{ r‘emove_sr‘h_header‘(); | Sequence Number | N-PDU Number | Next-Ext-Hdr |

s T S e et S e o e N kit EF IE S S S 5

hdr.ipv6.setInvalid(); T.M.GTP4.E
(4] 1 2 3
012345 7890123456789012345678901
_ T.M.GTP4.E o e e el T b sk st st S B EE L EE TS EE R LR S EE B e EE e B S e
. . . . | QFI [RJU Sequence Number | Pad [
IPv4 SA Destination Segment ID (Last Destination IPv6 Addr) oo e o e o e b bbb bbb oot
%] 127 | Pad(cont') |
e L L Fommmmm Fommmmmm e m e L + +-+-+-+-+-+-+-+-+
IPv4 DA | SRGW-IPv6-LOC-FUNC | |Args.Mob.Session|@ Padded |
UDP
GTP-U 1
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PABRIEATYD

I YVFT— )LD ELEE (srv6.p4l)

table srve_end { // localsid

key = {

hdr.ipv6.dstAddr : ternary; - Current SID = ?E?E|PV67|\ LAX[IZ 7‘/9:
} ¢ AN ~ ~ N
actions = { JE*REI ﬁEtﬂ~77~/3/®UZI‘

@defaultonly NoAction;
// SRv6 Network Program : draft-filsfils-spring-srv6-network-programming
end; // End
// SRv6 Mobile Userplane : draft-ietf-dmm-srv6-mobile-uplane
end_m_gtp4_e; // End.M.GTP4.E
// Proxy Functions : draft-xuclad-spring-sr-service-programming
end _am;
}

const default action = NoAction;

I]
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SRv6() Control D EIE

control SRvé6(
inout Header hdr,
inout UserMetadata user _md,
in PortId t in_port,
inout PortId_t egress port) {

action end m_gtpd e() { - action @E%
table srvé6_end { // localsid - table MEFE ( match + action )
apply {

if(srv6e_end.apply().hit) { - table 0)5'%,’{?

(fHEREH)
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SRv6() Control D EEIE

control SRv6( apply{
if (hdr.srh.isvalid()) {

inout Header hdr
’ srv6e_set_nextsid.apply();

inout UserMetadata user md, )

in PortId t in_port, if (hdr.ipve.isvalid()) {

inout PortId t egress port) { if(!Isrve_end iif.apply().hit) {
—p if(srve_end.apply().hit) {

/ // draft-murakami-dmm-user-plane-message-encoding
f

it (user _md.srve.gtp message type == 1) { // TODO:

===
table SrV6—end O)%TT set gtpu type(GTPV1_END);
(HlTL,T:b action end_m_gtp4_e 0)%‘/[_[) } else if (user_md.srv6.gtp message type == 2) {

set gtpu type(GTPV1 ERROR);

/ <€ } else if (user_md.srvé.gtp message type == 4) {
set gtpu type(GTPV1 ECHO);

parser —Gt‘y I\é;h,f: gtp_message_type } else if (user md.srve.gtp message type == 8) {
0)1@(:”&7\ Li'—CGTP-U Type 0)1@%_&“}'\ } set_gtpu type(GTPV1 _ECHORES);
\
} else {

srve_transit ve.apply();
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avkO—)LOELE

2 FO—)LDFEFE (switch.pd) G0l

control SwitchIngress(
inout Header hdr,
inout UserMetadata user_md,
inout standard metadata t st md) {
// Instantiate controlls

PortFwd() port fwd;

SRvV6() srvé;

action ACTION { }
table TABLE {

key = { }

actions = { ACTIONs }
}
apply {

CONTROL_INSTANCES.apply()

- ZF& control DAV RAV AL EXTERN() ;

L2Fwd(1024) 12fwd;
action local mac_hit() { // L3/HostiLiZ

}
table local mac {

key = { hdr.ether.dstAddr : exact; }
actions = {

NoAction; local mac_hit();

}

-

. cont ...
apply {
mark_to_drop(st_md);
port_fwd.apply(st _md.ingress port, st _md.egress spec);
srv6.apply(hdr, user_md, st_md.ingress_port, st_md.egress_spec);

12fwd.apply(hdr.ether.dstAddr, user md.ig md, st md.egress spec);

} 2+

const default action = NoAction;

2Z-3& control ZE1T

} Ny MLEOBERECEEIEFEADLLEERE | JANOGAS@FLIR | 2020/01/24 (REEH)
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\

I\ — D EE (switch.pd)

V1iSwitch(SwitchParser(),
//SwitchVerifyChecksum(),
NoSwitchVerifyChecksum(),

SwitchIngress(),
SwitchEgress(),
SwitchComputeChecksum(),

SwitchDeparser()) main;

(fHEREH)
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pdsrve BI{EH T IL

GTP-U <=> SRv6 Z= i

(fHEREH)
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GTP-U <=> SRv6 Z it
demol : How To run SRv6 Mobile Uplane POC (drop in replacement of GTP)

https://github.com/ebiken/p4srv6/blob/ietf106/demo/srv6/demol-SRv6MobileUplane-dropin.md

diagram

For simplisity, PortFwd table is used to forward packets instead of L2/L3 forwarding tables.

GTP to SRv6 with TM.Tmap & End.M.GTP4.E (with SRH)

o Joatll o | [ ) [ v Jareml )

a!|t11I |#13 #14' I#lz
vtapll vtapld vtapl4d vtapl2

GTP Tunnel B . ® ® End.M.GTP4.E
{Linux Kernel) (BMIv2)

[ICMP][IPv4] => [ICMP][IPv4][GTP][UDP][IPv4] => (SRv6 with SRH) [ICMP][IPv4][GTP][UDP][IPv4] => [ICMP][IPv4] =>
[ICMP][IPv4][SRH][IPv6] =>

GTP Tunnel

{Linux Kernel)
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https://github.com/ebiken/p4srv6/blob/ietf106/demo/srv6/demo1-SRv6MobileUplane-dropin.md

BMv2 & pdc DA AR—I)L

Install p4c and behavior-model (BMv2)
You can use convenient script install-pd4dev-pdruntime.sh written by Andy Fingerhut to install p4c and bmv2.

See original page README-install-troubleshooting.md for the most updated informaiton.

$ git clone https://github.com/jafingerhut/p4-guide.git
$ cd pd-guide/bin/

~/pd-guide/bin$ ./install-pddev-pdruntime.sh
~/pd-guide/bin$ cat pdsetup.bash >> ~/.bashrc
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a2 N1)L

Clone and Build p4srv6

$ git clone https://github.com/ebiken/p4srve.git

$ cd p4srveé

~/pdsrve$ git checkout ve.e1l

~/pdsrve$ pdc --target bmv2 --arch vimodel pdsrc/switch.p4
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REA I Z—D 11— R 32— LAR—XERK

~/pdsrve/demo/srve$ sudo ./ns-hosts-srve-demol.sh -c

// hostl

Usage: ./ns-hosts-srve-demol.sh -{c|d} (c: create, d:delete)

run ip netns add hostl tne/veth:
hostl, vethl:172.20.0.1/24, fdel::1/64
host2, veth2:172.20.0.2/24, fdel::2/64
vtap:

# Create Ve‘th and Vtap vtapl, vtap2, vtapll, vtapl2, vtapl3, vtapl4d

Create 2 netns with tap interface visible to default ns as vtapl, vtap2.

run ip link add vethl type veth peer name vtapl

ns:hostl ns:host2
Hmmmm - +  Ammmmm- + vethl:172.20.0.1/24
| vethl | | veth2 |

run ip link set vethl netns hostl T e TEELIIRAN G

vtapl vtap2

vtapll,12,13,14 will be also created to link between switch ports.

# Set IP address
run ip netns exec hostl ip addr add 172.20.0.1/24 dev vethl
run ip netns exec hostl ip -6 addr add fdol::1/64 dev vethl
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BMv2 & CLI #28) = T—JILEETE

~/p4srv6e$ sudo simple switch switch.json -i 1l@vtapl -i 2@vtap2 -i 11@vtapll -i 12@vtapl2 -i 13@vtapl3 -i 1l4@vtapl4d --nanolog ¥

ipc:///tmp/bm-0-log.ipc --log-console -L debug --notifications-addr ¥
ipc:///tmp/bmv2-0-notifications.ipc

$ runtime_CLI.py

table_add portfwd set _egress port 1 => 11
table_add portfwd set_egress port 11 => 1
table _add portfwd set egress port 12 => 13
table _add portfwd set egress port 13 => 12
table _add portfwd set_egress port 14 => 2
table_add portfwd set egress port 2 => 14

$ runtime CLI.py

table _add srvé6 _transit udp t m tmap _sidl 2152 => Oxfc345678 Oxfd000000000000000000000000000001 OxTd010100000000000000000000000001
table_add srvé6 _end end 0xfd9101000000000000000000000000018&_&&OXFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF => 100

table _add srv6_end end_m_gtp4 e 0xfc34567800000000000000000000000088&&OXFFFFFFFF000000000000000000000000 => 100
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