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A Network TAP (Terminal Access Point)

100% 80%
SN — Je/NT—
— < — 1
i | | SR ajs 08
20% l l
> A A

« Z<DY—EX- 7|:|/\»r'3t — DAY T—ITHERAINCLY

e)~l

f;f'"'l"Fﬁnéhfb\%)&ﬂb‘ﬁ?ﬁﬁgd)ﬁlfi%ﬁbb‘
Al 4 ATV A

kol
blic. Copyright © Arista 2020. All rights reserved. 4 ‘ AR I STA
)

nllll Jlinl




o ZER—NEER—IFDODBETAHNZ T4V IEMDAR—MNIRT
o R—KFZS5—12 4 /SPAN(Switched Port Analyzer)&H0LVS
o ACLEE-T.MELLDEIFIZIO INAEY T T BELAEE

Public. Copyright © Arista 2020. All rights reserved.

ARISTA



Mirroring to CPU
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Tap Aggregation
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Tap Aggregation Configuration

switch (config)#ttap aggregation
switch (config-tap-agg) #imode exclusive

switch (config) #finterface ethernet 41-43
switch (config—if-Et41-43) #switchport mode tap
switch (config—if-Et41-43) #show interface ethernet 41-43 tap

Port Configured Status Native Id Truncation Default
Mode Vlan Vlan Group
Et41 tap tap 1 1 0 —
Et42 tap tap 1 1 0 —
Et43 tap tap 1 1 0 —

switch (config—if-Et41-43)#

* Tap AggregationZzH#11E

- tapR—hERTE

switch (config)#finterface port-channel 101-103
switch (config—if-Po101-103) #tswitchport mode tool

switch (config—if-Po101-103) #ishow interface port—channel 101-

103 tool

Port Configured Status Al lowed Id Timestamp
Mode Vlans Tag Mode

Po101 tool tool All off —

Po102 tool tool All off —

Po103 tool tool All off —

switch (config—if-Po101-103) #

* toolrh—k
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‘ . - f (config)# mac access-list <name>

84+4)/ Ak 3NAh $£{ETPRLR| (config-acl-<name>)# permit mac <mac-header-
options>
payload offset <offset> pattern <pattern> mask
<mask>
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(config) # ip access-1list <name>
. /\‘y/)-z“f':(ﬂ"f*‘liﬂ(’\”fl:l—FO)EF'E’blﬂ%ﬁl:% (config-acl-<name>)# permit ip <ip-header-options>
A > A > — “ — payload header <start|end> offset <offset>
§£?>5%§E\%P J'sl €E’_CO)|~77’{ JOZT pattern <pattern> mask <mask>
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Inband Flow Analyzer—-Inband Telemetry

OPINIZAVA N IFA | IFA

g ;l
AV FILiyk i i i

AUSH Ik IFA IFA IFA

* Inband Flow Analyzer
- https://tools.ietf.org/html/draft—kumar—ippm-—ifa

* Hop-by—-Hopt, LLIXFEFH TAZT—2%IEHAD

© FOBHETIZTIO—BUTYNE DAY T —IIZE T B BERRGEET A O—
S—TIET S

Public. Copyright © Arista 2020. All rights reserved.

ARISTA


https://tools.ietf.org/html/draft-kumar-ippm-ifa

111
\

Flow T—4 to AR!J—

CloudVi ision Devices Events Provisioning Metrics CloudTracer Topology Mock Data v/ cvpadmin Vv
Devices > DC-NY-p2r4-Edge2 ® # v > Traffic Flows — —_—
« IA—T—REI+ST1u Uk
Switching Flows Bandwidth  Packets Source Hosts Destination Hosts P Protocols
ARP Table 4 38kB 8 ~ > - — s 5 —
NDP Table acts) SSwplinglRale Source Ports Destination Ports Locality b / F % *[l] K é ' — QF % ' — 1E
Bridging Capability D 1/4.1k Private
MAC Address Table 2 Public I
MLAG Charts  Heatmap  SummaryTable  Flow Records * J

VXLAN

Routing Source Hosts | Source Ports Destination Ports  IP Protocols  Locality Top 20 by Bandwidth (bytes) -~ A
. I
IPv4 Routing Table —

ALAST LY

°

but
100-100.NRFLVA-VF.

IPv4 Multicast Table

Traffic Flows .hov..
da- trywit.
Interfaces 50-1-228-1.cil.cy._- ° FIOW_ I e I em etr 7\
urewstcoztson
USIG-250-1-brotec.-
Ethernet 50-1
50-1-145-1 decics...
Routed Ports 50-1-179-1.dsl.
e i E
-1.b
e CEEs 50-1-213-1.dsl.dy.
Traffic Counters ® @ A Aug3, 2020 15:49:51 — Aug 3, 2020 20:10:16 Show Last: 1h 30m 5m 30s

LLDP Neighbors Aug 3, 2020 300 6:00 9:00 12:00 1500 18:00:03 21:00

Power Over Ethernet

sflow destination 127.0.0.1
sflow source-interface Managementl
sflow run

ARISTA

Public. Copyright © Arista 2020. All rights reserved.




N O

i R IEHREBEEDHCPIAH—T Y

ARISTA ices Events Pro ing Metrics CloudTracer Topology cvpadmin ~
All Devices > Connected Endpoints > all=lelelol[§I 33

Inventory Endpoint Counts by Type All Endpoints (852)

Compliance Overview Legend Endpoint Endpoint IP / MAC Observation Point Last Seen

Connected Endpoints

‘Amazon Android 241.50.109.110 HQ-IDF1-Leaf

9 days ago
amazon-android-171 68:¢0:57:18:bb:de VLAN 2788 / Ethernet1 S

Device Search

HQ-OO0B-Mgmt-IDF1-lab-

Amazon Android 196.236.229.138 acesesrostited 9 days 60

amazon-android- bf:94:4b:a c

amazon-android-280 b ab:2b:6¢ LA 1000 Ehemets

Amazon Android 85.86.97.136 HQ-IDF2-Leaf T

amazon-android-394 44:52:70:4:71:51 VLAN 818 / Ethernet2 Ve &g

Amazon Android 111.21.116.89 DC-NY-p2r4-Edge2 9 days ago

amazon-android-483 a3:14:52:71:3:86 VLAN 1292 / Ethernett ok

Amazon Android 94.49.247.125 Bldg1-FLR1-AP2 9 days ago

amazon-android-595 8c:49:b5:05:3a:60 VLAN 2693 / Ethernet3 2
Classiication A Android 52.180.108.3 Bldg1-FLR1-AP1
Al Endooints mazon Androi .108. g1-FLR1- —  —

po amazon-android-682 d1:96:2b:10:62:04 VLAN 3291 / Ethernet1 9 days ago DHCP IJ 7 T X I~

Sub-Types

Amazon Android 110.84.252.94 HQ-MD-Splinet

Phone, Tablet or Wearable (425) amazon-android-692 11:6c:a6:3:09:11 VLAN 1736 / Ethernet1

Internet of Things (IoT) (145)
VolP Device (110) Amazon Android 59.77.140.209 Bldg1-FLR1-AP2

Operating System (95) amazon-android-747 0a:74:02:c7:92:45 VLAN 971 / Ethernet3
Printer or Scanner (37)

9 days ago 60( \ ~/9¢_ nﬁﬂ” %)
55(/ \GA—A—E3RI) XN
54,51,6,1,3,15,120

9 days ago

Amazan Andrnid 185 16N 184 2R HOLINED.| aaf

——
@ Q = [ Oct3t, 2019 07:02:49 Show: Live
et 31, 2019 07:02:49 ‘

https://github.com/karottc/fingerbank

* OUISDHCPY YT ARDAR A —E A F(60)B LU /\S
A—R—ERI ARG ZTCIIRVE —FHTET S

Public. Copyright © Arista 2020. All rights reserved. :‘ AR I STA



https://github.com/karottc/fingerbank

FEH
* NS T4V DEARFT A TEIL, =

SARICELTEREDT

c FSTIWNa—T 4T O T 0y O fRFTTO-TLY

HFRGEATERLI=L

ARISTA



Thank You

WWWw.arista.com

ARISTA



