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Stratum DOV —F7TF v

Controller (gRPC client)

F—8TL—2 OFIfE RAYFRE AAIFARL—a

(reboot, ping, version up)

P4 Program /[ P4Runtime ]:[ gNMI H gNOI
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l [ Switch (Broker) Interface ] 'E
¥ | | \
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® Open Network Operating System (ONOS)
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. Distributed core
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App App
Component Component
il >3 Listener <l L3 Listener
query & query &
command command add & remove command command add & remove
notify notify
‘“ AdminService H Service |‘ ‘“ AdminService H Service |'

IoR—2 NEIOE#SEEE Component Component

sync & persist

Provider

Provider
Component

Component
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Architecture
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=
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web

srcPort: A srclP: 10.0.0.1 srcPort: X srclP: 11.0.0.254
e 12.0.0.5/24
10.0.0.1/24 DGW: 12.0.0.1
DGW-10.0.0.254 Internal to External >

Router
11.0.0.1/24 12.0.0.1/24
no route

DGW: 11.0.0.1
- —_—
< External to Internal
| E2EDEEMN TELRENKS IR IR IERZE IR
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dstIP: 10.0.0.1 dstPort: A dstIP: 11.0.0.254 dstPort: X
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My Application(app.oar)
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ONOS & mininetdDiEER

¢ ONOS&EmininetiziE (dEDocker (compose) THEEE

docker-compose.yml

version: "3" |

services: mininetAOStratuy MAAYF AN
mininet: Docker{ X—<
— image: opennetworking/mn-stratum

hostname: mininet
container_name: mininet
privileged: true
tty: true
L. stdin_open: true
mininet  — volumes:
- Jtmp:tmp
- ./mininet:/mininet
ports: oS
2 E001:50001" DemoAD MROS —Z#2E)
- entrypoint: "/mininet/demo.py"
onos:
image: onosproject/onos:2.2.2
hostname: onos
container_name: onos
ports:
-"8181:8181" # HTTP
-"8101:8101" # SSH (CLI)
- "5005:5005" # DEBUG

volumes:
ONOSZFMK _J - .tmp/onos:/root/onos/apache-karaf-4.2.6/data/tmp A2ZAN=NTF BT T -3
environment: bmv2 D RS54 /UK Uhostprovider

- ONOS_APPS=gui2,drivers.bmv2,hostprovider
- JAVA_DEBUG_PORT=0.0.0.0:5005
command:
- server
- debug
links:
- mininet




demo.py®—Eb

(s} ~w
¢ MRO>—
class TutorialTopo(Topo):

def __init__ (self, *args, **kwargs):

Topo.__init_ (self, *args, **kwargs) mininet f @ StratumBmv2Switch

# gRPC port 50001
sl = self.addSwitch('switchl', cls=StratumBmv2Switch, cpuport=255)

hl = self.addHost('hl', ip='10.0.0.1/24"', mac="00:00:00:00:00:10", defaultRoute="via 10.0.0.254")

h2 = self.addHost('h2', ip="10.0.0.2/24"', mac="00:00:00:00:00:20", defaultRoute="via 10.0.0.254")

rt = self.addNode('rt', ip='11.0.0.1/24", mac="00:00:00:00:00:30", cls=LinuxRouter) # external router

web = self.addHost('web', ip='12.0.0.5/24", mac="00:00:00:00:00:40", defaultRoute="via 12.0.0.1", cls=WebServer) #external host

self.addLink(hl, s1) # port 1

self.addLink(h2, s1) # port 2

self.addLink(s1, rt, params2={'ip': '11.0.0.1/24'}) # port 3
self.addLink(web, rt, params2={'ip': '12.0.0.1/24'})

class LinuxRouter( Node ): class WebServer(Host):
"A Node with IP forwarding enabled."

def config(self, **kwargs):
super(WebServer, self).config(**kwargs)
self.cmd('python -m SimpleHTTPServer 80 &')

def config( self, **params ):
super( LinuxRouter, self).config( **params )
self.cmd( 'sysctl net.ipv4.ip_forward=1"' )
self.cmd( 'sysctl net.ipv4.conf.all.rp_filter=0' )
self.cmd( 'sysctl net.ipv4.conf.default.rp _filter=e' ) def terminate(self):
for intfName in self.intfNames(): self.cmd('kill %python")
self.cmd( 'sysctl net.ipv4.conf.' + intfName + '.rp_filter=0' super(WebServer, self).terminate()

def terminate( self ):
# snip...
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P4 :5—~ATL—>TO0S /LS5

€ P4: Programming Protocol-independent Packet Processors
AR 1\0)/\47’74/UE =Y —, XvFr7o>3>7—J)L. F/)I\—Y—) =ik BzdnT0O

7 j - /7 = l:ll:l
FT=JIWI>NIDEE
) . G ] i
Ity hDBBEVE ST //mr suppled i ONOS
O e I !
= B ] i Control-plane i
" 1
i P4 program ;| compiler AP -,_DI'-ID""DE E
| E | signals — gt
I P4 : Dataplane I _
| | architecture I S @ Tables || ¢ |Data plane
i model i runtime | objects
(A, . ! e
target
Manufacturer supplied P4A(ZHEST/ Wy Mk

Figure 2. Programming a target with P4.

https://p4.org/p4-spec/docs/P4-16-v1.2.1.pdf
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my_station: BEMACSEDBEENE DN ZHRITDIT—TIL (702327138 0)
nat: X{ETIPZIMUDIPIC, FEETTCPR— hZEBDE(CEH (ZDHFE)
routing: JX{E5IPY7 RL X (CHT DRI MRw TDRE

arp: 27X MRy TDMACT RL R ZREFKMACT R L X (CEHR

acl: $IfE)) oy bz bO—5— (DX DUE

arp_reply: ARPIGEDILIE

forwarding: 5E5EMACT R L X (C3x1 9 DHHI/R— RODRTE

4> ONATYLIE BESEDARPUIIXMDIZEICI> MI—5
ZNES(CARPYTSA#IRY

v

\ 4

nat routing arp

arp_reply

my_station < acl forwarding

pyer— :




NAT

nat_table

¢ key
¢ hdr.ipv4.src_addr : ternary
¢ hdr.ipv4.dst_addr : ternary
¢ hdr.tcp.src_port : ternary
¢ hdr.tcp.dst_port : ternary

¢ Action Controller
¢ nat_miss_int_to_ext *
—  FRTCPB{EZZEUTTIBE(CPacket-ing 372bD 77 U2 3> srcPort: ? - srclP: ? Packet-in
¢ nat_hit_int_to_ext // \‘\‘
- A DBIEDTZHITKETIP//R— b 2B dTB702 3> srcPort: A | srclP:A | [ > | srcPort: X | srclP:M
¢ nat_hit_ext _to_int
- RN DBEDHITXEFKIP/R— METTDEDEDEDNRI 7723 > dstiP: A | dstPortt A | <. || dstlP:M | dstPort: X

action nat_miss_int_to_ext() {

clone3(CloneType.I2E, CPU_CLONE_SESSION_ID, { standard_metadata });

} X FRIF(EActions | Eh S EE

action nat_hit_int_to_ext(ip_address_t srcAddr, 14_port_t srcPort) {
hdr.ipv4.src_addr = srcAddr;
hdr.tcp.src_port = srcPort;

}

action nat_hit_ext_to_int(ip_address_t dstAddr, 14_port_t dstPort) {
hdr.ipv4.dst_addr = dstAddr;
hdr.tcp.dst_port = dstPort;

A APRESIA
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ROUTING

routing_table

¢ key
¢ hdripv4.dst_addr: Ipm

local _metadata
¢ Action nhop_ip: B

& set_nhop sricPort: A srclP:A - srcPort: A srclP: A
— Next hopDIP7 RLRZRETD7ZI>3>
— EBROEEFLIPY RL XTIz, metadatatBlsk(CRIFIT D
— TTLOREE®Z ZTXENE

¥R F I Actions | $h S EG

action set_nhop(ip_address_t nhop_ip) {
local _metadata.nhop_ip = nhop_ip;
hdr.ipv4.ttl = hdr.ipv4.ttl - 1;




arp_table

& key

¢ local_metadata.nhop_ip: exact

local _metadata

nhop_ip: B

KR IF (EActions | $ah S EG

¢ Action srcMAC: A

dstMAC: M

¢ change_mac

— XETMACY L RZBRDMACT FL AN,

IX(EFEMACT” KL X ZNext hopDIPZFF DEREDMACT KL ANZEHA

action change_mac(mac_t dmac) {

hdr.ethernet.src_addr = hdr.ethernet.dst_addr;

hdr.ethernet.dst_addr = dmac;

>

[ —

srcMAC: M dstMAC: B

w




ARP Reply

arp_reply_table
¢ key
¢ hdr.arp.target_protocol_address: exact;

¢ Action
& arp_req_to_rep
— BRBFDOARPUITIABMIMUTCUITSAZXETDIVZ7I>3a>

YR
“—hRIEI2EE
ARP Request DA: FF SA: A opcode=1 SHA: A SPA: A THA: ? TPA: A (ATIN—F5EI=E1R)
ARP Reply DA: A SA:M opcode=2 SHA: M SPA: A THA: A TPA: A

X IR IF (EActions | Eh S EE

action arp_req_to_rep(mac_t target_mac) {
hdr.ethernet.dst_addr = hdr.ethernet.src_addr;
hdr.ethernet.src_addr = target_mac;
hdr.arp.opecode = 2;
ip_address_t target_ip_tmp = hdr.arp.target_protocol_address;
hdr.arp.target_hardware_address hdr.arp.sender_hardware_address;
hdr.arp.target_protocol_address = hdr.arp.sender_protocol_address;

hdr.arp.sender_hardware_address = target_mac;
hdr.arp.sender_protocol_address = target_ip_tmp;
standard_metadata.egress_spec = standard metadata.ingress port;




FORWARDING

I12_exact_table

¢ key
¢ hdr.ethernet.dst_addr: exact;

€ Action
& set_egress_port
— KXEFXMACT RLR([CHUTHIR— hERET D703

srcMAC: M dstMAC: B

action set_egress_port(port_t port_num) {

standard_metadata.egress_spec = port_num;

}

12_multicast_table
¢ key
¢ hdr.ethernet.dst_addr: ternary;
¢ standard_metadata.ingress_port: exact;

€ Action
& set_multicast_group
- NILFFVvANIIWN—T=M59370>3>

srcMAC: A dstMAC: FF

action set_multicast_group(mcast_group id t gid) {
standard_metadata.mcast_grp = gid;
local metadata.is multicast ;




PAO— ko2 )AL

¢ P42 )\ASdDocker-f X—=(opennetworking/p4c)Z=F#ELTI>/\1IL

$ docker run --rm -v $PWD:/workdir -w /workdir opennetworking/p4c:stable ¥
p4c-bm2-ss --arch vimodel -o p4src/build/bmv2.json ¥

--p4runtime-files p4src/build/p4info.txt --Wdisable=unsupported ¥

p4src/demo.p4
Q *bmv2,json
*p4info.txt

l ONOS7TYIZ#HA A THIA

My Application

l P4RuntimefZBA T/NA TSA1VERTE

- Stratum
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ONOSH 5P4HliHT B/ VT —>

. ONOS i

i e ARUK i

! EE7FONOS Apps BREITAI host, link, packet—in |
BT T —2avEPATHR A BIREERLAD ARSI TEMICEEERLAL

e.g.) hostprovider, lidpprovider e.g) T74I/ILAGW, BRMACE e.g.) Packet-in




BIfFONOSI’ TV —> 3 > ZRAT D%

¢ RE
& OpenFlowZzE# U CTHEMSNIZEEIFONOS 7 U —2 3 > P4 =B B IC(E ?
o BFEI7ITUT—2 3> 00— REBE (R Z0N

_—_—

* R
& ONOSDFlowRuleN5PADT—T)UICEM T DIL—ILZIBATEZTDRLDICTD
O INAT A >DIEHRZE1DDONOST T U —=3 2 (Pipeconf.oar) EULTA A R=ILTEDRLDICTD

Pipeline ETJLEE

P4 OS5 Lz )\AILULTERENSD (pdinfo.txt)

PAX 1w FRDI\AFU
P4 005 L&)\ AILUTERKEND (e.g. bmv2.json, Tofino.bin)

ONOS FlowRule -> P4 table~dZ#a)L—)L (Java program)

e .



BIfFONOSI’ U —>3 > %

PipelineJEIRED 7 T r— 3>

e.g.) hostprovider

i

FlowObjectives

PipelinefRKED 7 T ) r— 3>

Pipeliner
Criterion.Type.ETH_DST -> "hdr.ethernet.dst_addr"
Criterion.Type.ETH_SRC -> "hdr.ethernet.src_addr"
- ; H — 7 Criterion.Type.ETH_TYPE -> "hdr.ethernet.ether_type"
}Eﬁg‘i'fténﬁHOWOb]eCtlveS’ZF|OWRLI|e(«._yJﬁ Criterion.Type.IPV4 SRC -> "hdr.ipv4.src_addr"
FlowRules Criterion.Type.IPV4 DST -> "hdr.ipv4.dst_addr"

ONOSEE 0% HI%ZP4T0) 5 LADORAFI (2

Interpreter
P4Runtim

ONOS core

Pipeconf&P4T AT S LICEOE TRETHLETHRET TV r—avDa—FEEFE T ISR AT

e .




FlowRuleEixBFDUIRDA

My Application FlowRuleServicez# U CFlowRulezZ& &k
|
applyFlowRule()
\ 4

FlowRuleService

FlowRuleManager H FlowRule Store

FlowRuleProvider

FlowRuleDriverProvider

FlowRuleProgrammable

P4Runtime Driver Interpreter




ETE J 7 1 ILhSERNIRERTE Z i LIAD 574

netcfg.json

"configKey" : {
org.onosproject.net.config.Config "key1" : "valuel",
"key2" : "value2"
extends }
: » NetworkConfigService [ . .
register W gServie HTTP POST /vl/network/configuration
D BEEANZFEETRE getConfig @ ERBR0EZWEB APIFHRTRUIAD

MyComponent

® IEBEZFA

‘ applyFlowRules
_ —
ONOS core

T .




EXIE D 7 A )L SERNIRERTEZ R LIAD A

REEZANDFE AT/ ERE

public class NatConfig extends Config<DeviceId> {
public static final String CONFIG_KEY = "natConfig";
private static final String SRC_RANGE = "srcRange";
private static final String GLOBAL_IP "globalIp";

public Ip4Prefix srcRange() {
String srcRange = get(SRC_RANGE, null);
return srcRange != null ? Ip4Prefix.valueOf(srcRange) : null;

}
//...snip...

configRegistryZ 4 L T& £k

@Activate
protected void activate() {
configRegistry.registerConfigFactory(natConfigFactory);
//...snip...

NetworkConfigService ) 5FEUN H 3
NatConfig config = networkConfigService.getConfig(deviceld, NatConfig.class);

e .




ANR> &~ (Packet-In) ZZRETERTEI D HE

My Application PacketProcessor
PacketServicez#F|IFAU TPacketProcessorz &k

add Processor()

| PacketSerwce |

v
PacketManager —> PacketProcessor.process()
{ PacketProviderService } P4mPacket-inOAZILNS. ONOSD
4 Packet-inOREZRICZEHE S DL

X Pipeconf

P4RuntimePacketProvider

{ P4RuntimeEventListener

P4RuntimeEvent

P4Runtime Driver

P4Runtime

- Packet-In (StreamMessageResponse)
@ 37



PacketProcessor®:i%iE 5%

PacketProcessor® £

private class PacketInProcessor implements PacketProcessor {

@Override
public void process(PacketContext context) {

InboundPacket pkt = context.inPacket();
Ethernet ethPkt = pkt.parsed();

/I ...snip...

EEP LVOSGIN BPacketService DEEXIFUHL

private final PacketInProcessor packetInProcessor = new PacketInProcessor();

. L . . @Reference” /7—23>TOSGIY—LRIC
@Reference(cardinality = ReferenceCardinality.MANDATORY) B4R, T B AT L B A2

private PacketService packetService;
/l...snip...

WEA1E B (“processord & 8%

@Activate

protected void activate() {
packetService.addProcessor(packetInProcessor, PacketProcessor.director(6));

/I ...snip...

prer— .
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¢ MavenDAHAFOTJTZEDTO T U NEERKBIREZH - - -

> mvn archetype:generate -DarchetypeCatalog=local,remote -DarchetypeGroupld=org.onosproject -DarchetypeArtifactid=onos-

bundle-archetype -DarchetypeVersion=2.2.2

® EDHATHRHUEWSEEEITERTOS U hMtET 2ONEL
¢ https://github.com/opennetworkinglab/ngsdn-tutorial

SEERR LIZTOZ T bW —

)
v i

sro/mains)ava

R

% ip.apresiajanog.demo

| ArpComponent.java

L2BridgingCompenent.java
MainComponent.java
MatCompeonent.java
ReutingComponent.java

.apresia,jancg.dema.cli

[
5
[
&
(&

.apresia,jancg.demao.common
AppConstants.java
BasicDeviceConfig.java
lpRoute,java
MatConfig.java
Static RouteConfig.java
Litils.java

AMDAVR—RUNEE

ﬁwﬁﬂimw%?»
EUaA—74Y)T«

(=T El

v 2 jp.apresiajanocg.demo.pipeconf
[41 Interpreterlmpl.java
[4} PipeconflLoader.java
[4} Pipelinerimpl.java

v Hi jp.apresiajanog.demo.store
11 DistributedMatStore.java
[ j
DE MatStore, java

B\ JRE System Library [JavaSt
B\ Maven Dependencies
VLFE sro/main/resources

brwz.json
= pdinfo.txt

Pipeconf

Store

AVNAILFEDOPATOST S L
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@Reference(cardinality = ReferenceCardinality.MANDATORY)
private DeviceService deviceService;

@Activate
protected void activate() {
deviceService.addListener(devicelListener);

, //...snip... /f

class InternalDevicelListener implements DevicelListener {
@Override
public void event(DeviceEvent event) {
mainComponent.getExecutorService().execute(() -> {
Deviceld deviceIld = event.subject().id();
Log.info("{} event! device id={}", event.type(), deviceId);
setUpNatSrc(deviceId);
1
} DeviceEventZ2#(csetUpNatSrc()WIFEUHEN2

private void setUpNatSrc(DevicelId deviceId) {
Log.info("Adding nat src range");

REITA I BIEZEGRHIET

final String tableId = "ingress.nat_control.nat";

final Ip4Prefix srcRange = getSrcIpRange(deviceld);

final PiCriterion match = PiCriterion.builder()
.matchTernary(PiMatchFieldId.of("hdr.1ipv4.src_addr"), srcRange.address().toOctets(),
Ip4Address.makeMaskPrefix(srcRange.prefixLength()).toOctets())
.build();
final PiTableAction action = PiAction.builder()
.withId(PiActionId.of("ingress.nat_control.nat_miss_1int_to_ext"))
.build(); flowRuleService®applyFlowRules TFlow&EExk

final FlowRule natSrcRule = Utils.buildFlowRule(deviceId, appIld, tableId, match, action, 1); ?
flowRuleService.applyFlowRules(natSrcRule);

43




> hO—5—TOAE R MEExET)

My Application

Routing

-
-
R
e
-
—_—
-
—_—
J—
p——
-
-
-
-

RARADIL—T 1 5%

HostEvent

nat

v

routing

v

arp

my_station

L2Bridging

SEFEMACEHE hAR—h D & 8%

arp_reply

forwarding

e .



TRRA BADIL—F 1 > FlowsTEDH

@Reference(cardinality = ReferenceCardinality.MANDATORY)
private HostService hostService;

@Activate
protected void activate() {
hostService.addListener(hostListener);

//...snip...
}

[

T
class InternalHostListener implements HostListener {

@Override
public void event(HostEvent event) {

final Host host = event.subject();
final Deviceld deviceId = host.location().deviceId();
final PortNumber port = host.location().port();

mainComponent.getExecutorService().execute(() -> {

Llog.info("{} event! host={}, deviceId={}, port={}", 70448 —
event.type(), host.id(), deviceld, port); HOStEventx*%(L ‘ .
setUpDirectConnectedHostRoute(deviceId, host); setUpDirectConnectedHostRoute )NIFUHEND

s
}
}

[ [
private void setUpDirectConnectedHostRoute(DeviceId deviceId, Host host) { HostEventDEvent|&iEh S E R B ERZEDH U TULIR
final String tableId = "ingress.nat_control.routing";
for(IpAddress hostIp: host.ipAddresses()) { EE:

final PiCriterion match = PiCriterion.builder()
.matchLpm(PiMatchFieldId.of ("hdr.ipv4.dst_addr"), hostIp.toOctets(), 32)
.build();

final PiTableAction action = PiAction.builder()
.withId(PiActionId.of("ingress.nat_control.set_nhop"))
.withParameter(new PiActionParam(
PiActionParamId.of ("nhop_ip"),
hostIp.toOctets()))
.build();

final FlowRule hostRouteRule = Utils.buildFlowRule(deviceId, appId, tableId, match, action);
flowRuleService.applyFlowRules(hostRouteRule);
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private class PacketInProcessor implements PacketProcessor {
@Override
public void process(PacketContext context) {

ONOS Core®/\—5—51J5VU%FIH

InboundPacket pkt = context.inPacket();
Ethernet ethPkt = pkt.parsed();

if(ethPkt.getEtherType() != Ethernet.TYPE_IPV4) {
return;

}

IPv4 ipv4Packet = (IPv4) ethPkt.getPayload();

if (ipv4Packet.getProtocol() != IPv4.PROTOCOL_TCP) {
return;

}

TCP tcpPacket = (TCP) ipv4Packet.getPayload();

DevicelId deviceId = pkt.receivedFrom().deviceId();

Integer num = natStore.newPort();

final String tableId = "ingress.nat_control.nat"; A= OZEaFAFlow

PiCriterion matchIntToExt = PiCriterion.builder()
.matchTernary(PiMatchFieldId.of ("hdr.ipv4.src_addr"),
IpAddress.valueOf (ipv4Packet.getSourceAddress()).toOctets(), IpAddress.valueOf("255.255.255.255").to0Octets())
.matchTernary(PiMatchFieldId.of ("hdr.tcp.src_port"), tcpPacket.getSourcePort(), Integer.parseInt("FFFF", 16))
.build();

PiAction actionIntToExt = PiAction.builder()
.withId(PiActionId.of("ingress.nat_control.nat_hit_int_to_ext"))
.withParameter(new PiActionParam(PiActionParamId.of("srcAddr"), getGlobalIp(deviceId).toOctets()))
.withParameter(new PiActionParam(PiActionParamId.of("srcPort"), num)).build();

= Utils.buildFlowRulelWithIdleTimeout(deviceld, appId, tableId, matchIntToExt, actionIntToExt, AppConstants.IDLE_TIMEOUT);

PiCriterion matchExtToInt = PiCriterion.builder()
.matchTernary(PiMatchFieldId.of ("hdr.ipv4.dst_addr"), getGlobalIp(deviceld).toOctets(), IpAddress.valueOf("255.255.255.255").to0Octets())
.matchTernary(PiMatchFieldId.of ("hdr.tcp.dst_port"), num, Integer.parseInt("FFFF", 16)).build();

PiAction actionExtToInt = PiAction.builder()
.withId(PiActionId.of("ingress.nat_control.nat_hit_ext_to_int"))
.withParameter(new PiActionParam(PiActionParamId.of("dstAddr"), IpAddress.valueOf(ipv4Packet.getSourceAddress()).toOctets()))
.withParameter(new PiActionParam(PiActionParamId.of("dstPort"), tcpPacket.getSourcePort())).build();

= Utils.buildFlowRuleWithIdleTimeout(deviceld, appId, tableId, matchExtToInt, actionExtToInt,
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{FERA. Register&{#> J=3E 545l

¢ RegisterzfE>TIO> bO—S&NT T (CNATAIEZ KR

* HE
o -8 AE
—  5-tupple®hashz 1> wORXELT, TCPBEICHITDRETT RLXR, /R— hZregister(CEE
— RETF RLRAZIO—/VULIPA, *{ER— h%xhash(C9D
o H-RAE

- REXNMIO—/ULIPTHNIE, registernS. FEFR— a1 2T v IR EUTEZRGEMHE L. EEXRT RLRAER— MNIEHT D

register®EE
register<bit<32>>(65535) sip;

register<bit<16>>(65535) sport;

action compute_five_tupple_hash() { _
hash(local_metadata.hash, 5-tupple0)l\“J°JJ.§'|'§
HashAlgorithm.crc32,
(bit<32>)50000,
{
hdr.ipv4.src_addr,
hdr.ipv4.dst_addr,
hdr.ipv4.protocol,
hdr.tcp.src_port,
hdr.tcp.dst_port

¥
(bit<32>)15535);

¥
register(cER

action write_register(bit<32> index) {
sip.write(index, hdr.ipv4.src_addr);
sport.write(index, hdr.tcp.src_port);

}

action read_register(bit<32> index) {
sip.read(hdr.ipv4.dst_addr, index);
sport.read(hdr.tcp.dst_port, index);

} registerh51RERES

‘\ /AT INC DO/
SYSTEMS

-4 dregisterEize
XETV RVAS TR

action nat_int_to_ext(ip_address_t srcAddr) {
write_register(local_metadata.hash);
hdr.ipv4.src_addr = srcAddr;
hdr.tcp.src_port = (bit<16>)local_metadata.hash;

}

action nat_ext_to_int() {
bit<32> index = (bit<32>)hdr.tcp.dst_port;
read_register(index);

\\ NH—Alddst_portZindexéUT
registerh515REVS (k)



