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JXNTEL - MSA - TarwvS D
SPF DKIM DMARC ARC BIMI S/MIME
O HLD « IBAHEIEIE
POP before SMTP SMTP AUTH MFA
o REE - DT FXKURIE
STARTTLS MTA-STS TLSRPT DANE DNSSEC S/MIME
S VAVANEIS 1V Js i 14
AntiSPAM AntiVirus SandBox
|B¥RIFIER

—BFERE PasswordZIP WebDownload
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FEOHYD - IEAHATIXIE
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MTA-STS TLSRPT DANE DNSSEC S/MIME
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Meting Informatieveiligheidstandaarden overheid maart 2020
(BUFIEHRTF 1 U« BEDORITFE202043H)

EL ED
20178EKRFXT

EL EE
2018FREXT

EL &6
20194KE T

Implementatie-
deadline

Betreffende standaarden

T~

uiterlijk EIND 2017

TLS/HTTPS: beveiligde verbinding van
(transactie)websites

DNSSEC: dnmeinnaambeveiligiM
SPE: anti-phishing van email

DKIM: anti-phishing van email =
DMARC: anti-phishing van email

<

uiterlijk EIND 2018

HTTPS, HSTS en TLS conform de NCSC richtlijn
(externe link): beveiligde verbindingen van alle
websites

GU&I__EIA
— | Dnssec |
— | s |
| okm |
| DMARC |

_ ‘ STARTTLS & DANE ‘

T~

uiterlijk EIND 2019

STARTTLS en DANE: encryptie van mailverkeer
SPF en DMARC: het instellen van strikte policies
voor deze emailstandaarden

— | EULRUS —

SPFEDMARC

https://maagazine.forumstandaardisatie.nl/meting-informatieveiligheidstandaarden-beqgin-2020

https://www.forumstandaardisatie.nl/sites/bfs/files/rapport-meting-informatieveiligheidstandaarden-maart-2020.pdf



https://magazine.forumstandaardisatie.nl/meting-informatieveiligheidstandaarden-begin-2020
https://www.forumstandaardisatie.nl/sites/bfs/files/rapport-meting-informatieveiligheidstandaarden-maart-2020.pdf
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Gemiddelde adoptie mailstandaarden - Anti- Het Rejk (BFFF??)
phishing
gpe; 95% 96% 96% ‘ o ‘ S
100% g, 87%88%  89%30% 883% 89% 91% Gemiddelde ad[:-ptle Rijk: mailstandaarden - anti-phishing
80% 84% 93% 94% 94% 93% 94%
. 100% gos BE% 86% 13 88% 52%
0% 473 53% 2%
50%
. |
0% 0%
Dl DMARC Policy  SPF Policy DMARC DKIM DMARC Palicy  SPF Policy
W Percentage Maart 2015 B Percentage September 2019 m Percentage Maart 2020
W Maart 2019 ® September 2015 W Maart 2020
Gemiddelde adoptie mailstandaarden -
Beveili de verbinding (vertrouwelijkheid . — . -
- gggg,; 8 J ) Gemiddelde adoptie Rijk: mailstandaarden - beveiligde
o verhlndlng
80% 1% 679 67% g% 93% 98% g 95%  03% 94% 93%
0% 100% AT 75% &
a1y 45%
40% 50%
. | i
% STARTTLS STARTTLS cf NCSC DNSSEC MX
STARTTLS STARTTLS cf NCSC DNSSEC MX
W Percentage Maart 2019 B Percentage September 2019 W Percentage Maart 2020 WMaart 2015 = SEpT.EthT 2015 W Maart 2020

https://www.forumstandaardisatie.nl/sites/bfs/files/rapport-meting-informatieveiligheidstandaarden-maart-2020.pdf
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go.jp ¢x2) 93% 73% 7.0% 1.5% 5.5 % 58% 0% 0%
Jp (%3) 62% 11% 1.5% 0.3% 0.04% 54% 0.004% 0.002%

(131F) (64F)

SPF(-all) DMARC % (,L\DMARC  DNSSEC STARTTLS DANE

100

80

60

40

20

ASAHKAE  mgo.jp  W.jp

X1 ASABAFT—%4 (2020/03)
https://www.forumstandaardisatie.nl/sites/bfs/files/rapport-meting-informatieveiligheidstandaarden-maart-2020.pdf
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English Nederlands

Internet.nl

ISYOUR INTERNET UP TO DATE? Home News Knowledge base Hall of Fame About Internet.nl

Modern Internet Standards provide for more reliability and further growth of the Internet.
Are you using them?

Test your website e st your email 2\ Test your connection @

Modern address? Signed domain? Secure Maodern address? Signed domain? Anti- Modern addresses reachable?
connection? Security options? phishing? Secure connection? Vomain signatures validated?

about the test » about the test » about the test »

Your website domain name: Your email address:

www.example.nl @ example.nl

— ™
Copyright© QUALITIA CO., LTD. All Rights Reserved.
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MX L 1—

example.jp. MX 10 receiverl.example.jp.
example.jp. MX 20 receiver2.example.jp.

A—=)LDORAA>: example.jp
ZEY—/)(—: receiverl.example.jp, receiver2.example.jp




A—=J)VDiE{EY—)\—
SPF L — K
example.jp. TXT "v=spfl ip4:192.0.2.1 -all"

sender.example.jp. TXT "v=spfl a -all”

A—=JLDOKRAA>: example.jp
EKED—/(—: sender.example.jp [192.0.2.1]
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‘Envelope Fromh'< >®DiF(ZHELO/EHLO

RFC7208 (2014/04)



SPFOVIRRNE S

Env From: taro@qualitia.co.jp
LLITTT]

EEEEEE From: taro@qualitia.co.jp
% Subject: HIRNDIAH L 2=
QOCTIOM  192.0.2.1 WDBPMHIECH>TEHET.

203.0.113.1

HxDIAFR. RFD & X

Copyright© QUALITIA CO., LTD. All Rights Reserved.



SPFh\H D EE

Env From: taro@qualitia.co.jp
[TITIT] From: taro@qualitia.co.jp
[IITTT] Subject: HIRDIAH L ZE0N
EI:IIIIID:IE AR: spf=fail
TN 192.0.2.1 — W DEBIHEECRS THDET.,
qualitia.co.jp txt “v=spfl ip4{192.0.2.1)-all” o .

@ {2

1881 (XL

)}
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SPFDL O— RHMVEEIFET D
X example.jp txt "v=spfl ip4:192.0.2.0/24 -all"
example.jp txt "v=spfl include:_spf.google.com -all"

¥

O example.jp txt "v=spfl ip4:192.0.2.0/24 include:_spf.google.com -all"

If the resultant record set includes more than one record,
check_host() produces the "permerror" result.

0.6% (N=#92073)




[8li8 D JZSPFODESE P

includeh‘loopLU TLYD

X example.jp txt "v=spfl ip4:192.0.2.1 include:example.jp —all"

¥

O example.jp txt "v=spfl ip4:192.0.2.1 -all"

0.3% (N=#92057)
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allN—&FERZ A TIIRLN

X example.jp txt "v=spfl a mx -all a:mail.example.com"

¥

O example.jp txt "v=spfl a mx a:mail.example.com -all"

1.0% (N=#920)3)
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DNS®Dlookuph‘11[E]ld

example.jp txt "v=spfl include:spfl.example.jp
include:spf2.example.jp .... —all"

spfl.example.jp txt "v=spfl 7=< = Ainclude"”

$

example.jp txt "v=spfl ip4:192.0.2.0/24 .... -all"

—HZL\D(F90[T] ! 0.9% (N=#9207)
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SOERBIELY
example.jp txt
example.jp txt
example.jp txt
example.jp txt
example.Jp txt
example.jp txt
example.jp txt
example.Jp txt

=spfl |
=spfl |
=spfl |

of1 i

=spfl |
=spfl inciude:spf.example.jp -all”
=spfl include:192.0.2.1 -all"

n:192.0.2.1 -all"

ov4:192.0.2.1 -all”

04:§192.0.2.1 -3

n4:192.0.2.1 192.0.2.2 -all"

D4 :spf.example.jp -all”

=spfl ip4:192.0.2.1 -all MS=ms1234567/8"

0.5% (N=%J2077)




BIAMCZUV\SPFDE S HHZEL)

EEDSPFL 10— RHVFTE: 1363
includeftloop LU CUL\B: 730
DNS®DlookupHi10E L : 3076
allN—&FERER S TIEIRLY: 1970
SCEBNEY: 1106
ptroDfE A 436
5T 8681 N=212123
4% (C[EIREH D |
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Env From: jiro@&E®J)L—J .example
% From: taro@qualitia.co.jp

[TIIITL] SUbjECt: HIRDIAFH L TZ=0N

(TTTTT] AR: spf=none

QLTI 192.0.2.1

WDERHEICR>THEDET,
qualitia.co.jp txt “v=spfl ip4:192.0.2.1 -all” c e e

Env FROM(Z e
EAOETENE| @

203.0.113.1

1

Copyright© QUALITIA CO., LTD. All Rights Reserved.



TN 192.0.2.1
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p—

qualitia.co.jp txt “v=spfl ip4:192.0.2.1 -all”

SPFEEWLEC

a 203.0.113.1

Env From: jiro@E&®/)L— 7 .example

From: taro@qualitia.co.jp
Subject: HIRDIAH TN
AR: spf=pass

WDEHBMEEFEICTE D THDET,

5 “|—|—| ~
BEJ)L—T .example txt ”v=-spf1 (p4:203.0.113.1>—a||” SPF PASST?’L‘\ I

IRDIAH,. NF>o &,
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‘Envelope From&IPZ RLUAHIELLDNE
OV ERTED
‘Envelope FromH'<>DKFIEZHELO/EHLO

BN EEZTHZTENERI DO TIER
A\WAFromI(Z DU TIE TSRS

example.jp TXT “v=spfl ip4:192.0.2.1 -all”
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DKIMBDVIRWE S

(TT1T1T]

(TTTTT] From: taro@qualitia.co.jp
EEEEEE Subject: BIRDIAH < TE=0)
(TT1TT] .

T I AR: dkim=none

WDEBHEFICR>TENDET,

RDIAFH. MNFD L,

Copyright© QUALITIA CO., LTD. All Rights Reserved.



DKIMD'H D EE

DKIM-Signature: v=1,;

pEE (L d=qualitia.co.jp; s=s1;

B h=From:Subject;

aRESE b=abcdef + - - -

[TIT111] From: taro@qualitia.co.jp A ——
[TT1TT] Subject: HIRNDIAHTZEL)N %% L/Tl;é D CNa_

[OC T
A\DEBEEE(:T&*.:‘CBD?@'O
A hash Lo
Private Key Q

sl._domainkey.qualitia.co.jp txt “v=DKIM1;p=ABCDEF...”

i

Public Key

Copyright© QUALITIA CO., LTD. All Rights Reserved.



DKIMD'H D EE

DKIM-Signature: v=1, =
d=qualitia.co.jp; s=s1; g

h=From:Subject;

SESSES b=abcdef - - - -
(TTT1T1T] From: taro@qualitia.co.jp
[TT1T1] Subject: BIRDIAH L TZ =)

OOCT I Vg @ hash & AR: dkim=pass
I NDBHHECIR > TEDET.
Private Key o

Public Key

s1._domainkey.qualitia.co.jp txt ”v—DKIMl,péABCDEF..?\)

~——
ZiILh U Ch

Copyright© QUALITIA CO., LTD. All Rights Reserved.
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DAVFT17

[(TTTT1T]
[(TTT1T]
% DKIM-Signature: v=1; A
=N d=qualitia.co.jp; 9‘
h=From:Subject;

[0CT A
| b=abcdef - - - -
a From: taro@qualitia.co.jp

Private Key Subject: HIRNDIAH TN
hash A\DEBE%(:TJD‘CBV)iﬂ'O

EL TSR

Copyright© QUALITIA CO., LTD. All Rights Reserved.



DKIMD'H D EE

DAVFT17

Private Key

DKIM-Signature: v=1,;
d=qualitia.co.jp; s=s1;
h=From:Subject;
b=abcdef - - - -

From: taro@qualitia.co.jp
Subject: JEEICHIRDIAH S TTEUN

WDBHHEEECE D THEDFET,
C . &

® |
Ve 4

T

sl._domainkey.qualitia.co.jp txt “v=DKIM1;p=ABCDEF...”

i

Public Key

Copyright© QUALITIA CO., LTD. All Rights Reserved.
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DKIMD'H D EE

DKIM-Signature: v=1;

d=qualitia.co.jp; s=s1;
h=From:Subject;

b=abcdef - - - -
From: taro%ﬁqual&tia.co.jp
Subject: FEEBICHIRDIAH L TZEL)
A / : im=fai
wEat xhash AR: dkim=fail N
WDBERIHEEICR>TEDEY, 9{

=%

s1._domainkey.qualitia.co.jp txt “v=DKIM1;p=ABCDEF..."
\/

NSASNTDINE ? |

Copyright© QUALITIA CO., LTD. All Rights Reserved.



DKIM@Key Rotation

« DKIMTF—D

Generate 2 DKIM choose selector name

~P
[1—F—>3_
EE

https://www.m3aawg.org/sites/default/files/m3aawqg-dkim-key-rotation-bp-2019-03.pdf

Copyright© QUALITIA CO., LTD. All Rights Reserved. ROTEL - HEADSTSD
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NYIPARN(CEZLLTIRDITFHRLE
frlEcTES

AW PORN(CEBZLUTHSAZILE
TE3

- EHAMY 78 Key RolloverHhtw)hE

https://www.m3aawg.org/sites/default/files/m3aawg-dkim-key-rotation-bp-2019-03.pdf

sl. domainkey.example.jp TXT
“v=DKIM1;p=ABCDEF...”



https://www.m3aawg.org/sites/default/files/m3aawg-dkim-key-rotation-bp-2019-03.pdf

TABEBRIBDKIMTITH
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=P

m11r!| | sl._domainkey.qualitia.co.jp txt “v=DKIM1;p=ABCDEF...”
(TT1TT]
From: taro@qualitia.co.jp
ﬁll'?jjﬂ:ﬂl “ Subject: HIRNDIAHTZEL)N
DKIMb\fd:(J \& % > AR: dkim=none
a AN =700 WDEBHEEFECR>TBNET,
Private Key befd\b ot m

DKIM/I&ZUTC
XDIEB R AP A

@

1
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— =

| |Sl-_domainkey.qualitia.co.jp txt “v=DKIM1;p=ABCDEF..."

[[ITTTT]

ITTTT] From: taro@qualitia.co.jp

[LLLTT] . Subject: HIRNDIAHTZEL)N

[1[] /HH DKIMb\Td:(/\C" = A | AR:dkim=none
/@9 2_\*) =5 T30 WDESHFECR D> THEDET,
Private Key ot Py

DKIM/&:LC @ &62)
EDIEBAZ A

SN2 ITAVT1 A Q
T EBEAWTD LR




DKIM- Slgnature =1;

. d=FFEJ)L— jexample s=aku;
EEEEEE HE"%’”S h=From:Subject;

[(TTTT1T] b=abcdef - - - -

[LLIIT] From: taro@qualitia.co.jp

ﬁll;lujjﬂﬁ Subject: HBIRNDIAFH L)

A\DEBE%(ZT&D THEOFET,

BRIIL—TD
Private Key

aku._domainkey.Ef#E)L—.example txt “v=DKIM1;p=ABCDEF...”

Copyright© QUALITIA CO., LTD. All Rights Reserved.



DKIMD'&DOTH

DKIM-Signature: v=1;

d=Z/®/ )L — 7 .example; s=aku:
[(TTTIT] hfFrom:S.ub.Je.ct.;

SRBEEE b=abcdef

(TILIL] From: taro@qualitia.co.jp

[TT1T1] Subject: BIRDIAH L TZ =)

AL @ hash €~ | AR: dkim=pass

aku._domainkey.E7&/J)L—J.example txt “v=DKIM1;p=ABCDEF..."”

AT
I NDEBHECHS THEDET
Private Key o
—y |+ =2 E@I )L —T D
EREI)IL—-TD Public Key
Private Key A 2

Copyright© QUALITIA CO., LTD. All Rights Reserved.
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3 XL CHspf=passLCULED

DKIMIZE=BNEBZUTE
dkim=passU CUED



DMARC
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Header From’iﬁﬁ(dﬁﬁw

Header From
‘Envelope From [ D— 9 35 & =R

-DKIMEZE  _

_dmarc.example.jp TXT “v=DMARC1; p=reject”




%ﬁiﬁ‘) l/_joa)S P F-t“ E:’E?\%E (dmarc p=reject)

DAVFT17

[ITITT]

[IITTT]
[ITTTT]

EEEEEN
T 192.0.2.1

_dmarc.qualitia.co.jp txt “v=DMARC1; p=reject”

203.0.113.1

Env From: jiro@&E®J)L— T .example

From: taro@gualitia.co.jp X
Subject: HIRDIAH TN

AR: spf=pass, dmarc=Falil

WDBHEEEICIR D THDFET,

X @Ehrau

B®J)L—J.example txt “v=spfl (p4:203.0.113.1) -all”

Copyright© QUALITIA CO., LTD. All Rights Reserved.




EWEII—IJ DDKIMES

DKIM-Signature: v=1;

WDOBHHFECIRDTHEDET,

[LLLLT] d=2fE/J)L—F .example; s=aku;
[TITIIT] h=Fr0m:SUbjeCt;
EEEEEN b=abcdef - - - - X
N T 10N From: taro@gualitia.co.jp
Subject: BIRDIAH LT =L
_dmarc.qualitia.co.jp txt “v=DMARC1; p=reject” AR: dkim=pass, dmarc=fail

X

BREIIN—TD

Private Key | Q%ﬁ/j‘)b—j@
Public Key

aku. domainkey.E®&)L—J.example txt “v=dkim1;p=ABCDEF...”

Copyright© QUALITIA CO., LTD. All Rights Reserved.
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SPFAIELLK TH.

DKIMA'IELUL THE.

NV FROMMIED ITHE U THIULEHRUN

SPFY°DKIM®MD 5L\ E C B % 5T I DEDIRD T,
SPF/Z|F+DMARCY>DKIM/Z|}+DMARCTEEBZI TS
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_dmarc.example.jp TXT
“v=DMARC1; p=reject;
rua=mailto:alice@example.com”

Lih— R HMJITBRCENTEFTIT L. DERR

example.jp._report._dmarc.example.com TXT
“v=DMARC1:;"

\_ [ T;] WOET, RFCOBINMEES> TLET, |




ULHU. RALHMEIIHDE

Copyright© QUALITIA CO., LTD. All Rights Reserved.



BIMIHh'&NIE

default._bimi.example.jp TXT
“v=BIMI1; |=https://../ .svg a=https://../sEBHE"

= M| Gmail Q X—LEBRZ

F ¢« @O 0 & ¢ ¢ bO®
O BeEkLc yo0 128 \ Verify your email address FERLA x
* RY—fI= AN CNN <cnn@transactional.cnn.coms A—1)~00) 7 -I7E5RERE
Q@ A2—X® To B3 ~

» == A FEE - > HEE- AvE-TEER

> EEEH

b T== 1

B hirachan

B to 25,836

Copyright© QUALITIA CO., LTD. All Rights Reserved.
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STARTTLS
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STARTTLS

DAVF1 7

A=)l —/)\—fZzlEs5{tdSD
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Opportunistic
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e Z1E
H—/\ H—/\

—

EHLO sender.example.jp

250-recv.example.jp

== __—250-STARTTLS
STARTTLSHIE | 520 OK

[
O

HIZDIE
S— N

STARTTLS

g
220 ready for TLS

TRATPINAT TODERD
< »
EHLO sender.example.jp .

L [Cohromet
Copyright© QUALITIA CO., LTD. All Rights Reseiveu.
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MITMZ=A

/3\ @ /3\@
TLSIEXT I
ANOY A

250-XXXXXXXX

250-recv.example.jp

250 OK

5&£CD0&
EFW]mX

250-recv.example.jp
250-STARTTLS
250 OK

g851bE9(C
EDFEL &

FROM: alice@sender.example.jp

B
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STARTTLS Downgrade Attack




TLS Protocol Downgrade Attack

X5

H— )¢

STARTTLS

A=
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MITMZ=A

220 Ready for TLS

<

TLS HandshakeRg5

- = = = PAS
—— ClientHello (TLS1.2TORERWTY) || $ECC
: 41 e =4 —
SRon LEA
TLS1.1T
XDFU &
RAHIE
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'U'—/\\ https://mta-sts.qualitia.co.jp/.well-known/mta-sts.txt

version: STSv1

mode: enforce

mx: mx1.qualitia.co.jp
max_age: 1296000

= (b (S5 Y

L CULVRIFNIEES RN A=)l amma
= WA A A AaEEEn
LTI

_mta-sts.qualitia.co.jp. IN TXT "v=STSv1: id=20191114123000Z;"
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TIETDA—ILFZ RL X bob@example.jp

ZIEX—)LY—)—: mx.example.jp
WebD:%TE
nttps://mta-sts.example.jp/.well-known/mta-sts.txt
version: STSv1 testing
mode: enforce — e:‘]‘;onrge
mx: mx.example.jp
max_age: 1296000 \— | * example.jpD LS ICHEITET |

DNSD:ESTE
_mta-sts.example.jp TXT "v=STSv1l; id=20210126010203"




X5 “ DNSH—/( WebH—/\
H—)\
_mta-sts.ZERAA> TXT R =
. id=abcl12345 -U-_} (
https://mta-sts.SHE 1 X~ > /.well-known/mta-sts. txt mx.example.jp

mode: enforce
mx: mx.example.jp

¢

EHLO sender.example.com

'~
250-recv.example.jp

250-STARTTLS
250 OK

L
STARTTLS

220 ready for TLS
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https://mta-sts. == R X > /.well-known/mta-sts.txt . 2=
mode: enforce =/ _
mx: mx.example.jp mx.example.jp
¢
G
To)
EHLO sender.example.com y MITME A
g
250-recv.example.jp 250-recv.example.jp
250-XXXXXXXX 250-STARTTLS
! 250 OK Eroo2 250 OK
Ryt
e =X
TLSIEXT It
2R RT
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TLS-RPT
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TLS-RPT

* MTA-STST DANEDFERD L7h— b &2 (THEIN
=SS

* RFC8460 (2018/09)

[SMTP TLS Reporting]
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XIEITDA—=IL7 KL X: bob@example.jp
TIEA—)LH—)(—: mx.example.jp

Lik— bDIiXD G report@example.com

_smtp._tls.example.jp TXT
"v=TLSRPTV1; rua=mailto:report@example.jp"

LR— bDIXDSE: https://example.com/report

_smtp._tls.example.jp TXT
"v=TLSRPTV1; rua=https://example.com/report"”
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"organization-name": "Google Inc.",
"date-range": {
"start-datetime": "2020-09-07T00:00:007",
"end-datetime": "2020-09-07T723:59:597"
}s
"contact-info": "smtp-tls-reporting@google.com
"report-id": "2020-09-07T00:00:00Z hirano.cc",
"policies": [
{
"policy": {
"policy-type": "sts",
"policy-string": [
"version: STSv1",
"mode: testing",
"max_age: 86400",
"mx: *.hirano.cc"

1,

"policy-domain": "hirano.cc"

}s

"summary": {
"total-successful-session-count":
"total-failure-session-count": ©

n
J

5,

AI) 518

REY 0)@

N\

QUALITIA
p—
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"failure-details": [
"organization-name": "Google Inc.", {

"date-range": { "result-type": "validation-failure",
"start-datetime": "2019-10-01T00:00:007", "sending-mta-ip": "209.85.219.198",
"end-datetime": "2019-10-01T23:59:597" "receiving-ip": "210.158.71.76",

}s "receiving-mx-hostname": "ah.hirano.cc",

"contact-info": "smtp-tls-reporting@google.com", "failed-session-count": 2

"report-id": "2019-10-01T00:00:00Z hirano.cc", '

"policies": [

{ "result-type": "starttls-not-supported",
"policy": { "sending-mta-ip": "209.85.222.201",
"policy-type": "sts", "receiving-ip": "210.158.71.76",

"policy-string": [ "receiving-mx-hostname": "ah.hirano.cc",

"version: STSv1", "failed-session-count": 1
"mode: testing", 1,

"max_age: 86400", .. A% oL
"mx: *.hirano.cc"
1s
"policy-domain": "hirano.cc"
}s
"summary": {
"total-successful-session-count": @,
"total-failure-session-count": 55

}s
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DANE for SMTP
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.RFC7671 (2015/10)
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SPINEZESIELUTTD

DNSDIHENH S A SN TULRRWC EZFREET D

DNSDILEH

R
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- UV AMNS DDA

5EDTHDC EZR




DNSSECDO FSABMFITA>

JL— b@zone
| DNSKEY (KSK) =%
| DNSKEY (ZSK)
B4
HashzfalT 3
jpdzone example.jpdzone
| DNSKEY (KSK) B | DNSKEY (KSK) =P

DNSKEY (ZSK)

E
DS

DNSKEY (ZSK)

HashZzFElT3 \"/ oie

example.jp. IN MX 10 mail.example.jp. ]
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DNSSECODitE

JoE
DNSSECIESIE KA1 > | DNSSECHIERXA(>  |@bFFansk
DNSSECHE KA >

DNSSECIEXtIiGUYVILIN  [EIZEHD EZEdHD EZEHD
DNSSECxf&U VI EZH D E1ZdH D SERVFAIL

RRDFTERINEZE. FEEREHMRDO TR
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JL— ~DNS

@ublic Key

Public Key®dHash SX—)L

=¥ H—)(

DNSSEC \

mx1.qualitia.co.jp

DNSSEC

_25._tcp.mx1.qualitia.co.jp. IN TLSA 3 0 1 2B73BB905F..."
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Public KeydHashZz{ERk

openssl X509 -in cert.pem -pubkey -noout
| openssl rsa -pubin -outform DER
| openss| sha256

(stdin)= 293f3944e435835ec/97acbbe52ffb1bc8e
6637879fbe62d9b6195479e01f67e
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(U TOHRTERS.

H—)\—

MBS ZED I I DEDD

openssl| s_client -connect mx1l.example.jp:25 -starttls smtp < /dev/null

O
O
o

DENSS
DENSS

DENSS

x509 -pubkey —noout
rsa -pubin -outform DER
sha256

(stdin)= 293f3944e435835ec/97acbbe52ffb1bc8e
6637879fbe62d9b6195479e01f67e
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_25. tecp.mx1l.example.jp TLSA 3 1 1 293f3944e...

0: iEBAZE
/INEFi

‘ A —JLH— ) {— ‘/

=

A=)V FLADRAAZEDTEHDFEA !

I\

0: Hash’gx U
1: SHA256
2: SHA512

XKTLSDKeyZz ANBZXDES(CIETLSAL O— Kz
FE(ICEUWT. DNSOFv v 1B E 5 X —
JILH—/)\—D&EZFHT UL IKey([CEE L., HUTLSA
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DNSSEC(CX L CULNTC,
TLSAL 11— Rhtdni<. oo o

AOL yes no

STARTTLSZ % ZA CERA L.

Comcast yes yes

—— . Freenet yes yes
PublicKeyZTLSADIE CAREELUEK T o omai jes o
GMX yes yes

Kabel Deutschland yes yes

02 yes no

Outlook.com yes no

Microsoftd¥d & E :Zer:?ne y:z zis
BERIDIIE20208RET Unitymedia ter yes
SHERDIIE2021FRET edator e ves
(by M3AAWG General Meeting (2020/06)) web.de ves ves
Yahoo yes no

https://posteo.de/en/help/to-and-from-which-other-email-providers-will-my-emails-be-encrypted



https://posteo.de/en/help/to-and-from-which-other-email-providers-will-my-emails-be-encrypted

DNSSEC + TLSASSESE T

Email test: interlingua.co.jp © httpS //l nte I'N et. N I/
T ) A

€ Notreachable via modern internet address, or improvement possible (I[Pv6)

@ All domain names signed (DNSSEC) @ signed domain names (DNSSEC)
& Authenticity marks against email phishing (DMARC, DKIM and SPF) Well done! Your email address domain and your mail server domain(s) are signed with a
@ Mail server connection sufficiently secured (STARTTLS and DANE) valid signature (ONSSEC). Therefore senders with enabled domain signature validation, are
able to reliably query the IP address of your receiving mail server(s).
Show details
Email address domain
DANE
: % DNSSEC existence -
@ DANE existence
- % DNSSEC validity -
% DANE validity
Mail server domain(s)
@ DANE rollover scheme .
% DNSSEC existence -
% DNSSEC validity ¥
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IRA PEED(EA—ILT KL ADlocalpartdSHA256M28AT5 v

# echo -n alice@example.jp | openssl sha256
= 2bd806c97f0e00aflalfc3328fa763a9269723c8db8fac4f93af71db186d6e90

SEBAZE VA HBEEDEREENIC U CL6iEZNTE
# openssl x509 -in smime.crt -outform DER | xxd -ps

308202cd308201b50214156aee144514e7969££77e02936211039£9db59%e

300d06092a864886£70401010b050030123110300e06035504030c076869

72615£4341301e170d3231303131373134353434345a2170d323230313137
.. UFKR&E

2bd806c...af71db._smimecert.example.jp SMIMEA
300 308202cd308201b50214156aeel144...




DANE for OpenPGP Keys
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TR A I\EB(arocaIpartd)sha2560)28octet

RDATA(IPublic Key (BASE64)
*RFC7929 (2016/8) (Experimental)
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2bd806...1db._openpgpkeys.example.jp OPENPGPKEY
MQENBGAGcmIBCADZTMmbYeRqgTgb...




N\
GL-!A.LITIA

i I EW

A —) itk
SPF

DKIM

DMARC

DMARC
LR—

BIMI
MTA-STS

TLS-RPT
DANE
SMIMEA

OPENPGPKEY

example.jp

example.jp

[selector]._domainkey.
example.jp

_dmarc.example.jp

example.com._report.
_dmarc.example.jp

default._bimi.example.jp

_mta-sts.example.jp

_smtp._tls.example.jp

_25.tcp.mail.example.jp

[sha2560D28octet].
_smimecert.example.jp

[sha2560D28octet].

_openpgpkey.example.jp

TXT
TXT

TXT

TXT

TXT
TXT

TXT
TLSA

SMIME
A

OPENP
GPKEY

mail.example.jp
v=SPF1 ip4:192.0.2.0/24 -all

v=DKIM1; k=rsa;p=....

v=DMARC1; p=reject;
rua=mailto:report@example.jp; ruf=...

v=DMARC1;

v=BIMI1;
v=STSv1;

|=https://....; a=https://....
id=20200320T170000;
v=TLSRPTVv1; rua=mailto:report@example.jp
301 2B73BB905F....

3 0 0 ABCDEF0123....

MQENBGAGcmI....

WHE
WHE
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« DKIM Rotation(3dshA E L LY ERCSBLATLERS DT
. SMIMEAX>OpenPGP Key [ AT

DNSL 1— RO\ A— L7 RL AEBICEFE

« BIMIT®MTA-STS(EhttpstEMHE
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