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https://tools.ietf.org/html/rfc7908
https://www.manrs.org/2019/05/public-dns-in-taiwan-the-latest-victim-to-bgp-hijack/
https://www.nic.ad.jp/ja/materials/iw/2019/proceedings/s10/s10-yamaguchi.pdf
https://www.nic.ad.jp/ja/materials/iw/2019/proceedings/s10/s10-watanabe-2.pdf
https://blog.cloudflare.com/how-verizon-and-a-bgp-optimizer-knocked-large-parts-of-the-internet-offline-today/
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%NAP RPKI ROV Overview
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rsync://rpki.apnic.net/repository/apnic-rpki-root-iana-origin.cer

RIR CA AFRINIC‘Z\ APNIC ARIN ¢ LACNIC € RIPE NCC‘£ R A PR G e EE

(Certificate Authority) RIR Repo
Bl NG s v
(Relying Party)
NIR CA CNNIC JPNIC TWNIC NIR
NIR Repo D
Gl
CED

)

rsync/RRDP
LIRCA LIR LIR LIR @y
ISP CA E ISP E g LIR Repo Validated
' S ' ROA Cache
@ @ = ISP Repo
ROA (Route Origin Authorization)
10.0.0.0/20, AS65001, maxLen20 RTR
AS65001 ROV
Resource

10.0.0. o/zo 10.0.0.0/20, Path ... 65001 v N AS65002

Y >10.0.0.0/20
\V« Path ... 65001
AS 511 10.0.0.0/21, Path ... 65111 x E __________ ’>

Copyright © 2020 INTERNET MULTIFEED CO. 8

>
1/




RPKI F1— KU &I\ XA ~ ROA BITNSIL—F TDESRET~

. http://enog.jp/wp-content/uploads/2013/05/2013-0426 enog20-rpki-04.pdf
’[A;NAP RPKI ROV Overview
e ———————— V) —iEiE

Trust Anchors

RIR CA AFRINIC‘£ APNIC & ARIN & LACNIC € RIPE NCC
(Certificate Authority) e . . I l p | | | (?g RIT7T: (APNIC)
/]\ [ AgriNIC ][ RIPE Nec || aPNIC || ARIN | Lachic | G5, %% gPNIC)
: : ' : ‘ : l FRLARTOvS:
NIR CA CNNIC  JPNIC TWNIC NIR 192.0.0.0/8
o | I I A $475%: (JPNIC)
LIR CA ’ [owre | krwrc ] T | ﬁ\lfm ?;7? AR : (ISPHEE)

F7RLRITOYY:

‘?:g l 192.168.0.0/16

ROA - Route Origination Authorization | ISP$@ ?:z%; RATI: (ISPEXH)
‘ =)

ISP CA

(ISPERBIZLDHERFET—H) WM& (A—FH)
- AS655351=%192.168.64.0/240) FRELZITOwb

#2 %/ &% 52 A (Authorization) E"‘ﬂﬁﬁ ] 192.168.64.0/22

Copyright © 2013 Japan Network Information Center 2 525

RPKIGEEAZEWY D —
. BLZXBMUNEEELS (Certificate Authority, CA) U TUY —XGEBRERFHITI D

« HMIDLZANUDWMEHRT FIDL A NJDIIAEZESR T D

- BADOIEERF (L Trust Anchor (5DMDRIR) MEMRDAT =TT ~ (ROA) (CEIIFTYU—ZilD
CA<& LT Dragon Research Labs RPKI Toolkit, Krill &L\ 2V I NI 77D

Copyright © 2020 INTERNET MULTIFEED CO.


https://github.com/dragonresearch/rpki.net
https://nlnetlabs.nl/projects/rpki/krill/
http://enog.jp/wp-content/uploads/2013/05/2013-0426_enog20-rpki-04.pdf
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%NAP RPKI ROV Overview
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https://github.com/RIPE-NCC/rpki-validator-3
https://github.com/NLnetLabs/routinator
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https://tools.ietf.org/html/rfc7908
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https://www.janog.gr.jp/meeting/janog47/peerlock/
https://archive.nanog.org/sites/default/files/Snijders_Everyday_Practical_Bgp.pdf
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https://tools.ietf.org/html/rfc8205
https://datatracker.ietf.org/meeting/102/materials/slides-102-sidrops-as-path-verifcation-using-aspa-00
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https://speakerdeck.com/ktyamaguchi/jing-lu-haiziyatukutoroafalsehua
https://www.nic.ad.jp/sc-sendai/program/iwsc-sendai-d1-7.pdf
https://tools.ietf.org/html/rfc7115.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute_bgp/configuration/15-s/irg-15-s-book/irg-origin-as.html
https://www.cisco.com/c/en/us/td/docs/routers/xr12000/software/xr12k_r4-2/routing/configuration/guide/b_routing_cg42xr12k/b_routing_cg42xr12k_chapter_01.html
https://www.juniper.net/documentation/en_US/junos/topics/topic-map/bgp-origin-as-validation.html
https://eos.arista.com/sidr-with-rpki/
https://archive.nanog.org/sites/default/files/GrHankins.pdf
https://2020.apricot.net/assets/files/APAE432/RPKI-deployment-2020-seacom-update.pdf
https://blog.apnic.net/2020/04/07/validating-rpki-validators/
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