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NIST RPKI Monitordk D

20184F

2021

Global: Validation Snapshot of Unique P/O pairs

790,707 Unigue 1Pv4 Prefl'Origin Pairs

O not-tound O valid M invalid
(702,415) (81,940) (6,352)

. - not-found 88.83%

MIST RPKI Monitar 2018-11-24

invalid 0.80%
valid 10.36%

MNIST RPEI Monitor 2021-01-21

Global: Validation Snhapshot of Unique P/O pairs

906,123 Unigue IPv4 PrefiOrigin Pairs

O not-tound [ valid M invalid
(658,375) (243,108) (4,642)

invalid 0.51%

valid 26.83%

not-tound 72.66%

RPKI Deployment Monitor, NIST
https://rpki-monitor.antd.nist.gov

* Invalid:AS Covering ROA Prefix, maxLength Satisfied, and AS Mismatch.
« Invalid:ML Covering ROA Prefix, maxLength Exceeded, and AS Match.
+ Invalid:ML-AS Covering ROA Prefix, maxLength Exceeded, and AS Mismatch.

(i.e., because it contains an AS-SET), and a ROA covering the prefix exists.

+ Invalid:AS-SET The origin AS could not be determined from the BGP update used to announce the prefix

—FRIICLEARTHSHMCHIN\—FHE
e KFBEXREHDROVEALGED,

Jic
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Transit 2 0)\A 5 —»O50 REEBHDEAD

Status of Transit and Cloud

Type
Telia Transit
Cogent Transit
GTT Transit
NTT Transit
Hurricane Electric [ransit
Tata Transit
PCCW Transit
RETN Transit
Cloudflare Cloud
Amazon Cloud
Netflix Cloud
Wikimedia Foundation Cloud
Scaleway Cloud

RIPE NCC Open House, The Future of RPKI

Details
Signed & Filtering
Signed & Filtering
Signed & Filtering
Signed & Filtering
Signed & Filtering
Signed & Filtering
Signed & Filtering

Partially Signed & Filtering
Signed & Filtering
Signed & Filtering
Signed & Filtering
Signed & Filtering
Signed & Filtering

&

Status
Safe
Safe
Safe
Safe
Safe
Safe
Safe
Safe
Safe
Safe
Safe
Safe
Safe

Source: isbgpsafeyet.com

https://www.ripe.net/participate/meetings/open-house/presentations/nathalie-treneman-the-future-of-rpki
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RPKI TEST

t
t

i RPKI TEST

esting valid ROA.
esting invalid RO
1 dro: 3 as witnessed

C

RPKI TE
https://labs.ripe.net/Members/nathalie_nathalie/rpki-webtest

Is BGP safe yet? No.

URLDQRIO— (B UA)
E-I E
[=]

https://isbgpsafeyet.com/

Is BGP safe yet? No.

Border Gateway Protocol (BGP) is the postal service of the Internet. It's responsible for

looking at all of the available paths that data could travel and picking the best route.

Unfortunately, it isn't secure, and there have been some major Internet disruptions as a

result. But fortunately there is a way to make it secure.

SPs and other major Internet players (Comcast, Sprint, Verizon, and others) would need to

mplement a certification system, called RPKI.

Test your ISP Read FAQ

Is BGP safe yet? - Cloudflare
https://isbgpsafeyet.com/

Copyright © 2021 Japan Network Information Center
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« BGPalerter

!
Example ®@ NTT
visibility
The prefix 165.254.225.0/24 (description 1) has been withdrawn. It is no longer visible
from 4 peers.
hijack
visibility
The prefix 2a00:5884::/32 (alarig fix test) has been withdrawn. It is no longer visible ThE pl‘E‘ﬁJ{ 23[]-05884,-"32 {alarig ﬁ!{ tEEt] iS ﬂnnﬂunc&d h'f AS]_SSE:S il"lStE'Eld Df
from 4 peers.
ek AS204092, and AS45
A new prefix 165.254.255.0/25 is announced by AS4, and AS15562. It should be
instead 165.254.255.0/24 (description 2) announced by AS15562 newprefix
hijack , _ Possible change of configuration. A new prefix 2a00:5884:fff:/48 is announced by
A new prefix 2a00:5884:ff(f:/48 is announced by AS208585. It should be instead
2a00:5884::/32 (alarig fix test) announced by AS204092, and AS45 AS204092. It is a more specific of 2a00:5884::/32 (alarig fix test).
hijack
The prefix 2a00:5884::/32 (alarig fix test) is announced by A515563 instead of
AS204092, and AS45
newprefix
Paossible change of configuration. A new prefix 2a00:5884:ffff:/48 is announced by
AS204092. It is a more specific of 2a00:5884::/32 (alarig fix test). '

BGPalerter, Real-time BGP monitoring, Massimo Candela
https://ripe79.ripe.net/presentations/111-BGPalerter_ripe79.pdf

A
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« console.rpki-client.org

 RRLDTSOXEE?

Genarated af Thu Now 26 08:45: 29 2020 by rokj-Clisnl.

SIa aslD

rpki.ripe.neifrepnsiinry FAILT b Aff-| - d5fc-bTid-3i f | bl | OF vdFkx FRGL pl ) Pfak - rop Ay

rpkl.ripn.nei frepos | Loy MEFAILT M4 4200 F9-A790- 4530-b | F4-50505383F d 1371 fiT Toell OGallei P01 015880 - ron ARy

LK Lor Lronel S ranas | Lar v DEFAULT /A8 ] al ad-1 4ad-4adti-009a- 85397 Th645 1| BzBe RNl S0 cONPdrahBv AR, (82 LEETED

cekloring nelfranngitory DEFAULT foafal d20d-ddbd- 4362 -ac Th-2a31 (006 TI6/1 /3 -Ldiuwelseeeadin: v Mis ITHN. (o3 AREFED

cekioring nelSranoailory /DEFAULT M0 ol 661487 4460 aadd-c582350e 131 |.F) SI0E2 S5 ahalE 300 | Cal IFI Falk . rea AEETER

\
| console.rpki-client.org SR

. - - rpki.ripn.ned freposidory MEFAILT fab fdidcd-clec- 40 f | -Add5-SddfddabTdd ) fi Heiasf S0P dndr ulr i M5a] 755 - ros 1= i __.n“‘ et ]
http://console.rpki-client.org/ — £ Sliutededis o6 fnas: 53

BIRESN TS /AS8283.html

RPKIVIZ search  statistic  about

 RPKIVIZ -

RPKIVIZ | RPSTIR2
e http://rpkiviz.zdns.cn/

RPKIVIZ: Visualizing the RPKI | APNIC Blog ==z -
https://blog.apnic.net/2020/04/23/rpkiviz-visualizing-the-rpki/ [ BE:'O)"EE(QE

A
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Kimura

4 =
CNFETOH:EE

IW2018: “IFA & (T85> T=RPKIDEE" #4111 =4, TOKAI

A=3—=4—>3>X

A

RIPE78: “Long chopsticks in heaven - When packets
dropped using ROA -”, RIPE78, May 2019, Taiji

<y

RPKI in Asia-Pacific region

& RIPE NCC

-

https://labs.ripe.net/Members/taiji
_kimura/long-chopsticks-in-

heaven-the-importance-of-

cooperating-when-it-comes-to-roa

(#8%1) RIPE 79TMDIP RL- X « ASESHEIURU S —(C
B9 DIBECHBNM https://blog.nic.ad.jp/2019/3348/

FAVEabERA~RM~

"

AS10010

(FA E(CHDTZRPKIDEE, IWS 3 —40—X &
https://www.nic.ad.jp/sc-sendai/program/iwsc-sendai-d1-7.pdf

o W=EWEIEERG

—traceroute

roamonZz % (20204F)

U
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RPKI slack DEIA.
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¥t UUL\ROAWeb (1/2)

IrMVE) REE RV EES JuwIN-2@ U-m ALTH = O %
T RPKI X |+
<« ¢ @ © & https;//rpkinic.ad,jp/xfr [T 12 iy v+ @ =
|Bx=z ~| )
JI\IT:I‘C ~rumEA BARRYNI -5 VT4 A~V
| A SHOSECES (4 2 Em
I
e =¥ = TN e N — A% BE 23 (== B 1 — eSS —s = i3 == S
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Prefix ( - BXprefixg) + ASHES RE(*1) #1F F|AENTWSBGPER (Prefixd EHILSmOAS)
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202.12.30.0/24 2515 BITH m o 202.12.30.0/24 2515

HATNTWSBGPERE (Prefixt BiELSmMAS)
(1) BTMECH2ABEN DB HB0NFET. [BTE] ORBEEZOROASRPKIOUMS FUTABEENTUS I EERLTVET.

(<2) Route Views (http://archive.routeviews.org/) MBGPT—4ZEEIC, FH- MCBIFEAY S LRI ROVIOERERRLTVET. —SOBCPEENIRTENZVWCEFBDFET.

P X—aB. TR CE7RV\BGPESE.

UY—RIMEASEA TRATH] (CR3CROAZMEHTET Y. VY —AMASH IRTH] CRIFT TR2HBEMN S 08037,

75 6M28JKbDXTC5SmBWuelwNo--KhNU.cer 6M28IKbDXTCSmBWue 1wNo—-KhNU.cer
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EWEHE - BBEFH 2021811815H10:30:02 (HEBE/UTC+9) FATIE
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