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5] CloudFlare 7 R—MMAZ D BAFE(L

CloudflarebR— ~ . BEIBCERELZFIY FE2TITHIEULET,

* Enterprise

® Business
* Pro
o HEFY
R R R R
Enterprise Business Pro =8
el o o 1 Yes Yes BITODHE BIITHDTTE
HiR—hFov b Yes Yes Yes Yes
Frv b Yes Yes WWNE RRY-3
EA Yes LMAR (RIAY- & (A1AY-&

https://support.cloudflare.com/hc/ja/articles/200172476-Cloudflare % E3%82%B5%E3%83%9D%E3%83%BC%E3%83%88%E3%81%AB%E5%95%8F %E3%81%84

%E5%90%88%E3%82%8F %E3%81%9B%E3%82%8B &Y 26
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Cloudflare T Web %1 hE2AE-F7vTL CGEEIC{RE

ES0Y1FEASLET (example.com):

olab-sun-cfjp ’

olab-sun-cfjp is not a registered domain
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1499 A¥vY

Cloudflare BRI BRI VR— b3 37HD DNS LI-FEYARCAFrILTVET .

BE#F (M DNS LI-FEAFvYLTVET
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DNS Ld-F#LEI1-LET

1A

LT DNS LI-FAELSEREIN TSI L 2RBLTKESL. ZhoOLI-FE X-AY-/(-%
EFLEEIC Cloudflare TEMICHYET.

0 /-t FXMYD MX LI-FREINVEEATLE. A=) @olab-sun-ctjp 7FVAICELET 3[CIE MX LI-FARETT. X

0 www FTEAIVD AL AAAA, E72 CNAME LI-FH R 20 EHATLE. www.olab-sun-cfjp TTFXMVEEERLEE AL X

olab-sun-cfjplc DNS LI-F#ENT 3
I39F PAIVEIUYILT. AL AAAA, LU CNAME LI-ROR 74902702 HEITET,

- JOXYBAFH: NITT19IERE-FTYTLTRELET
@, DNS R0 Cloudflare ZA¥vTLET

ERIIVE 7AI0B WL I-R(E DNS Rz ERALETH. TOFVTBLIETER R A
olab-sun-cfjp O DNS B

+LI-Feem [ Q DNs LI-F&ie % = BERE

‘ 547 E=10] 27 TTL TO0¥Y A7-92A

A ns 34.123.174.125 =5 - FOXYEH ElES ‘

RIFETTXF

UNIVERSITY OF NAGASAKI
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DNSSEC [£. DNS EIZEDEENSFELET. DNSSEC CREEINEY-VIE. Z(FH>7z DNS LI-
RERXMVRRBEICL>TABINS DNS LI-FOR—142BEITILHICESTELINET.

DNSSEC

DNSSEC [3. DNS EIZENDEENSFELE T . DNSSEC TiREINLY-VE. F 7Bz DNS LI-
FERXMVRIEZE[CLOTARINT DNS LI-FOR—142BEITILHICESTERINET.

@ 5LELE! olab-sun-cfjpld DNSSEC TRZEINTET.

(R swemxs

DNSSEC 2E#ICT 3 A%

DNSSEC #5323, DS LI-FELIAM-ISEMT 3B EANBYET . ZLOLY
ART-E LTFOVNODDT -V FOBEERLET . —BHBLIANS-BOFIER. 2
55 2ZEERCIEEN.

DS LI-F

w71 T =

DNSSEC #E#i1t

DNSSEC Z &3t
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dnsvizt [ERELL

p
(2021-04-07 /5:01:06 UTC)

[

DNSKEY
alg=13, 1d=2371
512 bits

DNSKEY
alg=13, id=34505
512 bits

(olab-sun-cf.jp/NS) Glab-sun-cf.jp/SOA)

olab-sun-cf jp
(2021-04-07 07:21:58 UTC)
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adEvhrE3I->TLVA,

[ smadakokadams@olab-sun-cf ~]$% dig @8.8.8.8 olab-sun-cf.jp +dnssec

; <<>> DiG 9.11.4-P2-RedHat-9.11.4-26.P2.el7_9.4 <<>> (@8.8.8.8 olab-sun-cf.jp +dnssec
; (1 server found)

;5 global options: +cmd

;3 Got answer:

;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 21440

;3 flags: gr rd ra ad; QUERY: 1, ANSWER: @, AUTHORITY: 4, ADDITIONAL: 1

55 OPT PSEUDOSECTION:

; EDNS: version: ©, flags: do; udp: 512

:; QUESTION SECTION:

;olab-sun-cf.jp. IN A

53 AUTHORITY SECTION:

olab-sun-cf.jp. 1799 IN SOA phil.ns.cloudflare.com. dns.cloudflare.com. 2036929301 10000 24
olab-sun-cf.jp. 3599 IN NSEC \80e.olab-sun-cf.jp. NS SOA HINFO MX TXT AAAA LOC SRV NAPTR CER
olab-sun-cf.jp. 1799 IN RRSIG SOA 13 2 3600 20210408075742 2021406055742 34505 olab-sun-cf.j
olab-sun-cf.jp. 3599 IN RRSIG NSEC 13 2 360@ 202104080875742 202108486055742 34505 olab-sun-cf.

53 Query time: 58 msec

;5 SERVER: 8.8.8.8#53(8.8.8.8)

53 WHEN: Wed Apr ©7 15:57:42 JST 2021
33 MSG SIZE rcvd: 373

- 33



& Ei§E T AL
INIVERSITY OF NAGASAK|

RRSIGD & zh HAfE

olab-sun-cf.jp. 1799 IN RRSIG SOA 13 2 3660 20210408075742 20210406055742 3
olab-sun-cf.jp. 3599 IN RRSIG  NSEC 13 2 3600 20210408875742 20210406055742

202154 A6 B58F57 7427 —202154 A8 B 7857 742
2B L2Bs

BEICEDHIDT. [ZEFITYHSHBI=-UIZRRSIGE £ H .
(FNELBEBE LTV EARLHAZOTEELALET?)
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e

LI-K@ | ONssEcEE | ARDY—Y057 0

DNSSEC BH info DNSSEC E2%#EMLT S

DNSSEC EZRF—H R
O E&RL

ZORA FY—>0 DNSSEC BENEMCRO>TVEEA X
DNSSEC E2ZEM(CL. Route 53 TF—BAF— (KSK) Z/EM T BICIE. [DNSSEC BEREAMELET] 2HUvHILET. RIS, RRRY—20
DNSSEC S8 F = — > # I I 24BN HNET . DNSSEC EENBMMEENLHE. CORFTYINRTULET.

F—ELF— (KSK) (0) info mEER HERRCUOBRS |
<1 > ©

EL0] A ARF—HR v 31| v

F-EEFHERENTVERA.
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Route 53 » RABY—2 > olab-sun-53jp » DNSSEC EZEEMMET B

DNSSEC BEZEEMNETD wo

DNSSEC BERDOFIEZEIBBICTETLEY Info
FRTORAFTYTERT VRN OIBE. ELHBBESDICETURNOLBE. UBRA 15Xy
b ETERTEICRZ RN DD ET.

F—FEEF— (KSK) DR

TOR-T TR, BERIEETIFNSBRULNRAIT—TIRG—F— (CMK) [CBEDNT, KR RI—2DOF—EEF— (KSK)
Route 53 [CKDERENET.

KSK BDIETE Info
Route 53 [CL > TEEMICHERENS KSK DEFIZIEELET-

olabsun53
£HilE 3~128 XFICTIRBNBDET . BPLXTA~Z, a~z. 0~9.

AWS KMS DARIT—EBE®D (MK Info
Route 53 [&. AWS Key Management Service (AWS KMS) DH XS Y —BBD (MK [CEDWT KSK ZIERLET . NRHY—EED MK D
FHEZEFEDEEIC DV TIE. Route 53 HHRSY—EED (MK ZERUT KSK ZERUZRREB LR EHEETT-

O ARGI—EED (MK DER O HREIT—EED CMK DFER
EBMRSAERENET.

HRET—EED (MK DIERL
ZOF-DIAUTZRZANUET. FRBRCF-ZEETHICE. HED AWS KMS PHERFAHRETHB T LICERU TSV,
#HET55 2

I olabsun53testkey

» F—07O/NF+

Frotl KSK #ERU TEEEEMET S 36




b 4 Eﬁ?‘l—)iﬁn Info

DNSSEC DERF = — > ZHIL S B(C(F. TTTREATNS DNSSECTERT/RRA MY -2 DY — 2 BH T 24BN SN ET . BHild. Route 53 ZLEFROLIR M
SEEBUTVBANEDINCL>TRRDET.
» Route 53 LY RS
UToEREERALTRY - 2BHULET.

v HORAA LIRS

NFoEREFEALT. KRR P —2ORY-2ZBHULET, —SBOL AN TR SERIANTOMEEFD DS LI—FEERTEET. EOLTRMST
(& RtENeoEZERT IRENHDET.

EXA>4 HATTZPTITIZ A EE7ILTUZ A

olab-sun-53.jp SHA-256 ECDSAP256SHA256

F-05T HASIAPTITVILDEAT ERTITVZLDIAT

42216 2 13

2372 HAST R TV oF—

257 5909B445467DD487B32116E21CC5D595453 idUoBijllQa4gLWjZOUpBwpOTYdsh+ShgQgapr

7CA6421121656DEF7A66B794051CF QrDVjr3097etZLEcZcCapJ13jox+wlC6h2PZBa7H82v

cGHQWw==
DS LO—FR

42216 13 2 5909B445467DD487B32116E21
CC5D5954537CA6421121656DEF7A66B794051CF

RIFETKF

UNIVERSITY OF NAGASAKI

37



RRSIGD & zh HAfE

olab-sun-53.jp. cee IN RRSIG SOA

% EBET xS
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13 2 9@0 202104870682752 20210407061252

202144 A 7HG6EF125752F0-202144

A7H8KF275752F)

B EAE L 26F/11557 . RFRIZO TS

= [ZEAD,
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EMQJK%

INIVERSITY OF N

DNSSEC A4~ E:%7NSEC \000

olab-sun-cf.jp. 3600 IN NSEC \80@.olab-sun-cf.jp.

olab-sun-53.jp. 21529 1IN NSEC \88e.olab-sun-53.7jp.

LIT#YIRT &, . .

[smadakokadams@olab-sun-cf ~]$ dig @ns-558.awsdns-85.net. \@8@.olab-sun-53.jp +dnssec
\000.000.0lab-sun-53.jp. RRSIG NSEC

80e.o0lab-sun-53.7jp. 86480 1IN NSEC

|[smadakokadams@olab~sun-cf ~]$% dig @ns-558.awsdns-85.net. \000.\008.o0lab-sun-53.jp +dnssec |
000.000.0lab-sun-53.jp. 8640 IN NSEC \000.000.0008.0lab-sun-53.jp. RRSIG NSEC

[smadakokadams@olab-sun-cf ~]% dig @ns-558.awsdns-85.net. \800.\606.\000.0lab-sun-53.jp +dnssec

000.000.000.0lab-sun-53.jp. 86400 IN NSEC \800.000.0600.800.0lab-sun-53.jp. RRSIG NSEC

WEDRRXFINETHERFRITEYRL, CFLER,

40



CloudFlare “Black Lies” for NXDOMAIN

- The next name is always \000.[themissingname]
- One NSEC per answer

cloudflare.com. 1799 1IN SOA ns3.cloudflare.com. dns.cloudflare.com. 2020905521 10000 2400
604800 3600

bogus.cloudflare.com. 3599 1IN NSEC \000.bogus.cloudflare.com. RRSIG NSEC

cloudflare.com. 1799 1IN RRSIG SOA 13 2 86400 20160309213638 20160307193638 35273 cloudflare.
com. mgxlFncjVdOpWhMOgmé6+kcPBi/6zC8LF00ccG3DA1RNiI6hXmrgnFiUg dsngBT3VYo0+8AsZ110vJiopCdNoTw==
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