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BGP/MPLS VPNs
Istatus of This Memo

Status of this Memo BGP/MPLS IP VPNs X .
This document specifies an Internet standards track protocol for the
" " N 3 3 Internet community, and requests discussion and suggestions for
This memo provides information for the Internet community. It does Bt i BB Es improvements. Pliase refez to the current editionggf the "Internet
not specify an Internet standard of any kind. Distribution of this raft-ietf-liven-zfc ie-0d.txt official Protocol Standards" (STD 1) for the standardization state
memo is unlimited. and status of this protocol. Distribution of this memo is unlimited.
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. . Poright Notice
Copyright Notice kubmitting this Internet-Draft, we certify that any applicabie

n r her IPR claim: f which w 5o ware hav n discl ’ i i %

Copyright (C) The Internet Society (1999). All Rights Reserved. oit:i‘l:lobeo:ii:closed‘,: :ndsa:y of which we bacome a:aieb:?lldbic osed CoPYFLGRE (C) The Intemnet Society (2009)

disclosed, in accordance with RFC 3668. Pbstract

Abstract

This document is an Internet-Draft and is subject to all provisions This document describes a method by which a Service Provider may use
This document describes a method by which a Service Provider with an of Section 10 of RFC2026. an IP backbone to provide IP Virtual Private Networks (VPNs) for its
IP backbone may provide VPNs (Virtual Private Networks) for its customers. This method uses a "peer model", in which the C“Stomers:
custome;s. MPLS (Multiprotocol Label Switching) is used for Internet-Drafts are.working documex?ts of t]?e Internet Engineering :gg: EZEEZ: :gg igﬁz::;,-si::r;hi;rnzo:\zizr;‘:yﬁhii:?;‘gci;:gzlder s
forwarding packets over the backbone, and BGP (Border Gateway Task Force (IETF), its areas, and 1tsvwork1ng groups. Note that customer's routing algorithm, and CE routers at different sites do
Protocol) is used for distributing routes over the backbone. The other groups may also distribute working documents as Internet- not peer with each other. Data packets are tunneled through the
primary goal of this method is to support the outsourcing of IP Drafts. backbone, so that the core routers do not need to know the VPN

backbone services for enterprise networks. It does so in a manner routes.

which is simple for the enterprise, while still scalable and flexible
for the Service Provider, and while allowing the Service Provider to
add value. These techniques can also be used to provide a VPN which
itself provides IP service to customers.

Internet-Drafts are draft documents valid for a maximum of six months
and may be updated, replaced, or obsoleted by other documents at any This document obsoletes REC 2547.
time. It is inappropriate to use Internet-Drafts as reference
material or to cite them other than as "work in progress."
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BGP/MPLS VPNs
Status of this Memo

This memo provides information for the Internet community. It does
not specify an Internet standard of any kind. Distribution of this
memo is unlimited.

Copyright Notice
Copyright (C) The Internet Society (1999). All Rights Reserved.
Abstract

This document describes a method by which a Service Provider with an
IP backbone may provide VPNs (Virtual Private Networks) for its
customers. MPLS (Multiprotocol Label Switching) is used for
forwarding packets over the backbone, and BGP (Border Gateway
Protocol) is used for distributing routes over the backbone. The
primary goal of this method is to support the outsourcing of IP
backbone services for enterprise networks. It does so in a manner
which is simple for the enterprise, while still scalable and flexible
for the Service Provider, and while allowing the Service Provider to
add value. These techniques can also be used to provide a VPN which
itself provides IP service to customers.
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atus of this Memo

By submitting this Internet-Draft, each author represents that any
applicable patent or other IPR claims of which he or she is aware
have been or will be disclosed, and any of which he or she becomes
aware will be disclosed, in accordance with REC 3668.

Internet-Drafts are working documents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that other
groups may also distribute working documents as Internet-Drafts.

Internet-Drafts are draft documents valid for a maximum of six months
and may be updated, replaced, or obsoleted by other documents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite them other than as "work in progress.”

The list of current Internet-Drafts can be accessed at
http://www.ietf.org/ietf/lid-abstracts.txt.
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bear Tpsec folks, BIEICEST WGDHD AHELY
Two months ago we requested input from the list to determine the t L’ *Eﬁ{t :EEJJ€1'E_Lt
group's consensus on a protocol candidate for auto-discovery VPN. 8 PR 4 T

Sadly, we received too few responses from non-authors (exactly 9),

which we deem insufficient to determine consensus on such a major
work item.

Paul and I have decided to call this activity off. Although there is
certainly industry interest in AD VPN, we seem to lack WG energy to
move forward.

We request and encourage the authors of both leading proposals
(draft-sathyanarayan-ipsecme-advpn and draft-detienne-dmvpn) to

publish them as individually submitted RFCs. Note however that we do not
know how the Security ADs or the IETF community will want to handle two
competing proposals.

Thanks,
Yaron
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| MAC Header | | MAC Header |
+—t—t—t—F—t—t-+—+t—F—+-+-+ +ot—t—t—F—F—t—+—+—F—F+—-+-+
| Eth Type = IPv4/IPv6 | | Eth Type = IPv4/IPv6 |
+—t—t—t—F—t—t-+—+t—F—+-+-+ +ot—t—t—F—F—t—+—+—F—F+—-+-+
| IP Header | | IP Header
| Protocol = UDP | | Protocol = ESP |
B e e + Rt et +
| UDP Header | | ESP Header |
| Dest Port = VxLAN | fo——— +
fomm + | UDP Header \
| VxLAN Header | | Dest Port = VxLAN |
B e e + Rt et +
| Inner MAC Header | | VxLAN Header |
B e e + Rt et +
| Inner Eth Payload | | Inner MAC Header
B e e + Rt et +
| CRC | | Inner Eth Payload |
B e e + Rt et +
| ESP Trailer (NP=UDP) |
Rt e e +
| CRC |

: ;%I%E[;%—(Rm&ﬁon EEOIKEV2E 7L 5 E R 3 1ZIPSec SA%E 3

« VXLANZZE D /Ny ZFESPTHEB1E
« BGP Tunnel7 M) E 2 —kr#ESP-Transport&ESP-in-UDP-Transport[ 2t [ & 5
« MACsec7L—L%EFES5FELAIHE

25 Confidential. Copyright © Arista 2020. All rights reserved. AR I STA



https://tools.ietf.org/html/draft-sajassi-bess-secure-evpn

14.4 Tb/s StrataDNX™ Jericho2c+ Ethernet Switch Series

https://jp.broadcom.com/products/ethernet-connectivity/switching/stratadnx/bcm88850

* IPSec/MACSec% 54> L—hrTI RTHR—rFHR—k

ARISTA

Confidential. Copyright © Arista 2020. All rights reserved.


https://jp.broadcom.com/products/ethernet-connectivity/switching/stratadnx/bcm88850

_NhiDIPSec

L2/L3F R THES LA A EE L2/L3F RTHIEE LA A EE
SecureEVPN/MACSec/VXLAN+IPSec SecureEVPN/MACSec/VXLAN+IPSec

IKEV2 T DFH B Hf i

ARISTA

Confidential. Copyright © Arista 2020. All rights reserved.



FED

« |IPSecDBENEKELESGEFTEDTHI-

« M OTIFHEEHKMEC/N\NT+—IUAORT—5E )TN HoT=IPSect
IKEV2IZ&AfEFREParbrO—5—R—XDYV)a—3> BFRAVYIAVADE
ERITHNTLNS

ARISTA

Confidential. Copyright © Arista 2020. All rights reserved.



i)

B AE

N —EDIPSectB Btz Rt L TSH?
- IKEv1 or IKEv2?

LR EZ P> THAAEADDHMLL ?)

- |IPSec over EOMPLS over GRE?

- |IPSec over L2TPv3?

- BELEE?
ADVPN{E->TAHAN?ZD A
HEEHRLTS?

ARISTA

Confidential. Copyright © Arista 2020. All rights reserved.



Thank You

WWwWWw.arista.com

" L L '.';:'-_:1_11
Confidential. Copyright © Arista 2020 _All rights reserved , : : ARISTA



