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Agenda • LINE Private Cloud
• Previous DNS redundancy methods
• IP ANYCAST with CLOS Network
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LINE Private Cloud
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DNS as a Service

Verda DNS�Dashboard��
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DNS Architecture
Designate
l '�����)��#84�6�?��
l ��*�&� �!� �A5���

DNS Relay
l Designate��DNS Cache�DNS Auth����
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DNS Auth
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DNS Cache
l Full resolver
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DNS Architecture
Designate
l '�����)��#84�6�?��
l ��*�&� �!� �A5���

DNS Relay
l Designate��DNS Cache�DNS Auth����
*;9�:.�3�

DNS Auth (VRRP => IP ANYCAST)

l 0@���2+��$��(���"�-<	
�

DNS Cache (HWLB => IP ANYCAST)
l Full resolver
��=4�����,@�%�"
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Background of the replacement
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• (#+�/�'0��,2�M@
• ��2�
�I5�J�DNS��$�<L�1��2�

named.conf�>E�9	
��
• 8D���!4���

• Physical Machine�M@
• PM���$�.&0��;�.�!��)�F��
• VerdaA�VM��
8G���

• DNS Auth/Cache�BH4<P�K3
• *2�"2��<?�
�7O�:D��NR���
• BH4<P�K3�9���

• C���2%-�SQ
• CLOS NetworkA�8G���
• CLOS Network�*.� �6=���8D����



VRRP(Virtual Router Redundancy Protocol)

• VIP�6��APR Request�6


Primary���
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• DNS Auth�
/9$>?�

+A
• DNS Auth�('�.	���

Service
• DoS('-�5�Service�"&�
<3
���

• @8
• Act-Stb)2

• ������� �*���
• L2)2�=0
• Act-Stb�4�7�����!��
<3��%;1���
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HWLB(Hardware Load Balancer)

• HWLB�1I	�#���*!���#
� ($���E7�4�

• DNS Cache��9@.FG
	�6K
• DNS Auth
-��0D��32�
��/C;�A�:8�LK

• ���)�J,
• &)������HWLB�4��

• H>
• ��#?=�DNS�'*�"*��
B	�:5���

• VIP�(�%���)�HWLB�+
<
�

• EoL
• EoS
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VRRP HWLB

Pros

Cons

• �����	-*'���
• Act-Act&$��� "�����
�
����

• �������

• Act-Act&$�+���
• L2�������#,
• Act-Stb	!
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• ������-*'���
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CLOS Network

• Leaf�Spine��	�$08�
����*2
*5������!��

• ���!���%6�+����
• Spine�7#
Leaf&�3"�1#
• Spine�/
Super-Spine�7#�
��4':����!��


• East-West�����
(�
• ECMP(Equal Cost Multi Path)
)<
�9,�3"���� ���-�
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12[1]: LINE��
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Full L3 CLOS Network

• ToR Switch�Hypervisor�eBGP�
Peering

• Hypervisor�	FRR�CLOS����VM
	�����

• Hypervisor��
����
VM	IP�
��
�/32���
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BGP advertisement from VM

• VM��FRR�Hypervisor��FRR�
Peering

• Hypervisor��FRR��
�ToR�
	
���
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Advertise DNS VIP(1/3)

• BGP�
����VM�����	
�
����VM��DNS�VIP���
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Advertise DNS VIP(2/3)

• BGP������VM�	��

��
����VM�	DNS�VIP���

• DNS�VM�Hypevisor��������
���

• �����DNS�VM�	VIP���
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Advertise DNS VIP(3/3)

• BGP
�%�"�VM��������
$#��VM��DNS
VIP��"

• DNS
VM�Hypevisor����	��!
���

• ��	�
DNS
VM��VIP��"
• ECMP�#�
 �

• CLOS Network��Best Path���
���%������
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Benefit of IP ANYCAST for DNS(1/4)

• �	������
���
• ECMP
• L3 Switch��! 
�)����
��

• CLOS Network	�%�
���
������$������(�

• L2 network�#'
• BGP�&�����	Full L3�

Network	����"
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Benefit of IP ANYCAST for DNS(2/4)

• Act-Act41���(0��!�����
!$���'�*3�

• CLOS&
IP ANYCST�;�	��


�ECMP�9�	�!����
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Benefit of IP ANYCAST for DNS(3/4)

• DNS Auth	DNS Cache����!��
������������� (

• VRRP	HWLB�
������"
*�'
����

• IP ANYCAST�
DNS Auth/Cache
��!$��)�"%��&�#�
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Benefit of IP ANYCAST for DNS(4/4)

• VIP���������&�
• IP�����"$
�����	
!�����DNS Cache
��
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VRRP HWLB

Pros

Cons

• �����	-*'���
• Act-Act&$��� "�����
�
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• �������

• Act-Act&$�+���
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DNS Server VM

• DNS������	VM�������
��������	

• FRR
• ��������
����������



• DNS Server
• Bind
• NSD

• Prometheus Exporters
• node_exporter
• bind_exporter
• nsd_exporter

• Health Check Daemon
• Next Page=>
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DNS Server VM Traffic

• DNS��VM��Interface�2�
• Mgmt Interface

• Prometheus scrape
• ssh
• 
����

• Service Interface
• ��	���DNS Query�
�
• BGP
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Monitoring
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• Prometheus
• Scrape exporters

• DNS����Exporter
+'
• blackbox_exporter

• � �!�Exporter���"�
#0�

• DNS Query�VIP
)��(%��
����
�DNS�$*�
������

• � �!	��-,�DNS���

����/��.&���



Health Check Daemon

• Health Check Daemon�DNS�VIP
-�

+)��������%	
��

• VM�HV�5.
!�
�
BGP�Down��(�Service Out�%�

• Daemon�DNS�2&������%�
•  ����DNS���
-�
DNS Query�,*

• TTL: 1
• Destination: VIP
• �������6�����
• 31�����

• ��������Down�����#/�
"7$4�0'
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VRRP HWLB

Pros

Cons

• �����	-*'���
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Disadvantage of IP ANYCAST

• DNS�� ����9��@/�
����
VM�><�&=�?B

• BGP
�Best Path
%F�:;���
• E��#�7�6*
�VM3�50%�
� ����D��0���

• NW�(8�"2��VM�.8�
)�?B���

• -5�%F'+�� ����@/4C��
• BGP�%F�3A�1$,����

E��%F'+����!��	��
���VM1�100%�� ����
D��0���

VM1 VM2 VM3
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• DNS�CN4�IP ANYCAST�S��=�J��,/#&�I<��
• !��.*/$��9B

• CLOSB�VM�O5�;��	��-) $��H76P
• ,1$'1!D�9B

• VM��8V��1&�0�6P
• VIP�+�"*/$��9B

• IP ANYCAST�CN4�%,/#&
• BGP�Best Path�8VFM
��
��NW�:E�2>��
(.1 1���QT���

• IP ANYCAST��K3@U��RL����KA��QT���
• Health Check Daemon�?G

Conclusion
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Discussion

• DC��DNS�
������
• DNS�	�
������

• CLOS NW�������
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