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Infrastructure as Code (l1aC) & 1&
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Source: Azure DevOps documents https://docs.microsoft.com/ja-jp/devops/deliver/what-is-infrastructure-as-code
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Terraform Provider
Examples:

- AWS - \Volterra

W Terraform | registy Q. Search Providers and Modules Browse v Publish v  Sign-in ©
Providers | volterrasdge | voltarra | Versin 071 | Latest Version
Providers  hashicorp  aws | Version 3490 - | Latest Version voitens. O e Shh
aws @ Overview  Documentation USE PROVIDER
—_— VoLTERRA volterra_tunnel 9 on THs PAGE
. « Example Usage
e DOCURERT TGN AWS Provider [3 ON THiS PAGE
The Tunnel allows CRUD of Tunnel resource on Volterra SaaS Argument Reference
« Example Usage Atribute Reference
Use the Amazon Web Services (AWS) provider to interact with the many resources Authentication volterra provider Note:
. Report an ssus
supported by AWS. You must configure the provider with the proper credentials before you Argument Reference ~ Resources Please efer o Tunnel AP docs to learn more "
aws provider canuseit. Getting the Account ID volerra_active_slert_policies
> Guides volerea_active_network_policies
» aomt Use the navigation to the left to read about the available resources. Report an issue (7 volerra_active_service_policies

voterra_advertise_policy Example Usage

2-ACMpCA To learn the basics of Terraform using this provider, follow the hands-on get started Volterra_alert_policy

> API Gateway (REST APIs) tutorials on HashiCorp's Learn platform. Interact with AWS services, including Lambda, S st et CvaLte el tume e e
> API Gateway v2 (WebSocket and HTTP RDS, and IAM by following the AWS services tutorials. nane

o volerra_api_credontial e

> Access Analyzer volterra_app_type

volterra_aws_tgw_site Tocal_tp {
> Amazon Managed Service for Example Usage 1/ One of the arguments from this list "intf ip_address" must be set
Prometheus (AMP) voltrra_aws_vpe_sita
> Amplify Console volterra_azure_vnet_site 1p_address {
77 One of the argunents from this list "ip_address auto" must be set
> App Runner Terraform 013 and later. voltarra_bgp
> AppMesh voltrra_bap_asn_set e
7/ One of the argunents from this List "ipa ipv6" must be set
Ny errararni( volterra_cloud_credentials
required_providers { volterra_custer sova {
> Application Autoscaling q .
el 9 aus volterra_de_cluster_group SRR = R
5 Aitiena source = "hashicorp/aws" R 3
version = "~> 3.0" - »
> Autoscaling ) volterra_endpoint
> Autoscaling Plans y voltera_fast_acl pirtelpetworiciypeiC
3 // 0ne of the argunents from this list "public site_local site_local
> Backup voltrra_fast_acl_for_internet_vips T TP
v i >
> Batch # Configure the AWS Provider olterra_fest_acl_rule iy
> Budgets provider "aws" { voltera. fleet N
region = "us-east-1" volterra_forward_proxy_policy.
> Clouds 3 renote_ip {
volterra_gop_vpe_site 5 q ts ip"
> CloudFormation 7/ One of the argunents from this list "endpoints ip” must be set
 coumont # Create a VPC voltarra_haalthchack
loudFron
resource "aws_vpc" "example" { volterra_http_loadbalancer i
> CloudHSM v2 cidr_block = "10.0.0.0/16" o srifkise // One of the argunents from this list "ipvd 1pv6" must be set
> CloudTrail B volterra_kes_cluster ipva {
addr = "192.168.1.1"
> CloudWateh volterra_kes_cluster_role

volterra_Kgs_cluster_role_binding )
volterra_k8s_pod_secuity_policy.

Source: https://registry.terraform.io/providers/hashicorp/aws/latest/docs otor_maiovs_uso_milgaion

- . . . o voterra_mosty_ste
Cisco and/or its affiliates. All rights re d. Cisco Public
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Terraform a— FOH (AWS

terraform {
required_providers {
aws = {
source = "hashicorp/aws"
version = "~> 3.27"

}
}

required_version = ">= 0.14.9"

}

provider "aws" {
profile = "default"
region = "us-west-2"
} © NewEC2 Experience o Instances (1) nfo

Tell us what you think
Q

aws  Services v

EC2 Dashboard
non

Events v Instance ID

resource "aws_instance" "app_se
am| = ”am|_83OC94e3u Tags
IﬂStaﬂce_type = "t2 micro" Limits

i-0fdd868a3468132ch

Instances

Instances

tags = {
Name = "ExampleAppServerins

} Spot Requests

Instance Types

Launch Templates

Select an instance above
} savings Plans

Reserved Instances

Dedicated Hosts

Source: https://learn.hashicorp.c

Capacity Reservations

Instance state v

@ Pending @Q

S terraform apply

An execution plan has been generated and is shown below.
Resource actions are indicated with the following symbols:
+ create

Terraform will perform the following actions:

# aws_instance.app_server will be created

+ resource "aws_instance" "app_server" {
+ ami = "ami-830c94e3"
+arn = (known after apply)

4 radiantmarch v

Option+S;
Instance state v H Actions ¥ ‘ Launch instances -
1 @

Tokyo ¥ Support ¥

Instancetype v Status check Alarm status Ava

t2.micro - Noalarms 4 ap-r
10s elapsed]
20s elapsed]
30s elapsed]

ete after 36s [id=i-

anged, O destroyed.
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Terraform A— KD A A —

}

}

"SP-naas" { main.tf
profile = "default"

region = "tokyo" provider Zigft

H|3Vpnll ”Vpﬂ’l” {
vpn_id = "automatic"

L3VPN ZHak

"I3vpn" "endpoint1" {
parent S{13vpn.vpn1.id}
pop_location "tokyo_pop_1"
endpoint_type "physical_port" ETET]
interface_id = "allocated" VPN T2 bRA
interface_type = "10G-SR" >k
contract_bandwidth = "1G"
burst_support = "true"

Traffic
Engineering M

"traffic-engineering” "te1" {
headend = S{I3vpn.endpoint1.id}
tailend = ${I3vpn.endpoint2.id}
request_type = "low_latency"
traffic_selection = {

"destination": [ "10.1.1.0/24", "10.2.1.0/24" ],

non

"edge_vpc" "vpc1" {

location = "edge_dc1"

SPTyTDC %
} BRISHEAAT

"nfv" "firewall" {
location = "edge_dc1"
size = "small"
attached_endpoint = ${I3vpn.endpoint2.id}

SPNFV H—E X
nT7oA

"firewall_rules" "fw_rule1" {

non

"nfv" "upf" {
location = "edge_dc1"

Private 5G [IlT®D
JY—ZA~NELTH
"servers" "vm1" { X
location = "edge_dc1"

HdnSII Vldnsrl " {
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. HashiCorp
.’ Terraform Public Cloud ~®
15 resaurce "ac_bridge_donain® "1 { Direct Connect ##t
tenant_dn “${aci_tenant.terraform_ten.id}"
20 relatmn_fv_rs_ctx = "${aci_vrf.vrfl.name}"
name = "bd1"
224 }

SP @ E2E

L3VPN endpoint %% PN ##&
E

SP Edge DC IZ NFV
X App ZECE L
VPN [Z#E#E
5G Core £ & SP
Managed ') Y —ZX~®D
TR

. Cisco Public 10
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See Appendix

JARRA Y Observability
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SP 185

See Appendix
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%*E . SNMPES 18 05 5 E/NAILER
TH/A9— PingEs 8 Windows
N NITH—=I VAN UA ~
noER )r—<3Y
— NITF—VTRER

VM NoSQL
VIb+b9zxTF laas SDN avTr (APM)
T/ A0— Web¥—EX SOA OpenTelemetry
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Source: AppDynamics
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Application Performance Monitoring (APM) a5l

Dashboard Network Dashboard Events Top Business Transactions Transaction Snapshots Transaction Score Machine Snapshots Actions v

icati == @ ol i i
Application Flow Map e @ m..- 0 82 88! | [1 | Business Transaction Health

\

Active MQ-Customeﬁ]ueue 2 critical, 0 warning, 27 normal

N N
N

4calls/rr:in,2ms(async) I_ :) T :/ |\ b‘\j_ :/ 70 I//PaaS J:O) Node Health

JMS
: o . B
19 calls / min S —_ > *E Fﬁ % *EAE 0 critical, 0 warning, 5 normal
4ms 8 7oV T—o3>m A 9
P, \d
197calls /.min, 3 ms N Server Health
Web-Tier-Services MODULE
® lava & 2 errors / min (multiple) Java \‘g 1 critical, 0 warning, 0 normal
ECommerce Services Transaction Scorecard
585 calls . min, 0 ms »
SDEC /’ Normal essssssssmse 96.9% 0.2m
15 calls / min,; 2 ms (async 21 calls / min

@ e ) 295 ' Slow 06% 1.2k

= #
= ! _ Wery Slow _od 12% 2.5k

APPDY-MySQL-DB-...ariaDB-1~bionic ,‘ 21 calls /min;2.9 s
/ HTTP ce-Fulfillment Sta ] 0.0% 5
35-¢calls / min
17,8 Errors ] 1.4% 3.0k
Java
Legend Active MQ-OrderQueyg Order-Processing-Services omparing against Baseline data | Exceptions

1.4%

Load 0.2m calls 1 calls / min Response Time (ms) 3971 ms average 2.99K errors 2 errors / min

ERFECEEREN—RTM4 1k 7 7 RE DN RE
i A—H—KBROREZRXQT7IT TTNT S ERDN B D I E Bl 2 &5t

0 oms — 0
6:00 PM 1/14/21 6:00 AM 12:00 PM 6:00 PM 1/14/21 6:00 AM 12:00 PM 6:00 PM 1/14/21 6:00 AM 12:00 PM

200
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Application Performance Monitoring (APM) a5l

Very Slow#IE itz

ECommerce
N
FSUHS S 3L D—E
Cuardourd e ] Crarts ‘/ / 3 ‘/ ﬁ-
Al Sragetone Sow ot Urvor Traresctone TUegreate S 12 Transaction: d7ab0b87-195f-4295-a431-51b2522235f0
< e ®- Overview Slow Calls and Errors Waterfall View Segment List Data Collectors
L .~raer AL e o0
.
Summary v oo |
+ Aot O Uner Dipevioncr Wy Slow v =
v User Experience: Very Slow
e e Tevw 0w & - 2 s
Execution Time 161 ms (0.2%)
14m 231ms reap— S0
VY 8§ snennvzums & (rilipie)
Timestamp
01/14/21 1:12:18 PM api.shipping.com Inventory-Services
v h AW RN N ey -
Business Transaction [ ] g
Y B Memesm 3% faedy Checkout 22 i 5 XE-Oracle-ORACL...4bit Production
1 ms (async) ’ 4 ms (async)
More Details  »
v B A2 AN oty W 8,539 ms - Inventory-Servic.. X
- Potential Issues Overview Call Graph Slow Calls & Errors DB & Remote Service Calls Server Netwd E x XY
Y B nemzeen SIAT ety H \INDTZ I} V)
Execution Time 8.5 Wait Time 0 ms Block Time 0 ms Node ECommerce_WS_NODE
& - oL N
v 8 Wminem Soat wess & SELECTCOMPANYCITY.C L/_ z 0) ‘i b t 21 75\ L
RY, CONTACT, PHONE, TO. v - Z = =
(SUM(ORDERTOTAL), 'L99 s oo
v B AN Lt 999D99MI’) AS VALUE... "
Name Time (ms) Percent % Thread State Exit Calls / Threads *
SR ARIRL ] & SELECT COMPANY, CITY, ¢
v B . o VORI Twete £ SELECT COMPANOITY C+ Y Sanet-jacws senetdorost 2ms(e) 0% 1
o B N V0 A 3N ety (SUM(ORDERTOTAL),'L99 [ Web Service - com.sun.xmi.ws.server InvokerTube$2invoke:149 0ms (self) 0%
999D99MI') AS VALUE...
v [& spring Bean - orderService:createOrder:27 0ms (self) 0%
v [/} NAVIN TPV o oot {§  com.appdynamics.inventc
yExecutor.executeOracleQ ¥ |& spring Bean - OrderDao:createOrder:59
e - aa o ams save s sas Femes  beeea. ) Jbac
é Spring Bean - queryExecutor:executeOracleQuery:61
Cisco and/or its affiliates. All rig
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41 I1& "Full Stack" Observability AS3R& 5 TLVS

"Full Stack

Observability
Controller"

08 RAS T =) S

Real User Monitoring Internet / WAN / APM Agent Server Visibility Database Visibility
IVFI1-H- NaaS TIUT-3Y Y-N-1275 T—HAR-A
I35 1N 2YRT-T/T 1A Java .NET Node.js PHP 0S/CPU/RAM SQL / NoSQL / DBaa$S

loT 1795 )AKER Python SAP JIIR-2AT17
C++ Go (CloudWatch,
EAzoEni’:I;ti\r/]VgO[Fools OpenTelemetry Appinsights, X-ray)
ZOHEYN service mesh
LVE Hot !! COBEYK

LVE Hot I Source: AppDynamics
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D KPI &R+ 3% APM
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"Full Stack" Observability

Controller

|

FITHF—NREY T4 Y—ILNT T
1) - 255 RKPl EBHETHH
L. BfERRDERIE. 77U
BEEFRBEOFMLE I L—0 5D

NaaS KPI

5K KPI

DC kiREY
KPI

T r—ay
KP
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4% NaaS OF|HA - *ﬁnﬂklﬂli ? SP NaaS ~ | R

DHAFIL? Edge SP U 5 K45, Private
5G/Local bG T E L#ED =2 —R 5 —R TG E

« Cloud SP ME#: NaaS 2 ESRETWWETHM?

- TAMOBRR: BELT TV 77— 3a v A%
SP/#y kT — D ERICFFEVRAHKL T BI1Z(F7?

e}l\)

Public Cloud
S, Paa$, Faas,
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Ansible vs Terraform

» Very much focused towards
infrastructure automation
« Modules (written in Python)

» Define playbooks in YAML
 Stateless (by default) - push out
the intent of a playbook on run

* Imperative

N
Hi

More focused to cloud automation
Lends itself better to API first platforms
Providers (written in Go)

Define a Terraform config in HCL
(HashiCorp configuration language)
Stateful - keeps a state and looks to
ensure the config matches the state
Declarative

22
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FBIRFEO—D: YANG R—

HARRALY TAEDI=VH

- YANG (RFC7950): €T V45 EiE

E\'r'

7 heR AVA]

YANG Push 1= & %4
Fﬂ@ﬁ%ﬁébxoﬁ*

YANG ETILIX GithubT2AR SN TS
- RUB—FT/NA R OS D YANG:
. httgs://github.com/Yangl\/IodeIs/yang/tree/master/v
endor

- RUA—FEREFETETILDOHI: OpenConfig
- https://github.com/openconfig/public

- Network Slicing YANG
-ETF&ERKS T FTE

YANG ETILH B
ZEIERT HC

YANG ETILIEETIEDSE, v b
YANG Mount, RFC
N> Tf-F&

ENED
@ﬁﬁ®4/9 JxA4 R

Ei]l] (Augment) &

ﬁ-:yﬁ—*DF

EHE

N— A DY —

E R BH

YANGZP L& UTe
SONOHERFED -2 70—

FIREMHI=IZ
%Y HEE

- YANG# 5 URLAHS A08—71—2
ERRICHRE S YANGH & BRI

BEOSYY
BEZATIY
Rest Client

NWEREHHET 3

#BOSSTHIF - BEIERM

l Custom l
v ’ Netconf ‘

YANG#%#A 71 & L TDataB

API Reference
Swagger Ul ‘ Restconf
DB7 4 & A Fi(Java API
YANGA 5 B Bf2E A
EREE, —ERAPI YANG Tools _ ———
"
— OpenDaylight(ODL) YANGE B FRIFERL

ase. Java APl. RESTful APIZ EMTER

YEIHE A, MPLS Japan 2018
https://mpls.jp/2018/index.html

YANG R—ZX M EZEHIEL T OpenDaylight HVERY £
(FONTRBRAINTND, thDOEZEFELTEHAYR
—hrR R ELTIZL Cisco NSO i EMNH S
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