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QUIC: A UDP-Based Multiplexed and Secure Transport
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Category: Standards Track M. Thomson, Ed.
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QUIC: A UDP-Based Multiplexed and Secure Transport

Abstract

This document defines the core of the QUIC transport protocol. QUIC
provides applications with flow-controlled streams for structured
communication, low-latency connection establishment, and network path
migration. QUIC includes security measures that ensure
confidentiality, integrity, and availability in a range of deployment
circumstances. Accompanying documents describe the integration of
TLS for key negotiation, loss detection, and an exemplary congestion
control algorithm.
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REQ-5: A NAT UDP mapping timer MUST NOT expire in less than two
minutes, unless REQ-5a applies.

a) For specific destination ports in the well-known port range (ports 0-1023), a
NAT MAY have shorter UDP mapping timers that are specific to the IANA-
registered application running over that specific destination port.

b) The value of the NAT UDP mapping timer MAY be configurable.

c) A default value of five minutes or more for the NAT UDP mapping timer
is RECOMMENDED.
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a) Some UDP protocols using UDP use very short-lived connections. There
can be very many such connections; keeping them all in a connections table
could cause considerable load on the NAT. Having shorter timers for these
specific applications is, therefore, an optimization technique. ltis
important that the shorter timers applied to specific protocols be used
sparingly, and only for protocols using well-known destination ports that are
known to have a shorter timer, and that are known not to be used by any
applications for other purposes.

12



o
QUICODESRICHTED T LTt
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[RFC4787] requires a network state timeout that is not less than 2 minutes for
most UDP traffic. However, in practice, a QUIC endpoint can experience
lower timeouts, in the range of 30 to 60 seconds.
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Though REQ-5 in [RFC4787] recommends a 2-minute timeout interval,
experience shows that sending packets every 30 seconds is necessary to

prevent the majority of middleboxes from losing state for UDP flows
[GATEWAY].
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master/quic/core/quic_constants.h
// Default ping timeout.
kPingTimeoutSecs = 15; // 15 secs.

master/quic/core/quic_connection.cc
QuicConnection:: (){
if (perspective_ == Perspective::IS_ SERVER &&
initial_retransmittable_on_wire_timeout_. 0){
/l The PING alarm exists to support two features:
/I 1) clients send PINGs every 15s to prevent NAT timeouts,
I/ 2) both clients and servers can send retransmittable on the wire PINGs
I/ (ROWP) while ShouldKeepConnectionAlive is true and there is no packets in
// flight.
return;
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REQ-8: Once an external port is deallocated, it SHOULD NOT be reallocated
to a new mapping until at least 120 seconds have passed, with the
exceptions being:

a. Ifthe CGN tracks TCP sessions (e.g., with a state machine, as in
Section 3.5.2.2 of [RFC6146]), TCP ports MAY be reused immediately.
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Even though QUIC has explicitly been designed to tolerate NAT rebindings,
decreasing the NAT timeout is not recommended, as it may negatively impact
application performance or incentivize endpoints to send very frequent keep-
alive packets.

The recommendation is therefore that, even when lower state timeouts are
used for other UDP traffic, a state timeout of at least two minutes ought to
be used for QUIC traffic.
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