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- 55 1 14X (2000 ~)

* BIMNDFFIE IP 7 RLRAZXIZREVISEEIT
» BTENIRT. HEWebY—/\-F T STIHFELETS

o BN C¥Windows¥system3?¥cmd exe — tracert —d 130158 657 =] E
|
C:¥tracert -d 130.158.6.57 -
1301086057 ~mJL—F&ERL—2LTET, $32HT 2T JHIs~ 30 T
1 <] ms <] ms <] ms 10.132.48.62
7 1 ms 1 ms <1 ms 10.132.29.2
3 2 ms 2 ms 1 ms 140,206,149, 97
4 4 m= 3 ms 3 ms 140,206,149, 245
b B ms 4 ms ams 13922619677
4 * * * EFRDRA LTI LT LI,
7 7T ms 7 ms Tms 219.158.9.209
2 7 e T e T oms 19 TRE Q7 44
9 * * * BER A LT LELI.
10 * * * FERORALTORLE LI,
11 * X X BN A LT LE L
12 * * * ERDR A LT LELE
13 * * * BRI A LT ORLELI.




» 55 2 14X (2000 ~)

» {32= DNS. TCP. SMTP J\)whZ/bE&ESEDECLD
B E Sy % i i
« EPRAZVA DNS LU TCP UM IS TERL)

f

TCP &=/

telnet 130.158.83.218 80

GET /search?q=%E5%85%AD%E5%9B%9B
HTTP/1.1

HOST: penguinT.cs.tsukuba.acjp




HERITSA7> PC

' Intel(R) PRO/1000

Network Connection: ¥Device¥NP

E} [Wireshark 1.8.3 (SVN Rev 45256 from /trunk-1.8)] [Hi[=]

File Edit Miew Go Capture Analyze Statistics Telephony Tools Ihternals Help

S E e BERXZE|A

A =

2 W B O

Ji
=]

EIEN = R

Filter: Iipaddr==130.158.83.218

No - {Time |Source

:I Expression.. Clear FApply Save

|Destina(i6nr |Protocal [Leneth [Ihfo

27831 17:
27850 17:
27851 17:
27855 17:

1.597191000
. 651964000
. 651993000
. 658501000

10.132.48.3
130.158.83.218
10.132.48.3
10.132.48.3
10.132.48.3
130.158.83.218

27883 17: . 741053000

. 786024000

il

130.158.83.218
10.132.48.3

130.158.83.218
130.158.83.218

TCP 66 64414 > http
TCP 66 http > 64414
TCP 54 64414 > http
TCP 55 [TCP segment
GET /search?q=%E5%85%AD%E 5%9B%98 HTTP/1.1
http > 64414 [RST] Seg=1 Win=964096 Len=0

[SYN] Seq=0 wWin=8192 Len=0 MS55=1460 WS
[SYN, ACK] Seq=0 Ack=1 win=8192 Len=0
[Ack] seg=1 Ack=1 win=65536 Len=0

of a reassembled PDU]

130.158.83.218

# Frame 27883: 117 bytes on wire (936 bits
# Ethernet II, Src: Vmware_81:41:4d (00:50
# Internet Protocol Version 4, src: 10.132
# Transmission Control Protocol, Src Port:
# [2 Reassembled TCP Segments (64 bytes):
=l Hypertext Transfer Protocol
- GET /search?q=%E5%85%AD%E5%9B%98 HTTP/
# [Expert Info (Chat/Sequence): GET /s
Request Method: GET
Request URI: /search?q=%ES5%85%AD%E' .
Request Version: HTTP/1.1
HOST: cn.bing. com\r\n
\r\n

[Full request URI: http://cn.bing.com/

Frame (117 bytes) Reassembled TOP (64 bytes) |
@ ]| HTTP Request-URI (httprequesturi), 28 bytes | Packets

HA8IH—){—PC

I Microsoft Corporation: ¥Device¥NPF_{55DC283B-1CDE-44DF-A3B2-7BEE98411646) [Wireshark 1.8.3 (SVN Rev 4... | = | & [LX0]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
BEsee EEXE < EBE acan @#®m %

Filter: | ip.addr==140.206.86.76 !ﬂExpression... Clear Apply

o=

o

=4

£l @ =R
| — ] S v

isi
Save

No.
437
438
439
440

Time Source
35.2581490 140. 206.
35.2582020130.158.
35.3114200 140. 206.
.3178830140. 206.

Destination
130.158.
140.206.
130.158.
130.158.

Protocol Length Info

TCP 66 64414 > http [SYN] Seq=0 win=8192 Len=0 MS5=1460 WS=256
TCP 66 http > 64414 [SYN, ACK] Seq=0 Ack=1 Win=8192 Len=0 MSS=
TCP 60 64414 > http [AcK] Seg=1 Ack=1 wWin=65536 Len=0

TCP 60 [TCP segment of a reassembled PDU]

.3998610 140.
.4017760 140.

GET /search?q=%E5%85%AD%E 5%9B%98 HTTP/1.1
64414 > http [RST] Seg=65 Win=16594688 Len=0

Frame 442: 117 bytes on wire (936 bits), 117 bytes captured (936 bits) on interface 0
Ethernet II, src: Nortel_14:a2:0f (00:1a:8f:14:a2:0f), Dst: Microsof_01:41:0d (00:15:5d:01:41:0d)
Internet Protocol Version 4, Src: 140.206.86.76 (140.206.86.76), Dst: 130.158.83.218 (130.158.83.218)
Transmission Control Protocol, Src Port: 64414 (64414), Dst Port: http (80), Seq: 2, Ack: 1, Len: 63
[2 Reassembled TCP Segments (64 bytes): #440(1), #442(63)]
Hypertext Transfer Protocol
- GET /search?q=%E5%85%AD%E5%9B%98 HTTP/1.1\r\n
+ [Expert Info (Chat/Sequence): GET /search?q=%E5%85%AD%ES5%9B%98 HTTP/1.1\r\n]
Request Method: GET
Request URI: /search?q=%E5%85%AD%E 5%9B%98
Request Version: HTTP/1.1
HOST: cn.bing.com\r\n
\r\n
[Full request URI:

http://cn.bing. com/search?q=%E 5%8 5%AD%E 5%9B8%98B |

Frame (117 bytes)| Reassembled TCP (64 bytes)

@

HTTP Request-URI (http.request.uri), 2--- | Packets: 1260 Displayed: 7 Marked: 0 Dropped: 0 Profile: Default
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GET /search?q=democracy
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HTTP BODY HTTP BODY
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Payload Keyword
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DNS ZEE&/5

BT C¥Windows¥system32¥cmd exe — nslookup M=] E3
> twitter.com. B
th—i—:  zoogle-public-dns-a.zoozle. com

Address: 8.8.8.8

==a=TT twitter.com

‘%ﬁ@ﬁb@%i
Address:  53.24.3.173

> twitter.com.

tH—th—:  zoogle-public-dns-a.goosle. com
fddress: 8.8.8.8

==a=TT twitter.com

‘%ﬁmﬁu@%r
Address:  37.61.54.153

> twitter.com.

t—th—:  zoogle-public-dns-a.zgoosle.com
fddress: 8.8.8.8
FEFRDTIL[OE:

=g twitter.com
bddress:  37.61.54.158

>
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BI9547> ~PC

PRO/1000 etwo onne 0 De

File Edit View Go Capture Analyze Statistics

Telephony  Tools

Internals  Help

B asee EEX2E| A

. e

D W )

EElaaan| & ®m s

S Bl
Q‘ W ==

Filter: |ipaddr==l3[l.158.83.218

j Expression.. Clear FApply Save

|Protocol _|Leneth [Ihfo

No. __ (Time |Source

8166 17:28:52.367949000 130.158.83.218

# Frame 8166: 87 bytes on wire (696 bits),
+ Ethernet II, src: Cisco_5f:26:5f (6c:20:

Domain Name System (response)
[Request In: 8157]
[Time: 0.036163000 seconds]
Transaction ID: 0x003a

Questions: 1
Answer RRs: 1
Authority RRs: 0
Additional RRs: O
[+ Queries
-1 Answers
# twitter.com: type A, class IN,

# Internet Protocol Version 4, Src: 130.15 CRC N
+ User Datagram Protocol, Src Port: domain Eilter:

Flags: O0x8180 Standard query response,

4ad 56 5T
00 de 58
06 ef bc
00 77 69
00 0c 00
n

41
00
e2
00
01
1Q

0000
0010
0020
0030
0040

nNEN

00
00
30
00
6f
f£c

50 56
49 95
03 00
01 00
6d 00

nNn_nNaAa

@ [ File: "C¥Users¥CNPXAD" 1¥AppData¥Llocal¥ |Packet-

[Destination

DNS 87 standard query response 0x003a A 59.24.3.173

135 standard query response 0x003a A 199.59.149.198

10.132.48.3

i Microsoft Corporation: ¥Device¥NPF_{55DC283B-1CDE-44DF-A3B2-7BEE98411646} [Wireshark 1.8.3 (SVN Rev 4... [=[2]

Eile Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

BEEX2E A¢esDT L QAeD #BW %
ip.addr==140.206.86.76 BExpression... Clear Apply
Protocol Length Info

Save

No. Time Source Destination

Frame 25: 135 bytes on wire (1080 bits), 135 bytes captured (1080 bits) on interface 0
Ethernet II, Src: Microsof_01:41:0d (00:15:5d:01:41:0d), Dst: Nortel_14:a2:0f (00:1a:8f:14:a2:0f)
Internet Protocol Version 4, Src: 130.158.83.218 (130.158.83.218), Dst: 140.206.86.76 (140.206.86.76)
User Datagram Protocol, Src Port: domain (53), Dst Port: 57862 (57862)
pomain Name System (response)

Request In: 24

[Time: 0.000095000 seconds]

Transaction ID: 0x003a

Flags: 0x8180 standard query response, No

Questions: 1

Answer RRs: 4

Authority RRs: 0

Additional RRs: 0

Queries

Answers

= twitter.com: type A, class IN,

Name: twitter.com

Type: A (Host address)

error

addr 199.59.149.198

la 8f
79 22
4c 00
04 00
6d 00

HAAIY—/){-PC

7| File

14
85
35
00

Profile: Default
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DNS Query: www.twitter.com
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Source IP
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2014/1/21 [C GFW @D DNS

11\\‘ = A3 IL;‘A-A- > ZTAT j(%ﬁn*;;/\ h

*> www.yahoo.com.
F—1i—: google-public-dns-a.google.
Address: 8.8.8.8

File Edit

PR OFE
I ds-ftp3.wgl.b.yahoo.com
Address: £65.49.2.178

Aliases: www.yahoo.com
fd-fp3.wgl.b.yahoo.com

> www.ascii.co.jp.
*t—1i—: pgoogle-public-dns-a.google.
Address: E2.8.8.8

HERRD A3 O -
R Www,.ascii.co.jp
Address: £5.49.2.178

> www.tsukuba.ac.jp.
*t—1i—: google-public-dns-a.google.
Address: B8.8.8.8

HERRID 3 A [OfE -

HHI: www. tsukuba.ac.jp
Address: £5.49.2.178

> ww.microsoft.com.
H—!%—: google-public-dns-a.google.com
Address: B8.8.8.8

FERRM7I, A O -

E T 1b1.www.ms.akadns.net

Address: £65.49.2.178

Aliases: www.microsoft.com
toggle. www.ms . akadns.net
g.www.ms . akadns.net

Help

Safety =

FA[TA

HOME ARCHIVES FREE BLOG SHARE FORUM

hENTRyFRERIBEESECE-FEE

A4F3A=

ZHEIIEE

ME (DT
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18.132 4B.62

148.286.149. 97

148. 86, "49,.245

139.226.196.77

112.64.743 . E1

219.158.188.198

219.158.19.282

219.158.782.186

219.158.33.58

[ 20520
5158022
i
ExTEEY

ey
)
i
ey
0.0
70112 10
5 2129 27
s 212 22
022051

B9 .149.786.185
173.241. .29.142

265.351.229.1B5

216.182.436.113

¥

54, 241.242 .69
{traceroute 5%

FiE IP)

i

PIhak {(traceroute )
148.286.86 .78

18 .1%2.48.62
16.152.29.2
148,246,149, 97
148. % 3.149.245
139.2.6.196.77
112.64.243 .E1
219. 58.6.93
219.158.188 .198
219.158.11.22
219.1-8.96.254
219.178.25.114
219.1:8.33.58
B9.149, 184,158
173,24 1.129.142
285.251.229.147
285.281.229.233
216.182.236.111

¥
54.241.242.78

{traceroute &
Bl 1P)

168.137.48 .62

148. 36,149, 97
148. 3 . 149,245
1
139.22,.196.77

219.153.9. 289

19.158.188.198

Exizm

\/

EERE

B4, 241.242.T1
{traceroute 5%

EfFMF IP)

18.13x.48.62

16.131.29.2

148, M. 149,97

148,36 149,245

139,22 .196.77

139.02R,.193.41

219.1fB.6.93

219.158.188.198

219.15%.11.38

]
219.15L.19.178

219.15F.182.98

1149.155.33.58

i

B9.149,184.158

173,241 129.142

285.251. 329,185

216.183_.236.113

54.241.242.72
{traceroute %

Byl IP)
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VPN Gate OHIE

10747 )A=)
e Great Firewall of China (GFW) h"G%.

o 43—y MR

o BURFICKDARE]

HRifa & — )\ Fl)

o« RS —)N(X. T4 7IA=)LOARAIOI-TH, BRI
A A=Y N T IR T BRDHF
« 73 VPN dafiat—)(

- A=T270%%
 Tor J—F

1925F
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O

Lo

WdBI5EELT,

REIRD,




BIFOH S — /DRI R

ARRIMBE. kY —)\D 1P TRLAEAFEFT BN
TETLES,
3 9.10.11.12

‘ g VPN relay server
4 130.158.6.51

l (1 Tube

i VPN =)t IP 7R X
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EEST: ARFE R 74 77D A—)V[ElEE S A5 Ly

o IR IEDRIG(CRE I DAH3T:
 Web MIXes [Berthold 2001]
* Ignoring the Great Firewall of China [Clayton 2006]
* Infranet [Feamster 2002]
« Thwarting web censorship with untrusted messenger discovery
[Feamster 2003]

« How to achieve blocking resistance for existing systems
enabling anonymous web surfing [Képsell 2004]

- IREIZB/HIFEELTCVWRER/N\YNIEITBH0:
* Great Firewall Tor probing Circa 09 [Wilde 2011]
* How the great firewall of china is blocking Tor [Winter 2012] 20
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Register to Server List
VPN Gate PN Gate Serve

List Server / (Volunteers)
A
- Server
— List
GET
y

»

GFW
Authority

GET
Server List

VPN client Destination
(e.g. Twitter)

22
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2.

VPN Gate OEMMTE3EIRFE

T OMT T4 7L DAY — ) NDFFAED
« REIZEBITIATO IP 7 RLAZERTURIFNUIRS IR D,

H

FED IP 7R ADEAS

=k

. 1R

HHBIEINRTD IP 7 RURAZIRIEUR I NUIRB IR D,
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Innocent IP mixing

Innocent IP Mix}o Server List

(e.g. DNS root server)

m.root-servers.net
202.12.27.33

* Windows Update
* iTunes Store
* Gmail SMTP MX

Authority

H|ED IP 7RLADEAN

PN Gate Serve
(Volunteers)

Il

Destination
(e.g. Twitter)

24
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Mix to Server List

Innocent IP

(e.g. DNS root server) Register to Server List

VPN Gate PN Gate Serve
List Server (Volunteers)

Authority

JIE

Destination
(e.g. Twitter)

25



VPN Gate OiERTMT4ZEIRFE

T OMT T4 7L DAY — ) NDFFAED
« REIZEBITIATO IP 7 RLAZERTURIFNUIRS IR D,

1.

2.

3.

FED IP 7RUADEA=

=k

« IREIEBIEINTD IP 7 RURAZIRIEURIFNUIRBIRLTRD,

R ANAFERFE

« REISR(E IP 7 RUADIREEEEIN TER<TED,
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Innocent IP Mix to Server List
(e.g. DNS root server) Register to.Server list

VPN Gate
Cc Ia?:&:‘hné& s i tidn

List Server
—

A,
V.
i A <
List O I"\ q | & -
) .
) -

PN Gate Serve

_J

nnect reC\UeSt ‘ (f

&
.

VPN co

= r\“'/
"‘(L\La\- e m = =

- . . g
v T_____——__———:—E"Bﬁ?' — ST
Exchange information
e to block probe packets
S 1.2.3.4

Authority

Il

Destination
(e.g. Twitter)
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VPN Gate Server Y J KNI

| VPN Gate Service Control Pan |

=

= . An Academic Experiment
VPN Gate = ﬂG-a?i::l:eSdmnl:f‘E '
i 7 University of Tsukuba, Japan.
wwnwy tsubkuba.acjpfenglish/

(1 Tube!

Target Servers
ww.vpngate.net o s Internet

VPN Gate Client _

Join the VPN Gate Academic Research Project? | Browse httpy//wwwypngate.net/ ..

VPM Gate is an academic experiment for the research on the "Distributed Public VPM Relay Server’ technol
erated at the Graduate Sch
rvices running on Public v

er an Internet, the source IP address will be replaced t
the WPM Gate Client user will be able to b
forder by an unknown reason and unable
-----------I

e Internet via the
corporate
pass via the VPM Gate

I | QK |

29



VPN Gate UZAMF—)V (1L RNJH—)\)

The 5582 Public VPN Relay Servers by volunteers around the world.
You may connect to any of these VPN servers with: Username: 'vpn', Password: 'vpn'.

Apply search filters: V] SoftEther VPN (S5L-VPN) M L2TP/IPsec OpenVPN ¥ ms-55TP | Refresh Servers List | {Add your VPN server to this La-st_l_ ,,_,,_é 7_

You must specify the IP address of the destination VPN Server, instead of DDNS hostname (.opengw.net) if you are under censorship.

Do you want to parse the below HTML table? Instead you can use CSV List to make your own VPN Gate client app. Z ] ) A

Country VPN sessions Line quality S5L-VPN L2TP/IPsec OpenVPN Volunteer operator's nam | Score
[Physical location) Uptime Throughput and Ping | Windows Windows, Mac, Windows, Mac, {+ Operator's message) [Quality)
Cumulative users Cumulative transfers | (comfortable) iPhone, Android | iPhone, Android
Logging policy Mo client required Mo client required

vpn331776102.0pengw.net 50 sessions 189.59 Mbps \/ \/ By kehdaNECuser-PC's owfll 531,864
133.209.98.57 11 haurs Ping: 37 ms er

(FL1-133-209-98-57 tky.mesh.ad jp) Total 33,041 users S55L-VPN OpenVPN MS-55TP
3,853.00 GB @Connect guide Config file Connect guide
TCP: 1648 TCP: 1648

P/FQDN R e EE S
=] Sl s | S VPN 7° 0 ke

‘g’ vpn169867300.0pengw.net 30 sessions 80.80 Mbps \/ \/ \/ By c247173069e74cc’s ownd
i} 211.217.143.231 17 hours Ping: 41 ms ;
Korea Republic of Total 5,245 users SSL-VPN OpenVPN MS-55TP
268.35GB Connect guide Config file Connect guide
Logging policy: TCP: 1403 TCP: 1403
2 Weeks UDP: Supported UDP: 1463

S5TP Hostname :
vpn169867300.0
pengw.net: 1403

vpn362434417.opengw.net 3 sessions 18.41 Mbps \/ \/ \/ By Admin-PC’s owner 434,543

58.187.8.15 1 days Ping: 22 ms
Wiet Nam (adsl-dynamic-pool-uecfptvn) Total 4,338 users S5L-VPN OpenVPN MS-S5TP
15.01 GB Connect guide Config file Connect guide
Logging policy: TCP: 1680 TCP: 1680
2 Weeks UDP: Supported UDP: 1762

SSTP Hostname :
vpn362434417.0
pengw.net: 1680

vpn559906453.opengw.net 32 sessions 15.00 Mbps \/ \/ \/ By MTR-PC's owner
50.135.106.72 1 days Ping: 17 ms
United States {¢-50-135-106-72 hell wa.comeastnet) Total 12,528 users SSL-VPN OpenVPN MS-SSTP
189,55 GBE Connect guide Config file Connect guide
Logging policy: TCP: 1898 TCP: 1885
2 Weeks UDP: Supported UDP: 1271

SSTP Hostname :
vpn559906453.0
pengw.net: 1899




VPN Gate Client for Windows

« VPN Gate Server (CD> Uy CIEsT

* VPN Gate Server [CRBZEETES (AT>30)
(EH)J) 1l VPN Gate Academic Experimental Praject Plugim for SoREther VPN Clien

. VPN Gate Public VPN Relay Servers

5 to Internet by using VP a Publi M Servers provided jlunteers abound : r:“'?""'-
your local malfunctioning firewall's p , and hide your IP address safely. Web Site

Academic project at University of Tsukuba, lapan. ﬁ

99 Public VPN Relay Servers on the Earth! (Updated at 2014-03-16 15:13:08)

IP Address (Hostname) 31 Uptime
9.15 (adsl-dyna... et Mam
a Republic of
United States

1 hours

ith higher Line (me e ) and smaller Ping result are usua re comfortable to use.
hare normally unreachable from u use VPM servers that are no ur area.

ttings Wirtual Metwork Adapter: y -

Connect to the VPN Server

Implementzd as 2 phag-in for SoftEther VPN, () VPN Gate Project at Universit sukubs, Japan,




'E II:J\_L_-U-

esseee gy F

42.124.126.7 (public-wifi.softether.jp)
WIFi - IBARAKI
UpenvEN
weem Indonesia

[ ] IP: 36.70.85.67
36.70.85.67
OpenVPN

Israel

IP: 87.69.108.144
87.69.108.144
OpenVPN

Israel

IP: 5.28.171.232
5.28.171.232
OpenVPN

Mexico
IP: 187.240.66.63

customer-XAL-66-63.megared.net.mx
OpenVPN

New Zealand

" IP: 222.153.234.93
222-153-234-93.jetstream.xtra.co.nz
OpenVPN

VPN Gate Cllents for 1I0S and Androi

(CAERXULIZED)

Q. & il 83% @ 16:03
0 EasyOvpn

Select server 16:02, 3/16/2014

4.% South Korea
Al TCP (112.155.12.142:1220)

4:.% South Korea
Al TCP (183.104.230.106 : 1780)

A L# United Kingdom
Z1IS TCP (86.179.48.170:1788)

X L# United Kingdom
ZIS TCP (82.43.93.8 : 1504)

a.s South Korea
Al TCP (147.46.146.110 : 995)

* Vietnam
UDP (113.182.146.106 : 10915)

. == United States
—— TCP(70.173.180.104 : 995)
*

Vietnam
TAD (122100212 1’3:‘)\

ANGS.0.600
HEHRRHE
o ® A

o {

0
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http://www.vpngate.net/

VPN Gate Public VPN Relay ...

Favorites Tools Help
v Page~ Safety~ Tools~

VPN Gate

Academic Experiment at
Public VPN Relay Servers

Uni of Tsukuba, Japan.

VPN Servers List What is VPN Gate How to Connect Download  Join Us Forum rror Sites  Languages

Follow @vpngate

VPN Gate

An academic experiment

Japan.
4 SN vaba 3 wwwmnh.baa:jp/mhsw
Out of order

by unknown

N[-:" You(T)

Target servers

Free Access to World Knowledge Beyond Government's Firewall.

Your IP: 59x121x46x62.ap59.ftth.uxcom.jp (27.121.46.62)
®
Your country: Japan

Let's change your IP address by using VPN Gate!

Welcome to VPN Gate. (Launched on March 8, 2013.)

- You can get through your government's firewall to browse restricted websites. (e.g. YouTube.)
- You can disguise your IP address to hide your identity while surfing the Internet.

- You can protect yourself by utilizing the strong encryption while using public Wi-Fi. More

Detail

Supports Windo c, iPhone, iPad and Android.

VPN Gate is based on SoftEther VPN, a multi-protocol VPN server.

Today: 2,105,134 connections, Cumulative: 194,323,808 connections, Tra 5,415.22 TB.

e

2014/03/17 4:13:39 (0 mins ago) Ml T,

194,323,808 VPN connections from 220 Countries.

41 0 mins ago) MM cpyina Republic of Op: N

3:30 (0 mins 2go) epublicof  OPenVPN 660,454.5 GB
ww.vpngate.net/
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VPN Gate

H—)NZR LD msEgog— | 0 CALH |
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GFW BIE L/ Python ZAWT
2\C VPN Gate J0—5Z7

Chinese GFW Authority

Fing: 11em

HTML Crawler HTTP GET
&
Table Parser

Running
24h lAutomatlc

. 1 IP Blacklist
(every 5 mins) .Update

body = Get("http://www.vpngate.net/");
servers_list = ParseTable(body);

foreach (server_ip in servers_list)

{ www.vpngate.net

firewall.Insert(server_ip);

} B VPN Gate Servers

Government's

Black-hole List HTML table

Router

35



VPN Gate YUXNF—=)\D7Ht 0%

ID Access Date

Client FQDN

URL

User Agent

3312453

3/23/13 7:40 PM

ec2-23-20-4-19.compute-1.amazonaws.com

3312674

3/23/13 7:41 PM

ec2-50-16-163-135.compute-1.amazonaws.com

3313385

3/23/13 7:45 PM

ec2-23-20-4-19.compute-1.amazonaws.com

3313579

3/23/13 7:46 PM

ec2-50-16-163-135.compute-1.amazonaws.com

3314469

3/23/13 7:50 PM

ec2-23-20-4-19.compute-1.amazonaws.com

3314708

3/23/137:51 PM

ec2-50-16-163-135.compute-1.amazonaws.com

3315395 ||

3/23/13 7:55 PM

ec2-23-20-4-19.compute-1.amazonaws.com

3315642
3316252

3/23/13 7:56 PM
3/23/13 8:00 PM

ec2-50-16-163-135.compute-1.amazonaws.com
198-136-27-242.static.gorillaservers.com

3316383

3/23/13 8:00 PM

ec2-23-20-4-19.compute-1.amazonaws.com

3316570

3/23/13 8:01 PM

ec2-50-16-163-135.compute-1.amazonaws.com

3317306

3/23/13 8:05 PM

ec2-23-20-4-19.compute-1.amazonaws.com

3317533

3/23/13 8:07 PM

ec2-50-16-163-135.compute-1.amazonaws.com

3318339

3/23/13 8:10 PM

ec2-23-20-4-19.compute-1.amazonaws.com

3318553
3319072

3/23/13 8:12 PM
3/23/13 8:15 PM

ec2-50-16-163-135.compute-1.amazonaws.com

198-136-27-242.static.gorillaservers.com

3319236|

3/23/13 8:15 PM

ec2-23-20-4-19.compute-1.amazonaws.com

3319480

3/23/13 8:17 PM

ec2-50-16-163-135.compute-1.amazonaws.com

3320192|

3/23/13 8:20 PM

ec2-23-20-4-19.compute-1.amazonaws.com

3320439

3/23/13 8:22 PM

ec2-50-16-163-135.compute-1.amazonaws.com

3321185

3/23/13 8:26 PM

ec2-23-20-4-19.compute-1.amazonaws.com

http://www.vpngate.net/en/
http://www.vpngate.net/en/
http://www.vpngate.net/en/
http://www.vpngate.net/en/
http://www.vpngate.net/en/
http://www.vpngate.net/en/
http://www.vpngate.net/en/
http://www.vpngate.net/en/
http://www.vpngate.net/cn/
http://www.vpngate.net/en/
http://www.vpngate.net/en/
http://www.vpngate.net/en/
http://www.vpngate.net/en/
http://www.vpngate.net/en/
http://www.vpngate.net/en/
http://www.vpngate.net/cn/
http://www.vpngate.net/en/
http://www.vpngate.net/en/
http://www.vpngate.net/en/
http://www.vpngate.net/en/
http://www.vpngate.net/en/

Python-urllib/1.17
Python-urllib/1.17
Python-urllib/1.17
Python-urllib/1.17
Python-urllib/1.17
Python-urllib/1.17
Python-urllib/1.17
Python-urllib/1.17
Python-urllib/1.17
Python-urllib/1.17
Python-urllib/1.17
Python-urllib/1.17
Python-urllib/1.17
Python-urllib/1.17
Python-urllib/1.17
Python-urllib/1.17
Python-urllib/1.17
Python-urllib/1.17
Python-urllib/1.17
Python-urllib/1.17
Python-urllib/1.17




COF=TC GFW EIEF(d VPN Gate UA NI —
JINDIRFNITBIAMANSEZ 100% 15

Chinese GFW Authority

-

100 sesshan; .34 Mips

HTML Crawler o\ HTTP GET

\') TabIe Parser

Running
24h lAutomatlc ;
| 1 IP Blacklist .

(every 5 mins) 1 Update

body = Get("http://www.vpngate.net/");
servers_list = ParseTable(body);

I]!,':_li'i_\n ._95 Meps
foreach (server_ip in servers_list)

u | google public DNS
{ W\ s
firewall.Insert(server_ip);

} VPN GlateJServers

Government's

Black-hole List HTML table

Router

COMEED P FRUZIEEITHS. >



GFW (i VPN Gate QU MF—)\|

N

From‘—he computer N

>ping 8.8.8.8

— \E
CJEE

N

A% 30 D LAANIC B EhERT

nina:

Pinging google-public-dns-a.google.com [8.8.8.8] with 32
of data:

o)VAW=IS

Reply
Reply
Reply
Reply
Reply

Request
Request
Request
Request
Request
Request
Request

from
from
from
from
from
t1med
timed
timed
timed
timed
timed
timed

cO OO0 OO OO OO
0 00 00 00 0O
00 00 00 0O 0O
00 00 00 00 0O

out.
out.
out.
out.
out.
out.
out.

: bytes=32 time=159ms
: bytes=32 time=143ms
: bytes=32 time=141ms
: bytes=32 time=148ms
: bytes=32 time=144ms

TTL=238
TTL=238
TTL=238
TTL=238
TTL=238

D IP 7 RL A% Bl
EERICAIIUTZ,

* COIEZED IP 7RLRIEHTHS.,

-~ X

Great Firewall (. f-

E43
— /N

EAS

38
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VPN “Gate
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I-NEFETT | SupasLEE
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LizoO0—->0@nEzFHia
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VPN Gate — 1234
PN Gate

Server VPN Gate |
g eServer 5 1

09 T09 3 AICEBRRANAFERFE:

1. FBULEREITZEO VPN b= )N(TiEsestiTUR
BH— P 7RLR Gld IP TR (&, 2J)\A
THd.

. VPN 5=\ \DIEH1E . (FEAELT —FBIEZE
9, FEIIIERFRETYIMT 3 EZiENIRT IP
7RLR BITRYE) (XA T,

. _EERICHINZATULONOERAN 7TV L %48
HENBD. BUEZAZRULIEOUL TR,




2013 &£ 4 B 24 BICRIBUIE
SN ZAINAFEBFEDONE

Percentages of blocked VPN Gate servers by GFW

100 7T T
90 ,l \i . => / \\
80 | W 2013/04/24 (C1733AY 4 176 (_\
70 X N R AFERFEOE 4 ~
60 S 4N 7z Faia ! 1o \
~="l ' EPlb‘b}zz i
4518 > Il : i e CE : GFW (&
O ' i VPN H—/)U ! il
o lb\q: i Loz uf—J(L ] EUTEIF
20 - \ 4 ZRARF1E
AN 2 il \ ’ e m———
1 8 B DIARE o ,/ (’ \‘)

--———

3/31/2013 4/30/2013 5/31/2013 6/30/2013 7/31/2013 8/31/2013 9/30/2(
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Rt 2013 &£ 8 B>R(C GFW (LB &ZZEA
1?]]23 =D ({RER)

2013 & 8 HXRIF=Tld. hI>T747(cEoT. 1 Hbleb
6,000 EIDI=—% IP 7 RLABMEFEEN TLIE,

-%400.:.(40%) DOMI>T1475—=)\D IP PRLAZEBEHZLL

« ULIEhT 17,000 fEDI=—% IP 7 RL AW BAEIZUIZ,

j:E 5IH\IJ : 100%

. 90%
e GFW 0)] 80%

70%

o GFW D3 «ox
« ZNHDL :g’f(
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i

VPN Gate #l,

s Korea Republic of

5>%>4 (2021.7)
WEHEI7AT7I9A—=)
h&dEESNTUVRE

www.vpngate.net

CTUZ51 LhigEh

62,348,895.8 GB 312,750,758

| Tran (ISLAMIC Republic Of) 45,207,068.6 GB  3,419,781,267

£HERHS5D VPN Gate FIBEX (1 BH D)
* 1 BHEDERXT—SE:
235,073,074,603,200 bytes (235 TB)

- United States 26,813,433.6 GB 540,978,796

France 24,004,204.0 GB 261,646,797
Japan 23,737,041.9 GB 332,576,041

Taiwan 23,374,213.7 GB 548,201,296

* 1 B&%D VPN E#HEEL:
5,497,045 Ef% (549 HiER)

India 20,995,441.7 GB 501,120,246
20,294,600.5 GB 711,840,741

Indonesia 18,268,775.2 GB 645,753,967

, United Arab Emirates

09,700,008.0 GB 416,108,784

Viet Nam 9,562,676.3 GB 250,107,554

VPN Gate (&, BUFFREI FOTHE®D
DA YT =Y P I L ADTRIEER
[EFETHD.

=== Thailand 0,378,138.4 GB 254,678,309
Russian Federation 7,261,992.4 GB 107,680,700
Philippines 6,772,076.3 GB | 241,450,695

6,406,196.8 GB 89,697,184

CN5OEDOHEROBERA Y-y
RPOEADREBL,
BT [CIRRENBWVWIEL WD BiS

Bl Turkmenistan 5,056,277.2 GB 107,318,567

Hong Kong 5,877,782.5GB 132,598,786

I+l canada 4,049,599.9 GB 44,902,972

= Germany
ﬁ Saudi Arabia
B kraine

B8 Myanmar

3,900,246.2 GB
3,876,359.2 GB
3,655,805.6 GB

3,419,973

377,739

66,244,352

103,146,272

@ 573
S0%>9

PEHLEFEEIZZZA TV

tam e



AABREIORSI, SrYY—H50 VPN EEESH

2EDH 6% 2B LIk,

VPMN-11213118449

WPM-11213118448

VPM-11213118447

WPM-11213118446

VPM-11213118445

VPM-11213118444

WPM-11213118443

VPM-11213118442

WVPM-11213118441

VPM-11213118440

VPMN-11213118439

WPM-11213118438

VPM-11213118437

WPM-11213118436

VPM-11213118435

VPM-11213118434

VPM-11213118433

VPM-11213118432

VPM-11213118431

WPM-11213118430

2021/07/16 4:
3021/07/16 4:0
3021/07/16 4:

2021/07/16 4:0
2021/07/16 4:

2021/07/16 4:0
3021/07/16 4:0
2021/07/16 4:0
2021/07/16 4:0
2021/07/16 4:0
2021/07/16 4:0
2021/07/16 4:

2021/07/16 4:0
2021/07/16 4:0
2021/07/16 4:0
2021/07/16 4:

3021/07/16 4:0
2021/07/16 4:

2021/07/16 4:0

2021707716 4:0

124 (1 5380
124 (1 480
124 (1 58D
124 (1 5B
124 (1 48D
124 (1 5380
:24 (1 480
124 (1 #ED
:24 (1 5B
124 (1 #ED
5:23 (1 580
(23 (1 4ED
5:23 (1 5380
:23 (1 58D
123 {1 4380)
123 (1 580D
123 (1 480
123 {1 580D
:23 (1 580

123 (1 58D

E8 pyanmar
ES Myanrar
e Bangladesh
C Taiwan

. Japan

ES pyanmar
- Bangladesh
== India

o United Arab Emirates

— Iran (ISLAMIC Republic OF)

® Japan
= Germany
ES Myanmar

i Bangladesn

— Iran (ISLAMIC Republic OF)

- Taiwan

== Tndia

L Bangladesh
ES pyanmar

ES Myanrar

(2021/07 BFsR)

Japan
Japan
> Korea Republic of
Japan
Japan
Japan
Japan
> Korea Republic of
Japan
Japan
" Kores Republic of
* Korea Republic of
Japan
Japan
Japan
Japan
Japan
> Korea Republic of
" Kores Republic of

United States

118.27.x.%

219,100 xx

121,184 xx

1442 xx

153231 xx

219,100 x.x

211,105 x.x

118.222 x.x

219,100 x.x

219100 x.x

110,233 xx

219.100 x.x

219,100 xx

121.185.xx

110 1d x %

71121 xx

OpenVPN

OpenVPN

OpenVPN

OpenVPN

SoftEther VPN (TCP)
OpenVPN

OpenVPN

OpenVPN

OpenVPN

OpenVPN

OpenVPN

SoftEther VPN (TCP)
OpenVPN

OpenVPN

COpenyPN
L2TPR/IPsec
OpenVPN

OpenVPN

OpenVPN

OpenVPN




(B5: 2013 FFDTVF 0D . SrIN—-RS0I9THOK)

Coun

Py
+ @,

China

United States

Japan

India

7 Taiwan

France

Canada

Viet Nam

Malaysia

Singapore

Spain

Hong Kong

Australia

Saudi Arabia

Thailand

, United Arab Emirates

Indonesia

Greece

Germany

Netherlands

Portugal

Korea Republic of

, Iran (ISLAMIC Republic Of)

{ United Kingdom

Russian Federation

27

28

29

30

31

32

33

34

35

36

37

38

39

40

41

42

43

a5

a6

a7

48

49

50

BEMBE

.
L]
4

= ITEHESE

BuuNClimPSTFII

Pakistan
Philippines
Turkey

Italy

Mexico

Brazil

Romania

New Zealand
Syrian Arab Republic
Switzerland
Ukraine
Ireland
Argentina
Poland

Chile

Finland
Belgium

Czech Republic
Qatar

Uganda
Nigeria
Tanzania United Republic of
Denmark
Sweden

Morocco

497.3 GB

4711 GB

272.7 GB

254.3 GB

216.0 GB

2047 GB

199.0 GB

198.2 GB

195.8 GB

181.1 GB

180.6 GB

173.4 GB

169.5 GB

163.5 GB

156.3 GB

153.4 GB

150.1 GB

138.3 GB

129.6 GB

122.7 GB

117.3 GB

1153 GB

1121 GB

103.6 GB

92.8 GB

5,653

24,035

2,587

4,072

5,420

2,961

2,021

1877

13,207

1,765

4,282

2,280

6,936

14,142

687

1641

2,229

1,520

33,767

6,217

707

766

1,444

1,790

51

52

53

54

55

56

57

58

59

60

61

62

63

64

WENECOFN

Oman

Cambodia

Macau

Estonia

South Africa

Bulgaria

Korea Democratic People's Re

Bangladesh

, Bahamas

-

HERBZERIUHHGEER HII

Cote D'ivoire

Peru

Hungary

Ghana

Slovakia (SLOVAK Republic)
Norway

Egypt

Austria

Colombia

Vanuatu

Ecuador

Trinidad and Tobago
Tunisia

Venezuela
Kazakhstan

Israel
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Administrator: C:¥Windows¥system32¥cmd exe

=] B3

Reply from 60.42.117.1086: bhytes=32
Reply from 60.42.117.106:
Reply from 60.42.117.106:
Reply from 60.42.117.106:
Reply from 60.42.117.106:
Reply from 60.42.117.106:
Reply from 60.42.117.106:
Reply from 60.42.117.106:
Reply from 60.42.117.106:

hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32

time=86ms TTL=107
time=85ms TTL=107
time=93ms TTL=107
time=927ms TTL=107
time=99ms TTL=107
time=95ms TTL=107
time=181ims TTL=187
time=923ms TTL=107
time=182ms TTL=187

time=112ms TTL=187
time=73ms TTL=187
time=%1ims TTL=107
time=182ms TTL=187

time=78ms TTL=187
time=87ms TTL=187
time=1808ms TTL=187

timed out.
timed out.
timed out.
timed out.
timed out. [+ Administrator: C:¥Windows¥system32¥cmd exe
timed out. -
2 timed out.
timed out. 5
Z timed out.
timed out. 5
< timed out.
timed out. 5
Z timed out.
timed out. 5
3 timed out.
timed out. 5
Z timed out.
timed out. :
5 timed out.
timed out. 5
5 timed out.
timed out. 5
3 timed out.
timed out. 5
3 timed out.
timed out. 5
timed out.
timed out.
timed out.
timed out.
o5 tined out.
Reply from 68.42.117.186: bhytes=32
1 80 /J\ _1‘(/ Reply from 60.42.117.106: bytes=32
~ 8]/ Reply from 68.42.117.106: hytes=32
X Reply from 60.42.117.1086: bhytes=32
E%ﬁ Request timed out.
G\ (o) Reply from 68.42.117.186: bhytes=32
Reply from 608.42.117.1086: bhytes=32
Reply from 68.42.117.186: bhytes=32
Reply from 608.42.117.1086: bhytes=32

time=183ms TTL=187
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“ filtered.pcap

File Edit View Go

o e

Filter:

Mo,

- e TULL

. 606495
. 607188
. 629067
. 629069
. 629074

220.216.107.
220.216.107.

Capture  Analyze Statistics Telephon! Tools Internals Help

EEXEE A¢es DTS QAaf| @#®mk B

|Z| Expression...

Destination

ELL.Ud. EUI.T

220.216.107.77
220.216.107.77
218.10.62. 249
218.10.62. 249
218.10.62. 249
211.65.

Clear Apply Save

Protocol
fars

TCP
TLSV1
NEBNS
NBNS
NBENS

Info

B I = N B R e |

66 59135 > 443 [AC
160 Client Hello

92 Name query MNBST
92 Name query NBST
92 Name query NBST

220.216.107. TCP 66 443 = 59135 [AC
220216 07 77 50 2205 [=
T

. 660290

Frame 53: 160 bytes on wire (1280 bits), 160 bytes captured (1280 bits)
Ethernet II, src: Cisco_16:42:c0 (00:18:74:16:42:c0), Dst: 4c:4e:35:a6:3a:51 (4c:4e:35:a6:3a:51)
Internet Protocol version 4, src: 211.65.205.0 (211.65.205.0), Dst: 220.216.107.77 (220.216.107.77
Transmission Control Protocol, Src Port: 59135 (59135), Dst Port: 443 (443), seq: 1227470597, Ack: 778562874, Len: 94
Secure Ssockets Layer
=) TLSvl Record Layer: Handshake Protocol: Cclient Hello
content Type: Handshake (22)
version: TLS 1.0 (0x0301)
Length: &9
=) Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 85
version: TLS 1.0 (0x0301)
4 Random
session ID Length: 0
Cipher suites Length: 40
1 1 o= O 3 =

Compression Methods Length: 1
+ Compression Methods (1 method)
Extensions Length: 4
-l Extension: SessionTicket TLS
Type: SessionTicket TLS (0x0023)
Length: 0
L e S T S Y
ab 3a 51 00 18 74 16 42 cO 08 00 45 00
28 40 00 26 06 b2 d5 d3 41 cd 00 dc d8
ff 01 bb 49 29 b7 05 2e 67 ed 3a B0 18
c9 00 00 01 01 08 0a 06 6a Oe 46 02 bl
03 01 00 59 01 00 00 55 03 01 53 T8 a5
el 5c 64 a4 dd 3c 8d 12 35 4e e2 0b 59
52 fa 62 27 83 23 9= 77 7c 86 00 00 28

5 00 04 00 15 00 12 00 09 00 14 00 11
00 6 00 03 00 Ff 01 00 [FUNEE 00 23 00 00

Packets: 103 Displayed: 103 Ma...

@ E Length of hello extensions (sslhandshake.extensions_length), 2 bytes




| ZEEARFICAFvF—Z2HRFEUTVAIOHNR ?

CAWindows\system32\cmd.exe

% [whois.apnic.net ]
% Whois data copyright terms http:/ www.apnic.net/db/dbcopyright .html

% Information related to '211.65.192.0 - 211.65.207.205°

211.65.192.0 - 211.65.207.255

JSERNETE-CN 5
[==KUJV=LS ] :MFOP<FKc ; zhx ]

Jiangsu Province Education & Reseach Metworlk

§3uth East University, Manjing, Jiangsu 210096, China

JGZRE-AP

JGZRE-AP

address-al location-staffénet .edu.cn

WA TNT-CERNET-AP

ASSIGHWED NON-PORTABLE

hostmaster@net .edu.cn 20000530

hm-changed@apnic.net 20040927
APMIT

Jian Gong
Southeast University

Department of Computer Science and Engineering
ﬁanjing 210096

+ob-Zh-abT14 /18

+86-25-3617330
jgongies . seu.edu.cn

JEZhE-4F

dbmon@apnic.net

WA TNT-NULL
hostmaster@apnic.net 19960208
Eg&?ganged@apnio.net 20040927

%8£?is query was serwed by the APNIC Whois Service wersion 1.69.1-APNICyTr2 (WHO
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« ZESRW I ORIRBNM TH2BIOH—){—0 IP

PV RURIEWET D
(Server List (CE B

o GFW RAFvF—(CEBRAFV NI ZRICIRSRL)

« SSL v adiginglcHiEsEziRR~U 0 VPN H—

IN=EUTEMELR W
(EED HTTPS H—/)\—-[CREHTH)
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TCP/UDP

VPN relay server

Se

133.51.1.2

iVPN (private)
8.9.3.1 w

Llst of Public VPN
VPN (private)

3 9.10.11.12
4 130.158.6.51

5/



VPN Gate Client P2P Relay

« NAT iEi8
« UDP Hole Punching
 Universal Plug and Play (TCP or UDP)

}\u’J’J 20> RCENME
FRNTEMEL TVWSEE CHIIUIEZS(C D5k
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2015 F1H31H
P2P #égEF2E FR VPN Gate Client BC

il

Download

VPN Gate Client download (for Windows, freeware)

e Client Plugin to
Gate in a snap. It has a better throughput than L2TP, CpenPM or S5TE. ThlE. pro

ign. The binary file intersignature issued

I ]
Wi

W

=@ Download VPN Gate Client from CNET Download.com Download.com
You can download SoftEther VPN Client + VPN Gate Client Plugin directly from us, or from the World's most p IIuIa| =

download site -- Download.com by CMNET. ¥You may try using CNET D oad.co vad from our primary download server.

59



IMPORTANT NOTICES
(1 > A= IVERFCERIR)

5.13. The F2P Relay Function in the VPN Gate Client to strengthen the capability of circumvention of

censorship firewalls

VPN Gate Clients, which are published since January 2015, include the P2F Relay Function. The PZF Relay
Function is implemented in order to strengthen the capability of circumvention of censorship firewalls. If
the P2F Relay Function in your VPN Gate Client is enabled, then the PZF Relay Function will accept the

5.13. VPN Gate B RAY P2P MERTHEEDIAEE £ 21 Fn A S B T A B 5E
P2F q:lgﬁlhﬁltjf_'—l [ Hme& 0 Pk BT RTEE A - IR P2 FPERINEETEIRA

2. p2p TURTNASGESRE VEN Cate FIPRD VEN IR, IR{HTLHTHED --aﬂ.mh .FI- Cate Hjﬂﬁm
22, HUEHSE - AHERENGERFETIEER- L p2p RETHEEM MR HES raT hel, M5k

4ot — TR a EF‘l"I___.T_ . ‘H az;.rj-:r M VPN Gate Gl ATt
!" '-|- a | || r|_|_l-|'-""71|.:| |:|- P FI EPT'L [ |:|- E e I' llili_llill:tfﬂ.j_ﬁblll:-%1f 4 |_|_I1H]|I| W '-I:-ItI:' in g |I| Y Fl[ j

00



id SoftEther VPN Z g VPN Gate FAKEWEE#

Sl VPN Gate 23t VPN thifiBse
EiTEA VPN SRS HREES RN VPN RESFREEENEAEERN. ST eSS GENEEaER | FeIbiaE iR 1P ek,

T EER R 97 23 VPN igiiRaEs | (BT 2015-02-26 22:49:05)

EFFEARE—TFH

DDNS BE—FH=

| 1e st =)

| Bspex

| E5ama | ven 25

| sopmme

Ping (G...

SSL-VPN (TCP)

uDP =i | BaEE

B Bk

B

% VP OPengw.
pn322405375.0peng

= VD i LOpengw...
pnBA6660497.0peng

% VP . OPENgW.
pn279466212.0peng

= VP LOPENgW...
pnE50736336.0peng

5 VRN, LOPENGW..
pn143075591.0peng

= V] WOPENgW.
prd60203434.0peng

= VP LOpPENgW...
pn359105514.0peng

% VP WOPengwW.
pna13221189.0peng

> VP, LOpPengw...
pn55201937%.0peng

' V. WOPENgW.
pn327452088.0peng

* VP Oopengw...

EAvpno07507939.0peng

= VP i LOpPENgW...

£ vpnB15296656.0peng

% VP, OPengwW.

Edvpn778582322.0peng

= VP, LOpeENngwW...

£ vpn718465820.0peng

* VP WOPENgW.

Edvpn974631764.0peng

% VP LOopengw...

ERvpn533609551.0peng

5 VP I OPENGW..

EQvpnB42527117.openg

= V] OPeENgW.

Edvpna41474778.0peng

= VP LOpEeNngw...

£ vpn999386588.0peng

% VP . WOPENgW.

Edvpn253476154.0peng

= VP, LOpPEeNngw...

Evpn545029428.0peng

5 VRN, WOPRENgW ..

Edvpn783330324.0peng

= VP OPpengw.

Edvpn382270593.0peng

= VP, LOpPENngW...

EQvpn715163408.0peng

% VP OPeEngw.

Edvpn698183203.0peng

> VP LOpengw...

Evpn943111165.0peng

' V] WOPENgW.

Edvpn462709828.0peng

% V] Oopengw...

ERvpn433500689.0peng

: VP . OPENgW .

EQvpn282865415.0peng

% V] OPengwW.

Edvpn474885812.0peng

= VP LOpengw...

Evpn283053873.0peng

* V] LOPENgW.

Edvpn417959981.0peng

Eavpn591156302.opengw‘..

Eavpn936306808.opengw‘..

Eﬁvpn811636424.0pangw‘..

4

40,80.252.194
122.238.189.254
183.193.127.205
180.157.215.6
221.221.189.204

116.83.85.26 (ntkngw...

116.224.145.123
14.209.159.81
117.170.11.103
27.204.65.46
42.203.196.156
210.126.52.169
114.89.59.220
211.58.28.64

221.20.14.15 (softban...

112.187.139.146
110.12.128.9
14.53.44.41
211.226.214.100
112.64.61.196
125.142111.217
61.41.207.194
121.10.83.141
27.218.137.255
211.49.12.139
113.128.116.120
114.80.246.253
112.10.69.181
121.166.211.158
183.223.192.107
61.171.250.250
58.251.202.60
124.237.167.64
119.108.235.66
182.207.191.140

Japan
Japan
Japan
Japan
Japan
Japan
Japan
Japan
Japan
Japan

Japan

Korea Re...

Japan

Korea Re...

Japan

Korea Re...
Korea Re...
Korea Re...

Korea Re...

Japan

Korea Re...

Korea Re...

Japan

Japan

Korea Re...

Japan
Japan

Japan

Korea Re...

Japan
Japan
Japan
Japan
Japan

Japan

9F 23 &5F
3 /BT 127
e 0siE
9 7haf 0 &iF
8 /Ef 10 €%
3 454 8 &iF
9% 8 &=iE
118 4iF
9 7haf 0 &iF
14 /hET 3 &F
2 gt 0 &iF
3 /BT 3 2F
2 7pag 0 &iF
20 N 3=F
/EH BeiE
3 gt 24F
4 et 0 &
138 1958
13 g 2 24F
6% 4855
6 7haf 2iF
1 /Ef 0 &
4 /haf 1&iF
1 7EF 0 £F
4 haf 0 &iF
1% 0 &iF
1% 153F
7 gt 0 &iF
7 /NET 5 &F
1308 0&iF
5 /NEF 0 =F
9 /T 0&iF
4 haf 0 &iF
12 /1T 18F
3 /g 284F

36.1 Mbps
26.5 Mbps
22.1 Mbps
23.2 Mbps
22.0 Mbps
67.3 Mbps
15.6 Mbps
12,5 Mbps
13.5 Mbps
12.9 Mbps
15.1 Mbps
43.7 Mbps
12,5 Mbps
47.4 Mbps
23.3 Mbps
45.3 Mbps
36.6 Mbps
39.0 Mbps
28.8 Mbps
13.7 Mbps
53.4 Mbps
33.2 Mbps
5.3 Mbps
9.9 Mbps
55.7 Mbps
7.7 Mbps
7.4 Mbps
7.7 Mbps
25.1 Mbps
5.2 Mbps
6.7 Mbps
7.2 Mbps
6.5 Mbps
7.9 Mbps
3.9 Mbps

62, 62
70, 70
74,74
137,137
141, 141
g8

87, 87
46, 46
57,57
93,93
127,127
32,32
88, 88
33, 33
17,17
34,34
35, 35
39, 39
32,32
160, 160
30, 39
41,41
45, 45
121,121
47,47
95, 95
92,92
64, 64
32,32
73,73
74,74
135,135
78,78
157,157
89, 89

1318
1386
1632
1410
1024
1069
1344
995, 465, 1195, 186...
1770
1976
1368
1365
1459
1267
905, 465, 1195, 162..
905, 465, 1195, 124...
1862
1842
1867
1848
1619
1028
995, 465, 1195, 158...
905, 465, 1195, 123...
1649

1935

UDP OK R
UDP OK A
UDP OK R
UDP OK mE
UDP OK mE
- [GIE]
UDP OK A
UDP OK R
UDP OK mE
UDP OK &
UDP OK mE
UDP OK A
UDP OK R
UDP OK A
UDP OK R
UDP OK mE
UDP OK mE
UDP OK mE
UDP OK A
UDP OK R
UDP OK mE
UDP OK mE
UDP OK mE
- R
UDP OK R
UDP OK mE
UDP OK &
UDP OK mE
UDP OK &
UDP OK R
UDP OK A
UDP OK R
UDP OK mE
UDP OK mE
UDP OK R

469 BRI
292 R
36 TR
55 EFIRH

4,042,403 315 bytes
7,673,355,808 bytes
1,321,920,031 bytes
708,160,634 bytes
1,786,852,217 bytes
3,281,087,618,615 bytes
333,268,502 bytes
46,042,513 bytes
440,121,506 bytes
120,270,696 bytes
200,686,980 bytes
113,614,231,316 bytes
18,759,199 bytes
114,740,288,399 bytes
384,389,333,209 bytes
1,270,701,915,422 bytes
1,865,131,614,986 bytes
1,737,504,587,262 bytes
890,578,467,941 bytes
24,251,870,344 bytes
372,799,500,169 bytes
262,787,521,974 bytes
615,061,603 bytes
508,371,558 bytes
144,954,310,900 bytes
306,546,766 bytes
10,137,943,358 bytes
156,882,246 bytes
86,013,644 511 bytes
574,068,593 bytes
7,260,104,460 bytes
1,001,039,192 bytes
88,962,106 bytes
121,923,950 bytes
232,514,670 bytes

278 R
125 B
4 BRI

4 TRR
19 B

FEREFETF's owner - P2P
99b75ec0d6a74b8's owner - P2P
WINT-20140721EX's owner - P2P
e3's owner - P2P

RICKDOM-PC's owner - P2P
hashimoto-PC's owner

KK's owner - P2P

LENOVOQ's owner - P2P
Desmond-PC's owner - P2P
Darkflames-PC's owner - P2P
PC-20141009DQYT's owner - P2P
win-PC's owner

QQ's owner - P2ZP
SEHAMLEZ's owner
owner-PC's owner
MSDMN-SPECIAL's owner
Clearbible's owner
jds-16f29a85057's owner
user-PC's owner

Mafuyu's owner - P2P

LEE-PC's owner

Dell-Inspiren’s owner - P2P
wys-PC's owner - P2P

Rein-PC's owner
'WIN-KBNIHIPSGED's owner - P2P
hkc-baa244ebcb3's owner - P2P
HiLeo-PC's awner - P2P
Dong-PC's owner
SKY-20150109NBH's owner - P2P
WIKHLQSUWNIWZTP's owner - P2P
RogerEee-PC's owner - P2P
zyq-PC's owner - P2P

admin-PC's owner - P2P
LENOVOQ-37D07877's owner - P2P




SitEs | BreEmes

469 Sl EEBFEH's owner - P2P

292 S 99b75ec0dba74b8's owner - P2ZP
36 B WIN7-20140721EX's owner - P2P
25 B e3d's owner - P2P

84 SR RICKDOM-PC's owner - P2P

59,203 EE:%#  hashimoto-PC's owner
20 SNy KK's owner - P2P

5 S LENOVO's owner - P2P

58 S Desmond-PC's owner - P2P

7 S Darkflames-PC's owner - P2P

4 S5rE PC-201410090D0%T's owner - P2P
28860 8=mE  win-PC's owner

'|f—|__




DDNS He—=i% I ES/AER "

LrJJ er1;I..£.:'4_ 237/ 5.0pengw...

---------

M8 . opengw...

Japan
Japan
2.opengw... Japan
336.opengw... lapan
opengw.. Japan

d.opengw.. Japan

Japan 8 =5 15.6 Mbps

JOPENGW...

Japan N 1 2= 12.5 Mbps

gd.opengw...
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FEEAD P2P Relay #X
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il
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MREADANBIFEY TCFWERHENTERS , MEMNBEAARY TRHERSE , BAFENNERAFLER S , XR—MHFEHFNER.

Bypassing Government’s Censorship Firewall: A Great Firewall Cat-and-Mouse Game in Cyberspace.
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Government's Firewall
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