JANOG49 Meeting in Kagoshima

IXICHIFTDIPVE/\TY T 1 )LFBZS

BERA29—RY NLIOAFI D
RihEP BRI —

2022-01-26




Hift)
c BADRBERULERTHY, HBERRLETDOTHE

e IR T4 ILZICDVLWTIEIRWLWE T A
e IPV4/NT Y T4 ILFICDVWTERVERA

e MACZ RLRIIXERAFF XU MZFIHU TUES
DMLY TETZ=BLEITERUIZ

Al
[
>
o

|
lplx Copyright © 2022 Japan Internet Exchange Co., Ltd. 2



Agenda

» IXTET XN TRMNIT=ABEREE)
- Neighbor DiscoveryzlEU<HIAD |

- JANOG Comment(JC1006)%=ikYiRAD |
- B5FICJCT1006FKES

+ JC1006 CRAIFRWZWAARINTY REIEDT

+ JC1006TTREIFIRWAARIN T Y RMIIED 2

c ITC.EDTDBR?

|
lplx Copyright © 2022 Japan Internet Exchange Co., Ltd.



TAIWFUER I XRINVTYREXT
TJ1IWIULTEREAN?



IXE T XD b TRNMNITEARERCED)

e Neighbor Discovery D'4LBLd 5
— BF 2RI

e & D% Path MTU Discovery MEZERICED CTLVT, Rate limitIC5]>
M- T37?

— BE I ERN T A —IL/\NW D — JANOG p.20 (113 #AES A, JANOG26)

BERIEE N S D Neighbor Discovery (&I, SEIL—F D S5D

Nelghbor Discovery(dRB, F7ZIEZTDH7?
e 7?77

Neighbor Discovery CEIRICEARI\TY M
EZENTLSIHDEFEHETNT ., RO
J4 IIVAIHEHENTWNSDTIE?

Copyright © 2022 Japan Internet Exchange Co., Ltd.




Neighbor DiscoveryZ1EU<%15 D |

e Neighbor Discovery& (&7
-~ O<KYEAI, IPVMMTL DO EZAD, ARPHTZWNRED

— ICMPv6 ZFIIFH 9 5 (Neighbor Solicitation & Neighbor
Advertisement)

o PAREFICIXITSD?
- 27 B L ADEER(ARPIEETZ L)
7 R L REEDHESS(DAD)
- HI%EEIJLT G (NUD) ODFESR
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RFC4861 Neighbor Discovery for IP version 6

4.4. Neighbor Advertisement Message Format
4.3. Neighbor Solicitation Message Format

A node sends Neighbor Advertisements in response to Neighbor

Nodes send Neighbor Solicitations to request the link-layer address Solicitations and sends unsolicited Neighbor Advertisements in order
of a target node while also providing their own link-layer address to to (unreliably) propagate new information quickly.
the target. Neighbor Solicitations are multicast when the node needs
to resolve an address and unicast when the node seeks to verify the 0 1 2 3
reachability of a neighbor. 01234567890123456789012345678901
+ot=t=tetttttototototototototot ottt === ==
0 1 2 3 | Type | Code | Checksum |
01234567890123456789012345678901 +ot=t=tetttttototototototototot ottt === ==
+-t=F=t=-t=t=t=-t=-t=-t-t=-t=t-t ==ttt =t=t-totototototototototat-t-4 |IR|S|O] Reserved |
| Type | Code | Checksum | +ot=t=tetttttototototototototot ottt === ==
+-t=F=t=-t=t=t=-t=-t=-t-t=-t=t-t ==ttt =t=t-totototototototototat-t-4 | |
| Reserved | + +
+-t=F=t=-t=t=t=-t=-t=-t-t=-t=t-t ==ttt =t=t-totototototototototat-t-4 | |
| | + Target Address +
+ + | |
| | + +
+ Target Address + | |
| | +-+-+-F-F-+-F+-F-F-F-F-F-F-F -ttt -t -t -ttt -ttt -ttt -+
+ + | Options ...
| | +-+-+-F+-+-+-F-F+-F+-+-+-+-
B T T T T D e oL
| Options ...
+-+-F-F-t-t-t-t-t-t-t-t- IP Fields:
IP Fields: Source Address
An address assigned to the interface from which the
Source Address advertisement is sent.
Either an address assigned to the interface from Destination Address
which this message is sent or (if Duplicate Address For solicited advertisements, the Source Address of
Detection is in progress [ADDRCONF]) the an invoking Neighbor Solicitation or, if the
unspecified address. solicitation's Source Address is the unspecified
Destination Address address, the all-nodes multicast address.
Either the solicited-node multicast address
corresponding to the target address, or the target For unsolicited advertisements typically the all-
address. nodes multicast address.

Hop Limit 255
Hop Limit 255
BUTFBg
BUFEg
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IPv6 src/dst 77 KL X

e Neighbor Solicitation

— IPv6 Source Address : InterfacelC 7711 & 1fz (global, link-
local, DAD'R 5KRIEE T R L R(::)7 R L X,

— IPv6 Destination Address : B2 RU7ZWNY—T Y b P RE L ADE
F/ —RYILFF+ X 57 RL X(Solicited-Node Multicast
address) 9 —T Y TP RLRXRZEDED

e Neighbor Advertisement

— IPv6 Source Address : ;X9 BlnterfaceIP7” K L X (global*®
Slink-local 7 F L AX0 )

— IPv6 Destination Address: NSODE{ET 77 K L XX DADA D%
d2/ —RYIVFF v X M3,

|
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Neighbor Solicitation €®

e DAD(Duplicate Address Detection)

Ether header B

[SRC aa:aa:aa:aa:aa:aa][DST 33:33:ff:00:ca:fe]
IP header

[SRC ::][DST ff02::1:ff00:cafe]

[Hoplimit 255]

Neighbor Solicitation

Y .

ICMPV6 header
[Type 135]
[Target Address 2001:db8::cafe]
[Nonce(14) dd660cda9041]

Neighbor Advertisement (ZE #5 )

<
|
[
|
[
[
[

HostA

Ether header

[SRC bb:bb:bb:bb:bb:bb][DST 33:33:00:00:00:01]

IP header

[SRC 2001:db8::cafe][DST ff02::1]
[Hoplimit 255]

ICMPV6 header

[Type 136, Solicited flag: 1]
[Target Address 2001:db8::cafe]
[Target Link-layer address bb:bb:bb:bb:bb:bb]

HostB

|
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Neighbor Solicitation €@ 2
o 127 KL Rf&HR(link-local -> solicited node multicast)

HostA |
Ether header

|

1

1

[SRC aa:aa:aa:aa:aa:aa][DST 33:33:ff.ad:be:ef] :
IP header I
[SRC fe80::a8aa:aaff:-feaa:aaaa][DST ff02::1:ffad:beef] I

1

[Hoplimit 255] Neighbor Solicitation

HostB \

ICMP\6 header
[Type 135]
[Target Address 2001:db8::dead:beef]
[Source Link-layer address aa:aa:aa:aa:aa:aa]

Neighbor Advertisement

>

Ether header
[SRC bb:bb:bb:bb:bb:bb][DST aa:aa:aa:aa:aa:aq]

[SRC 2001:db8::dead:beef][DST fe80::a8aa:aaff.-feaa:aaaa]
[Hoplimit 255]

|
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ICMPV6 header
[Type 136, Solicited flag: 1]
[Target Address 2001:db8::dead:beef]

|
|
|
|
|
|
|
|
|
: IP header
|
|
1
|
|
|
|
|
|

HostB

11




Neighbor Solicitation €® 3

o« L277 L Zf#R(global -> solicited node multicast)

Ether header
[SRC aa:aa:aa:aa:aa:aa][DST 33:33:ff:ad:be:ef]
IP header
[SRC 2001:db8::cafe][DST ff02::1:ffad:beef]
[Hoplimit 255]
ICMPV6 header
[Type 135]
[Target Address 2001:db8::dead:beef]
[Source Link-layer address aa:aa:aa:aa:aa:aa]

AN

HostA | ‘ HostB

ICMPV6 header
[Type 136, Solicited flag: 1]
[Target Address 2001:db8::dead:beef]

1 1

| |

1 1

1 1

1 1

| |

1 1

' Neighbor Solicitation :

[ 9 >

| |

1 1

I |

1 |

1 1

1 1

| |

I 1| Ether header

I " [SRC bb:bb:bb:bb:bb:bb][DST aa:aa:aa:aa:aa:aal

: | IP header

I i1 [SRC 2001:db8::dead:beef][DST fe80::a8aa:aaff.feaa:aaaal

:( Neighbor Advertisement Il [Hoplimit 255]
|

1 1

| |

1 1

| |

| |

1 1
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Neighbor Solicitation €® 3

e NUD(Neighbor Unreachability Detection)

Ether header
[SRC aa:aa:aa:aa:aa:aa][DST bb:bb:bb:bb:bb:bb]
IP header
[SRC fe80::a8aa:aaff:-feaa:aaaa][DST fe80:b9bb:bbff:febb:bbbb]
[Hoplimit 255]
ICMPV6 header
[Type 135]
[Target Address fe80:b9bb:bbff:febb:bbbb]
[Source Link-layer address aa:aa:aa:aa:aa:ad]

AN

HostA | ‘ HostB

Copyright © 2022 Japan Internet Exchange Co., Ltd.

Neighbor Solicitation

Ether header
[SRC bb:bb:bb:bb:bb:bb][DST aa:aa:aa:aa:aa:aa]

Neighbor Advertisement [SRC fe80:b9bb:bbff:febb:bbbb][DST fe80::a8aa:aaff.-feaa:aaaal

Ce s - oo T——

[Hoplimit 255]
ICMPV6 header
[Type 136, Solicited flag: 1]
[Target Address fe80:b9bb:bbff:febb:bbbb]

|
|
|
|
|
|
|
1
|
| IP header
|
|
|
|
|
|
1
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Neighbor Advertisement E{K
e GARPHTZ\L\7EPD

HostA ‘ ‘ AlNode ‘
| |
B | |
Ether header ' '
[SRC aa:aa:aa:aa:aa:aa][DST 33:33:00:00:00:01] | |
IP header . .
[SRC fe80::a8aa:aaff.-feaa:aaaa][DST ff02::1] ! I
[Hoplimit 255] ' Neighbor Advertisement !
ICMPV6 header | ):
[Type 136, Solicited flag: 0] | |
[Target Address fe80::a8aa:aaff.feaa:aaaaq] ! :
[Target Link-layer address aa:aa:aa:aa:aa:aa] : :
| |

HostA AllNode

|
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StrictZ/RICMPV6/NT Y <D T « JL A [F+0EM

o IPVARXEMD J « LY TIFERY ICDRD D,

~-IXEITX D7 RURIZFTZEEFA, TIEY X,

— All-Node Multicast, Solicited Node Multicast *° link-local address
Esrc/dst 7 RL R EUTRHEICIHU TEFRI T DEN S B(src
ICBRNIE. KIEET7 FLRAEFHFAITEIMNELEH D)

e Destination 77 R L A W4FIC 84

|
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JC1006

JANOG Comment 1006 XSP DIL—FICHWTEHEZHRE T DT 1 IILYDIEBICDLT (IPv6hR)

- TSI MNESERD
- EPREES }Interface(c_ %iE 9 DPacket filter
- BEEEEGERD

- —vaaroroezmskControl PlanelC SRE 9 dPacket filter

Ingress Engress

filter : filter

Control
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I/FADIngressD/\N T kT 1)U (IC1006)

o ICMPV6IEEZA Accept

— ND(Neighbor Discovery)F, Path MTU Discovery, Destination
unreachable

o &V 1HMRL\Src IP AddresshMTWLN\ /Ny I T 14 LA
e EAREGICDOWVWTIX., KTOT S AL TITAR

Ingress
TEC Special-Use Prefixh'Source IP7&/\/7 b BASHFF > TS 7 B L X source D/NT Y
ICMPv6 _/96::1/12 ::ffff:0:0/9 100::/6 2001:2::/4 2001:db8::/3 fc00::/ fecO::/1 ff00::/ .:/128
78 6 4 8 2 7 0 8 ”

permit all

o ae R
FSUIY R
R permit all
E7 AR
ﬁ}ﬁb\aﬁﬂ strict Allow
drop (ICMPv6

i permt all DADTHIFE) drop(h52 Iy FBEDESS)

drop(UDLR/FERFRIV—T 1 2 T DB EITER)

BEDAITE o TSprefix D Zaccept

e HAS EHEHEZELTVWBS X BEIXEDTRLR
H¥Destination 7 K Lo X &7 >TL\S BGP
(179/TCP) /X4 b Zdrop

BEER BN
ES

|
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I/FADEgressD/\Tv kT« )L% (JC1006)

o BAHEREEL

il
Xd

1)) — R TR BHNILTEL Special-Use PrefixhSource IPAR/X4Tw I~

.:ffff:0:0/96 2001:2::/48 2001:db8::/32 /128

SR N/A

P . allow(ICMPv6)
SmbBNIE drop DADC#IF
i N/A

At o allow(ICMPv6)
R HNIE drop DADC#IH
LR N/A
AN HNIL drop allow(ICMPv6)
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Control PlaneA®Ingress 7 « JL%(JC1006)

. e
— telnet/ssh/snmp/ftp/tftp/ntp’ &, MEQT—E X (T U, B
EUTZ source IP7 RL A 5D /INTw kD> accept

— eBGP/iBGP(M neighor7” K L X' sourceMBGP/\ Ty kD%
accept

— Source address H' neighbor @ link-local 7 FL X &8> TL\D
INT Y % accept (NDDENMECTIHE)
o RIANDHNIX
— ICMPv6 TYPEZHIPR U T accept (I/FAMDIngress T « LY & E
=)

L

|
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Control Plane/A(Egress 7 « JL % (JC1006)

. 5
- ANV

o RIAMHNIX
- ANV
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BF(ZIC1006FK &6

e InterffaceAND/\N T v kT4 )LH

— ICMPV6(3

AEEHET .

— BIRIEETTIPVO 7 B L ZADIN T Y b ZZ(FEVS 7R
e Control PlaneAND/\ Ty kT 1 )LH

— ICMPV6(3 &

AZITER D,

- FRAT—EZXDINTY FMIZETETDLDICT D, FETT. 56
ENMRETEBRSIPVET RUAR—IATET1ILIET S,

o INIRNE T
L OEL

?

9oL DICRZA S,

*ch‘) ) —XF+TIICEBZ 3,
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JC1006 CHEfER |

Jln

o “EBHOTVWEEHIE HY XU T,

® Z—lu\n?‘zfa\

5k

e BT
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ANATRINT W I~ (Neighbor Solicitation)5ll D 1

. Destinationb\ﬂ M Solicited-Node multicast address(Z
5/ —RYIWFFv AP ERELRDT—IT, ERRILE
DI CTITRENOIEEFD. HBDEEDEH)
RouterA 2001:db8::bead:beef
RouterB 2001:db8::dead:beef
EFiEB 277 RLARESBIC
Solicited Node Multicast(ff02::1:/f00:0/104)

ff02::1:ffad:beef

|
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RouterAl&

g/\""'

J15E

RouterC

Ether header =

[SRC cc:cc:cc:cc:cc:cc][DST 33:33:ff:ad:be:ef]
IP header

[SRC 2001:db8::cafe][DST f02:: 1:ffad:beef]

[Hoplimit 255]
ICMPV6 header

[Type 135]

[Target Address 2001:db8::dead:beef]

[Source Link-layer address cc:cc:cc:cc:cc:cc

Neighbor Solicitation

TR & T U Bk

‘ RouterA \

Y .

Neighbor Solicitation

RouterC

Neighbor Solicitation

Ether header
[SRC aa:aa:aa:aa:aa:aa][DST 33:33:ff.ad:be:ef]
IP header
[SRC 2001:db8::cafe][DST f02::1:ffad:beef]
[Hoplimit 254]

‘ RouterA \

Copyright © 2022 Japan Internet Exchange Co., Ltd.

ICMPV6 header
[Type 135]
[Target Address 2001:db8::dead:beef]
[Source Link-layer address cc:cc:cc:cc:cc:cc

RouterB |
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NATRIN/T W I~ (Neighbor Solicitation)5ll & 2

e Destination A\ Victim 38 C, 7z7=z L. destination ) MAC
7 KL XD, unknown unicast 3 CICRD> CL\DD T,
ER—BFICEFDINTY B EL

RouterA RouterB RouterC

Victim?

|
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NATRIN/T W I~ (Neighbor Solicitation)5ll & 2

o INTW hZEZITERDEIV—F (K. FDINTY FHB%E
TIXRVD T, IV—FDAREE? ICIED CHpix, B&LD &
L 7ZIBIRIREE(C,

RouterA RouterB RouterC

Victim:

|
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BERITD?2IV—YDAREE?

o TBDIEURV/INT Y MIRERICHKEVERET D]
e IPV6( multicast> TH5 & o & —ER4FHENE

- ZENIBOHAEEZFH S IT2HIC. ES5NTLVD multicast 7
~ L XAHVdp 5 (Solicited-Node multlcast)

—_GJFVZHxHWDTﬁ A5 CRWAgEENH D, T.
ANBE ? [CHEL\BmE

o CIFEINO>TINTTZLNA......

—W—IRIT—FAIFY TR PUEBFEVNEEDNE TN
N>7T. ASICCHEBR =Y UEXRIHh1a......

(mm

|
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EDITNUXNND ?

o ZTHEN > CTHEEZEIFRVDTEIRT DN, hoplimit=255
TIEXBRUY NS/NT Y & Egress filter Gdrop 92 (i AIC
RERZ DMFIRLY)

o« M. INTIZEET SFE)C bﬂé@? PEGIAC),
XHALIFHERRE L 72 <7800 (é: SHEZERITIE drop TNB L
BIESNDINTROAFREBERTAIVI ERD)

|
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(EPNERIAN

¢ JC1006/EWoIXW S TELEHATOIRVWFFIAD ML,

e Neighbor DiscoverylZ7” KL ZD#AENTEEEL, )b—
9/\/&-(_8:9‘(1)@%& NIWRERIZRMT25. N\
ok e L/J:D(g_&b/uf“\‘\,\ 5o %ﬁbt_;{wsz#
/\7$|§¢ch0\ F Aue ’)KE%%DODF:-E.IE':E.....I_&:L\L\E)
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SE=AO
n¥x% i

e FEFLHLITAIABNFTEITH?

-%ﬁ<74w9brutﬁﬁ7

DEIZ TN BICMPV6(ICMP)
eWE(ZI rO—-ITL—@EIT?

e KEdH DIz, broadcast”” KL X Z=FE>ZICMPDIEIE 77 & v U DECIEN
HEZEF|ITITOTLND?

e EUHMINK T4 IV ZETDDTHNE. TDT0OLIILADZRNIERE
NHETY L.

e JC1006ICH0Z T, #HEELIZWIT 4 ILYITHYEITH?

|
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=Z I ICMPV6ZTYPERIC D4 IV EPHEZ LS
ICMP6Z 4V B{E-RNEVBEES 1ETWB-ATLav ITITTERS

Message THEh IR %F4 : Option  |#49h : FE LL : @498 LL: Option  |LL: FE
Destination Unreachable (@] ©

Packet too Big (] @

Time Exceed (@] ©

Parameter Problem (@] ©

Echo Request © (@]

Echo Reply © (@]

Router Solicitation

@
&)

Router Advertisement

@
&)

Neighbor Solicitation

@
&)

Neighbor Advertisement

@
&)

©
(]

Node Information Query

Node Information Reply

©
(]

Inverse Neighbor Discovery Solicitation

@
&)

Inverse Neighbor Discovery Advertisement

@
&)

XIPNICH: i Z=7F— IPV6ANRL —AEMI OS5 L AFIIPV6LD
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