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w Yoshitaka Hirano
I've had BIMI on my DNS for a long
time but I've never had BIMI yet. |
should try. Is it like a broccoli?

@ Dave Crocker
Yoshitaka, ersatz broccoli. Looks

like it's good for your health, but
really isn't.
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Brand Indicators for Message Identification (BIMI)
https://datatracker.ietf.org/doc/html/draft-blank-ietf-bimi

An Overview of the Design of BIMI

https://datatracker.ietf.org/doc/html/draft-bkl-bimi-overview

General Guidance for Implementing Branded Indicators for Message Identification (BIMI)
https://datatracker.ietf.org/doc/html/draft-brotman-ietf-bimi-guidance

BIMI Reporting ~
https://datatracker.ietf.org/doc/html/draft-adams-bimi-reporting o5 @51%*&(;

idati 9 c BIMI Gr VS
Fetch and Validation of Verified Mark Certificates Group*>
https://datatracker.ietf.org/doc/html/draft-fetch-validation-vmc-wchuang

VMC Guidelines

http://bimigroup.org/resources/VMC_Guidelines_latest.pdf

« SVG Tiny Portable/Secure

https://datatracker.ietf.org/doc/html/draft-svg-tiny-ps-abrotman

N\

QUALITIA
M




BIMIDULIB DN

' QUALITIA CO., LTD. All Rights Reserved.



Z{EHDER=

« BIMIODEEEIE
DNSHSBIMIL 11— FOH=
- O MDEUS - 1&51E
« SEBAZ DEUS - 1REIL

' QUALITIA CO., LTD. All Rights Reserved.



Authentication Requirements

BIMIMDEREIE

' QUALITIA CO., LTD. All Rights Reserved.



draft-brand-indicators-for-message-identification-00

7.1 Authentication Requirements l
e (F0
L. FromAy 5720 £E5S B0 | 6. From RX-f SA> 2D R A > D
| DMARCD/RYU > —Mp=noneTd» D
4. FromN\wA D RAA (I3 LT
DMARC% 5Tl L. )
BIMI DMARCO#ER &9 3B 0N 7. From B XA > D720k R X1 > D
DMARCICH T RAA > DRUS—h'd
5. BIMI DMARCO#ER M pass THrFN Isp=none T
(F. ARCYERHTEZDEImEEDYU X
O—H)LRU S —RREMDIERZEER L -
TBIMI DMARCOfERZpass& LT | B iy | 8- From B 2 A2 B A1 2D
HoO>THLKLY DMARCOD/RJ S —Mquarantine T B
l Mpct=100TI(E7/RL)
Gl Iﬁﬁ ||-|-IA https://datatracker.ietf.org/doc/draft-brand-indicators-for-message-identification/
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*SPFE/Z(EDKIMAYPASS

Header From
‘Envelope From [ W—89 35 & =R

-DKIMEZE  _

_dmarc.example.jp TXT “v=DMARC1; p=reject”
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* p=reject
= DMARC FailL7zEDIIETreject
* p=reject; pct=7/0
= DMARC FailL7zE6D®dD70%(dreject.
¥ D (Iquarantine

* p=quarantine
= DMARC FailL/zEBdDldETquarantine
 p=quarantine; pct=70 _
= DMARC FailU7zEMDdD70%(dquarantine. [ESE
5D (el LR (none)
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« dmarc.example.jp ... p=reject; sp=none
>example.jp/CXF U CTDMARCHYFail LTz & E(dreject.
* example.jp(C3xt U TlEFail L THRIEB LiRL Y (none)

« dmarc.example.jp ... p=reject

= example.jp(C¥ U CTDMARCHFail LTz & & (dreject.
* example.jp (Xt U CTHERER
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From: alice@sub.example.jp

« sub.example.jp®DMARCH pass UTR I FTHILFAIL
« 722U, DMARCAH'passUTRLMFEI(C(E,

ARCH>

— )V — )& E

LU CHO0K

» sub.example.jp. example.jp®5DDMARCH

* p=reject = OK
 p=quarantine = OK
 p=quarantine; pct=100 = OK

« TNLIT =& FAIL
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« General Guidance for Implementing Branded

Indicators for Message Identification (BIMI)
« https://datatracker.ietf.org/doc/draft-brotman-ietf-bimi-guidance/

«2021/10/11(cver04

c BHID/\—=3 2 (F
Receivers Guidance for Implementing Branded
Indicators for Message Identification (BIMI)
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«5.2.1
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draft-brand-indicators-for-message-identification-00

7.2 Assertion Record Discovery

l

BIMI-SelectorN\w A EE SN TLVE
S5FDEZZLIO5—ET B,
IXFNIE [default]

[v=IR1EDBIMID/\—>3> ] Tha
FD COVRTNEZEDL O— RIIETD

L OS5 —. bimi.FromRX1>
DtxtL J— RZEYE9 B

o flcLd— BAEERS S, T2l 7&
S BIMIE U TAE LR

A

[v=IREDBIMID/\—->3>] THH
FDO CLVVRTNEZEDL O— RIFETD

Mol d— R DEIFTHENIE. £
NZ=BIMIMAssertion&E U TERATD

LO— Ry MYZEOEA &
L 2o45—. bimi.fBiE R X1 >
EENZ

l

Al s
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From: alice@sub.example.jp

default __bimi. sub example ipdOv=BIMI1C

IR TN

-default._bimi.example.jp®Dv=BIMI1 Tiaz
TXTLO— R%ZET
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From: alice@sub.example.jp
BIMI-Selector: v=BIMI1; s=selector;

e selector._bimi.sub.example.jpdv=BIMI1C
oEXDTXTLO— RZIET

IR

/1]

- selector. _bimi.example.jpdOv=BIMI1 Tliz
DTXTL 11— R%ZIFET
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“v=BIMI1; |=https://../

default._bimi.example.jp TXT

|.svg; a=https://../sEBHE"

# dig +short default._bimi.qualitia.co.jp txt

"v=BIMI1;

|=https://www.qualitia.co.jp/doc/logo/qualitia.svg;
a=https://www.qualitia.co.jp/doc/logo/qualitia.pem”
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default._bimi.example.jp TXT “v=BIMI1, |=; a=,;"

ZDigE. Authentication-Results\w 4 (5.

Authentication-Results: bimi=declined;
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draft-brand-indicators-for-message-identification-00 | 7.5.1. I=(CH»AURIMNSSVGOI =

7.3 Indicator Discovery

1. DNSL O— RDI=HIE UL NEE
Fail, HTTPST&hd 2 &

!

2. DNSLO—R(Ca=40hHBoT. &
ERIAFT IS U TUWNUET7.4\

3. S{={AIH'BIMI Evidence Document
FREE (XTI U TULVRLDY, a=F o0
(FHUET7.5/\

7.4, BCRBEN3ZNENOBIMI
Evidence RF1 A> N CHEERELTE
ZNET

59D, HTTPST/RFTNUIIR SR

v

7.5.2. root chainE Tl NV E SR
TLSb\@ﬂ(iFall draft-svg-tiny-

ps-abrotman-
02(C KD EIEE

7.6.1. OTDOTAXEF TV, EC32KBILT
B Z(E 0D RET A RMOBIMI SVG
R S N, IRE DY IR

v
7.6.2. SVGOOHWFE LMD TZD
SVG. SVGZ& U TIELL2WEEOT
e Z Ny gVA A

v
7.6.3. SVGOIREIZ® I D
v
7.6.4. IREENEO T, EFECSDETS

4 A 4
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draft-brand-indicators-for-message-identification-00
4.2.2 Supported Image Formats for I= tag

IR CIE. SVG. SVGZDdHFIAE B HEE
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=>RFC61/700D5.2 CiEZ=
« S (CHIFENHD D
EFHH(IRIDO RF1A XS KT
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« SVGIZESVG Tiny Profile + A TOHEIFIICHED
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draft-brotman-ietf-bimi-guidance-04
6.1 Image Display

« O DHtELE IC DWTIEER SN TLRLN
c UM U. IEAFHDOMBEIE(ICEKRRT D EZIETE
e 1:10DHFEIE TERR T D &= LS
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draft-brotman-ietf-bimi-guidance-04

8. Logo Designers
8.2 Adherence to SVG P/S (SVG P/SAMDIE=T)

SVG P/SICEH D E£TF D ENLK DHDREIEZ iEER
IINBIRNEEA

« SVG P/SIESVG Tiny 1.2ICEDVWTCHD., BEDIATDITS5T—>3>
ntF__I-L/_CL\Tdsb\

* SVG Tiny 1.2 UTCEHY/EFLLDETDE, BFE, SRY—J7-1ILH
BOIAFTND, ZHUISVG P/S(L(JETLL/_CB‘:D? FOBIBENEET D
OJEEMEN D B

- Adobe IllustratorTSVG Tiny 1.2ZTOXAM— 9D E. SVGIL XA ~
C7RJUE1—bx, yat9 dh. SVG P/SICEHLT Bz CCNSZ=H
BRI DNENDD

<Svg x=" OpX" y:" OpX" >

fﬁ\ https://datatracker.ietf.org/doc/draft-brotman-ietf-bimi-guidance/
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« https://datatracker.ietf.org/doc/draft-svg-tiny-ps-abrotman/
- 5231 2021/10/11

e<title>TL A> MW EBETI K. EHNENTHD

SVG@ETD\/\J_CJ:<7|/)73\’D7&L\@_C
BWNEIWPHEEET - - -
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(Verified Mark Certificate)
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VMCEEBAS & (T

« SSLOEVEEFAED K D7EXEBED
o« RAAZZANMNIE UL &ZEERA
B NIEULULNC &% EIERR
«E1ELTULWDC &ZEIEHA
OT0HMIELWC &% EIERH
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draft-fetch-validation-vmc-wchuang-01
5.3 Validation of VMC Evidence Document

1. a=~50%EE(CVMCERE T B, 5. 5.2 RAA > DOIWREENEREITNIET
URI(FHTTPS T/RIFTNILIR SN 5
(MUST) I
v - _ _
2. TLS1.20 F(SHOULD). RFC8446 g; é%\%gggfj\égf&%mgowpe]WE
TIEESNIEOR L TIERI DL
(MUST). TLSO:IBREZI(IEFETE D Y \ -
root CAEC/=&EMN3 2 &(MUST) 7. AT 3> ELcemOd El=FTM
TRIFNE. BEFETS—%FIRY SEEUEOINER > TLWNUETS—
(CUTHBLUL(MAY)
3. DEHHE(«_E)JJTCLVMC?I/I’/D\Y)T -
(FTEFENTULWRITNIEIL S — 8. TOMDVMCOIIRICEDNEDH
| 2L T, anRiinE=>—
4. 5.1 CORTEETOT 71 )LOIREE
NI NIETS —
QLEL_FI-IA ¢ https://datatracker.ietf.org/doc/draft-fetch-validation-vmc-wchuang/
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draft-fetch-validation-vmc-wchuang-01
5.1 Issuance and Profile Verification

1. T =hEsR l

sEBAZE N rootEFTleENd 2 & 4. CT(FERRZEDERM) 002 D> T
- root CAWVMEEETE D& [EUKEBEZEINTLIHERT D
- rootSMDOFRREEAZENEFNTULD

Z &R

\ 4

5. SEBAENYid-kp-

) BrandIndicatorforMessageldentificat

2. SEEDF T — > (CEFENSIMHED oniEF— EHOVMCTH B = & & He
B RS o =

4

3. ifBAZEDF T 1 ICEFENDEHEN
ELDEHSNTULVRNS & & TESS

ﬁ https://datatracker.ietf.org/doc/draft-fetch-validation-vmc-wchuang/
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R XA > DIRGEIE

draft-fetch-validation-vmc-wchuang-01
5.2 VMC Domain Verification

VMC®ODSAN dNSName®dD R AA 2 ZZNZENICDLT

i

dNSName® RXAA > &([CtzL U5 —. bimihSiazE > TLWNUIZE. selector-set(ZiEN]

l

ZFNLAtFdomain-set(TIBAN

A

BIMIMDNSL O— RDVERLE A 088 B A > h, domain-setlCEFENTLWNIE., HRIFOk

BIMIDDNSL J— Rtz L2745 —. bimixESd « selector._bimi.example.jp

VERRE B XA AR R X1 > 7Y, selector-set . :
CSENTLUS, #RIEOK example.jp

https://datatracker.ietf.org/doc/draft-fetch-validation-vmc-wchuang/
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*5.5

« 0 J¥%evidence documentzEE I D &=,
HTTPUAS A LD WS iRU0NED. ZDEE%E
HIPELU TCTHLLY

X EEFUSTAL T MUIRNKDITT DN
WD IRD LD (CHIPRIANE

',.»-""""\ https://datatracker.ietf.org/doc/draft-brotman-ietf-bimi-guidance/
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# dig +short default. _bimi.qualitia.co.jp txt

"v=BIMI1;
|=https://www.qualitia.co.jp/doc/logo/qualitia.svg;
a=https://www.qualitia.co.jp/doc/logo/qualitia.pem”

# wget https://www.qualitia.co.jp/doc/logo/qualitia.svg
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VMCiEBREZE DR E (X7

# openssl x509 -text -noout -in qualitia.pem
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
04:f3:e3:a7:0b:10:07:cf:59:2c:3d:5d:65:72:63:5a
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=US, O=DigiCert, Inc., CN=DigiCert Verified Mark RSA4096 SHA256 2021 CA1l
Validity
Not Before: Jan 21 00:00:00 2022 GMT
Not After : Jan 20 23:59:59 2023 GMT
Subject: businessCategory=Private Organization/jurisdictionC=JP/serialNumber=0100-01-
084915, C=JP, ST=Tokyo, L=Chuo-ku/street=3-11-10 NIHOMBASHIKAYABACHO, O=QUALITIA CO.,
LTD., CN=QUALITIA CO., LTD./1.3.6.1.4.1.53087.1.3=]P/1.3.6.1.4.1.53087.1.4=6495403
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:df:22:fd:da:ef:43:d6:48:7c:d0:32:ec:24:7e:
45:ff
Exponent: 65537 (0x10001)

QUALITIA CO., LTD. All Rights Reserved.



SEBAZE DR EL? (i)

Certificate:
Data:

X509v3 extensions:
LB

X509v3 Subject Alternative Name:

DNS:qualitia.co.jp — o —+
= BRT—SIMADTCET
1.3.6.1.5.5.7.1.12:

image/svg+xml0#0!0...+............ 4c....ey.M..C.4y0..~...zdata:image/svg+xml;base64,H4sIAAAAAAAACO1V227bRhBOtr5i
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<?xml version="1.0" encoding="utf-8"?>

<!-- Generator: Adobe Illustrator 23.1.0, SVG Export Plug-In . SVG Version: 6.00 Build 0) -->

<svg version="1.2" baseProfile="tiny-ps" id="L-{—_1"
xmins="http://www.w3.0rg/2000/svg" xmlns:xlink="http://www.w3.0rg/1999/xlink" viewBox="0 0 349.8 349.8"
xml:space="preserve">

<title>qualitia.co.jp</title>

<rect fill="#FFFFFF" width="349.8" height="349.8"/>

<path d="M181.3,247.5¢-25.6,0-48.9-12.7-62.8-33.6h-9¢c14.9,25.6,41.9,41.3,71.8,41.3¢0,0,0.1,0,0.1,0h48.71-7.2-11.1
c12.3-7.1,22.7-17.4,30.1-30.1h-9C230.1,234.9,206.8,247.5,181.3,247.5"/>

<path d="M31.9,155.2h-8.4¢-7.5,0-13.4,2.4-17.7,7.1C1.9,166.5,0,171.7,0,178v1c0,6.3,1.9,11.5,5.7,15.7¢c4.3,4.7,10.2,7.1,17.7,7 .1
h8.4h19.31-3.4-5.3c0.6-0.6,1.3-1.1,1.9-1. 8C3 8-4.2,5.7-9.4,5.7-15.7v-1c0-6.3-1.9-11.5-5.7-15. 7C45 3,157.6,39.4,155.2,31.9,155.2
M9.1,178.5¢c0.2-11.3,6.8-17.1,14. 8 17.1h7.5¢8,0,14.6,5.8,14.8,17.1¢c-0.2,11.3-6.8,17.1-14.8,17.1h-7.5
C15. 9 195.6,9.3,189.8,9.1, 178 5"/>

<path d="M170.7,155.2V196¢0,3.2,2.6,5.7,5.7,5.7h34.4v-8.1h-30.5¢-0.9,0-1.6-0.7-1.6-1.6v-36.9H170.72"/>
<rect x="215.6" y="155.2" width="8.1" height="46.6"/>
<polygon points="228.5,163.3 246.8,163.3 246.8,201.7 254.9,201.7 254.9,163.3 273.3,163.3 273.3,155.2 228.5,155.2 "/>
<rect x="278" y="155.2" width="8.1" height="46.6"/>
<path d="M138.8,164.319,16.3H134I-4.4,8h22.617.2,13.1h9.31-24.9-44.1¢-2.2-3.9-7.8-3.9-
<path d="M324.9,157.6¢-2.2-3.9-7.8-3.9-10,0L290,201.7h9.3120.6-37.419,16.3h-13.81-4.4,8h22.617.2,13. 1h9.3L324.9,157.6z"/>
<path d="M111.9,155.2h-8.1v25.6c0,4.9-1.5,8.4-4.5,10.4c-2.5,1.7-6.4,2.5-11.7,2.5h-2.8¢-5.3,0-9.
c-3-2-4.5-5.5-4.5- 104v-256h81v256c075221366164c43994617746h28c78,0
c4.4-3.4,6.7-8.9,6.7-16.4V155.22"/>
<path d="M179,102.3¢28.5,0,53.2,16.7,64.9,40.7h8.4c-12.2-28.4-40.4-48.4-73.3-48.4c-32.8,0-61.1,20-73.3,48.4h8.4 /‘\
C125.8,118.9,150.5,102.3,179,102.3"/>
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hirachan@fastm...

@ Compose

£ Inbox 1
B Archive

€4 Drafts

%] Sent

® Spam

I Trash

Your free trial expires in
19 days. Pay now.

Search Mail

All mail — newest first v

HIRANO Yoshitaka
TITITITIL
IEETEE

Aug 2

HIRANO Yoshitaka
TARTITT
TARTT

Aug 2

@ The Fastmail Team Aug 2
Enable security, and other features

Protect your account When using internet
services, you deserve more choices and

@ The Fastmail Team Aug 2
Choose your address with a persona...

Email from your own domain Create the
online identity you want with your own

® O The Fastmail Team Aug 2
Import your mailbox and calendars

Welcomel! Let's get you up and running Hi
there, Thank you for signing up! Let's bring

B Archive

1] Delete [J Move To v More v

TITITITCIL

<y HIRANO Yoshitaka <yo@hirano.cc>
to hirachan@fastmail.com Show details

TI(g(gde

4 Reply

Aug 2 (11 days ago) ©

Inbox @ | * Reply | Actions v

A Forward

CITITICIL

HIRANO Yoshitaka <yo@hirano.cc>
to hirachan@fastmail.com Show details
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 DMARCTCp=reject(C UTZDICBRETAIR0N

fastmail®Authentication-Results/\w 4

Authentication-Results: mx3.messagingengine.com;

arc=none (no signatures found);

bimi=skipped (DMARC Policy is not at enforcement);

dkim=pass (1024-bit rsa key sha256) header.d=qualitia.co.jp
header.i=@qualitia.co.jp header.b=QxKsWdTk header.a=rsa-sha256
header.s=20201023154424 x-bits=1024;

dmarc=pass policy.published-domain-policy=reject
policy.published-subdomain-policy=none policy.applied-disposition=none
policy.evaluated-disposition=none
(p=reject,sp=none,d=none,d.eval=none) policy.policy-from=p
header.from=qualitia.co.jp;

iprev=pass smtp.remote-ip=18.176.5.155 (ag01t.qualitia.co.jp);

spf=pass smtp.mailfrom=mihyon@qualitia.co.jp

smtp.helo=ag01t.qualitia.co.jp;

N sp=noneMhEFMNCLV/CZ !

M



T RXAA > (dp=none& UTEMESTHEZLY (by 1B X)

_dmarc.qualitia.co.jp TXT v=DMARC1; p=reject; sp=none

\ 4

dmarc.qualitia.co.jp TXT v=DMARC1; p=reject
dmarc.subl.qualitia.co.jp TXT v=DMARC1; p=none
dmarc.sub2.qualitia.co.jp TXT v=DMARC1; p=none
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<?xml version="1.0" encoding="utf-8"?>
<svg version="1.2" baseProfile="tiny" id="L-11{"—_ 1"
xmlns="http://www.w3.0rg/2000/svg" xmlns:xlink="http://www.w3.0rg/1999/x1ink"

x="0px" y="0px"—wviewBox="0 0 349.8 349.8"
xml:space="preserve"> aina
<title>qualitia.co.jp</title> HIBx

<rect fill="none" width=!349.8" height="349.8"/>
<path d="M31.9,1 ... 102.3
<g>
</g>
<g>
</g>
</svg>
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~~  to hirachan@fastmail.com Show details Inbox |
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) Reply ‘ ‘ A Forward

Authentication-Results: mx2.messagingengine.com;
... SNip ...
bimi=pass header.d=qualitia.co.jp header.selector=default;
... SNIip ...
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=~ to hirachan, hirachan Show details Inbox % O
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... SNIp ...
bimi=pass header.d=qualitia.co.jp header.selector=default
policy.authority=pass
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... SNIp ...
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