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& CloudVision Devices Events
ARISTA
Q
[ @ Info | Warning | © Error ‘ @ Critical ]

Show acknowledged

a»

Events (143)

Show 16 New Events

Bldg2-FLR1-AP1
© Syslog event detected: MOUNT_PEER_...
® Active - Aug 3, 2020 08:56:24 JST

Ethernet3 on Bldg1-FLR1-AP1

Anomaly in DOM Temperature and TX ...
Lasted 53 seconds - Aug 3, 2020 08:50:07 ...

Bldg1-FLR1-AP1
© Routing table exceeded utilization thre...
® Active - Aug 3, 2020 07:48:52 JST

Bldg1-FLR1-AP1
©® Insufficient Uplink Device Redundancy
® Active - Aug 3, 2020 07:47:26 JST

HQ-MD-Spline2
© Low Disk Space Available on Device
® Active - Aug 3, 2020 07:45:48 JST

DC-NY-p2r4-Edge2
Process high cpu usage
® Active - Aug 3, 2020 07:39:16 JST

Ethernet1 on Bldg1-FLR1-AP2

Provisioning Metrics CloudTracer Topology
Found 143 events on 19 devices (18 devices total)

Showing events from Aug 2, 2020 until now (about 1 day)

Most Active Devices

DC-NY-p2r3-Edgel 40
HQ-Firewall1 10
DC-NY-p2r4-Edge2 30
Bldg1-FLR1-AP1 10

AR kDcorrelation(FEEE )= E

Informational/Warning/Errors/CriticallZ 5 £8

High CPU Temperature 4 Q Critical
Interface Exceeded Outbound Utilization Threshold 2 © Error
Streaming Analytics Error 2 Warning
High PTP Skew 2 O Info
Qa A
12i‘00 151|00 182|00 211|00 Aug 3,‘ 2020
Critical @ { ] ® o
Wairigo o o o0 ® oo ] ® ® e o0 o0 o o L 3 ]
nfo @B O 60 0 @ o0 o @ o000 ® o ] ®
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cvpadmin v

[ Configure Event Generation ]

[ Configure Notifications }
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CloudVision i isioni
@ Al Devices Events Dashboards Topology Q Mock Data v cvpadm

Devices > DC-NY-p1r12-Core1 & v > Interfaces > EthernetO v > Rates and Counters

Interface Overview RX Traffic Rate RX Error Counters
21:30 21:44:24 22:00 22:15 21:30 21:44:24
Rates and Counters Bitrate In ‘ I I l Alignment Error Rate
0 Mbps

Congestion Broadcast In Discards In

Tags Multicast Packets In

802.1X Unicast Packets In FCS Error Rate

34 errors/sec

Utilization In

/A

94 errors/sec (since Oct 7, 2021 1
Symbol Error Rate

— — s —
TX Traffic Rate TX Error Counters I 7 / =]
21:‘30 21:44|:24 22;00 22':15 21:30 21:44:24 22:00 22:18

Bitrate Out Discards Out

Broadcast Out

Multicast Packets Out

Unicast Packets Out
@ @ A 0ct7,202121:16:14 — Now Show Last: 1h 30m 5m 30s
Oct7, 2021 3:00

QIPO 12I|00 ‘ISZIOO 182IOO 21:0
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LANZ(Latency Analyzer)

@ CloudVision Devices Events Provisioning Dashboards Topology

ARISTA

Trading Systems
Devices > DC-NY-p2r3-Edge1 Vv > Interfaces > Ethernet1 v > Congestion / M°"“°'i"9’°apa°“yP'a"“"‘g\

Risk and Audit

Interface Overview
Latency Analyzer (LANZ)

21:45 22:00 22:15 22:30 22:3
]

LANZ Queue Drops

Rates and Counters

Congestion
LANZ Queue Length

Tags 1 1,215 segments
LANZ Transmit Latency

802.1X

QueueF Oy T MA[$H1E
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Provisionint Metrics

[ @ A Aug3,202017:21:21

18:00 21:00

CloudTracer

& O

Public Clo...zure West  Public Clo... AWS East

Data Cente...n Antonio
Data Cente... Portland

©

Campus: Seattle

Campus: HQ
Campus: Houston

Aug 3, 2020

Mock Data Vv

12:00

cvpadmin v/

ra w
L AR

Show: Live

16:00 17:21:21

ARSTA
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splinel.hou
3
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laptop8.hou phone19.hou phone31.hou
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laptop12.hou laptop20.hou laptop13.hou
= =) - = 5]
laptop22.hou
hou laptop14.hou
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@ ClOUdViAS,ng Devices Events Provisioning Metrics CloudTracer Topology Mock Data v cvpadmin Vv

Topology Overview w3

Displaying 7 managed and 304 other devices
Flows ‘ Layout l Settings
Network Filters

VLAN membership

VXLAN membership

Link Overlay ()

Bandwidth Utilization

Devices 100%

75%

access0.hou

acc0.access.b1fl1.hou - T-1001
50%

access0.sea
acc0.access.b1fl1.sea - DCS-720XP-4...

IS

25%

access1.hou
accl.access.b1fl2.hou - DCS-720XP-4... 0
Rack: \

accessl.sea [
accl.access.bifl2.sea - DCS-720XP-4... & @ A Aug3, 2020 17:21:21 Show: Live
18:00 21:00 Aug 3, 2020 3:00 6:00 9:00 12:00 15:00 17:21:21

B

access2.hou
acc2.access.b2fl1.hou - T-1001

RO —&{F) .%iﬂicd)?‘Jt/@?ﬁ\Tﬁu
B BRI ELNV A HNATR
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@ C|0Ud\/i}\SRigTQ Devices Events Provisioning Metrics CloudTracer Topology Mock Data v cvpadmin vV @
Topology Overview I £ sgiw | &

Displaying 7 managed and 304 other devices = &

Flows ] Layout | Settings ’/’

Network Filters /

VLAN membership /

VXLAN membership j(% =
Link Overlay (O :
B Eif e ERERENEIRNE

Error Rate l / E \\! —— @
Jt?ﬁiﬁeaverlay @ = L@ . : 100+
| )|l

Error Rate s e s = & =

Color by errors per second

Traffic Throughput
E Color by bits transmitted per second

vians w00 * Error Rate/Discard Rate D < wE >4 H A HE

E Color by VLANs configured on link interfaces

"« Traffic Throughput/VLANs/VXLANs%t, B]E

E Color VXLAN tunnel interface (VTI) links by virtual

4 network identifier (VNI)
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ProbelZ& A5y T —2:BED A fRIL(HTTP/ICMP)

vaow0 0 mer-sesh
= E2ziezzr10
Metric Terame
osm “'amazon
S . . = arsms 3
Viewing Packet Loss Per VRF for 19 connections HTTP Response Time Per V] ox ®
Jitter Per VRF Ve08-ca-210 aws-us-west-2 E d
(5421176189 VEOS Router in AWS East
Latency Per VRF 7 ms
oim
Packet Loss Per VRF CloudVision S
o Connectivity o {e’w‘wgs
N
4{\3
K @ Veos-cs-2 to az-westus1
Bldg1-FLR1-AP1 osz10800)
HQ-MD-Spline1 3.76 % 74.27 % 69 % came VEOS Router in AWS West
- - 01ms
HQ-MD-Spline1 Bldg1-FLR1-AP2 -— o
HQ-MD-Spline1 Bldg1-FLR2-AP1 v a k».
. 6.16 % 7.54 %
HQ-MD-Spline1 Bldg1-FLR2-AP2 v IX "
DevelopmentVrf HQ-MD-Spline1 (Ethernet1) to google-veos VEOS Router in Azure West
HQ-MD-Spline1 DC-NY-p2r3-| i
DevelopmentVif 50.6 % HTTP Response Time Per VRF: 768.26 ms . Metric
ditter Per VRE: /:05 ms benv-para{ Viewing HTTP Response Time Per VRF for 19 connections (TP REEPETED T Par
HQ-MD-Spline1 Latency Per VRF: 2,502.467 ms Jitter Per VRF
DevalopmentVrt Packet Loss Per VRF: 7.54%
‘ ’ DMF-CLUSTE Latency Per VRF
HQ-MD-Spline1 — oo & Packet Loss Per VRF
. N . e
00B-Management HQ-Firewall1 o Q«f Connectivity
Ha-mp-spiine1 | ] ﬁ 4 & s R
HO-Firewall2 ) Q1=FLRT= e
; : : : : ; HQ-MD-Spline1 Bldg1-FLR1-AP2 v
Oct7,2021 300 6:00 9:00 12:00 1500 18:00 Q pline 319.99 ms
HQ-MD-Spline1 Bldg1-FLR2-AP1
¢ et 2798 ’ ’
HQ-MD-Spline1 - Bldg1-FLR2-AP2 v
Developmentvrf 42.49 s ‘ 341.57 ms
HQ-MD-Spline1 DC-NY-p2r3-Edge1 v
DevelopmentVrf
HQ-MD-Spline1 DC-NY-p2r4-Edge2 v
Developmentvrf 645.58 ms
DMF-CLUSTER v
HQ-MD-Spline1
00B-Management 2 (35 HQ-Firewall1 v
HQ-MD-Spline1
HQ-Firewall2 v
B @ A oOct 7,202122:38:41 — Now Show Last: Th 30m 5m 30s

Oc(7,I2021 3:?0 6:00 9:00 123‘00 15|00 18|00 21!‘00

Public. Copyright © Arista 2021. All rights reserved. T




JO—7 Ztelemetry Tk

& CloudVi ision Devices Events Provisioning Metrics CloudTracer Topology Mock Data v cvpadmin v {g

B

Devices > DC-NY-p2r4-Edge2 ® # v > Traffic Flows

Switching Flows Bandwidth  Packets Source Hosts Destination Hosts P Protocols CloudVision
ARP Table 4 38kB 8 u
NDP Table s SSmplnglRate Source Ports Destination Ports Locality
Bridging Capability eSS 1/4.1k Private
MAC Address Table 2 Public
MLAG Charts  Heatmap  SummaryTable  Flow Records
VXLAN
R Source Hosts | Source Ports | Destination Hosts | Destination Ports  IP Protocols  Locality Top 20 by Bandwidth (bytes)

IPv4 Routing Table
IPv6 Routing Table

but
100-100.NRFLVA-VF.

IPv4 Multicast Table
BGP

Fturewel.cozt.son.

Traffic Flows

d4-!
Interfaces 50-1-228-1.dsldy.

rturewel.cozt.son.

Ethernet

Routed Ports

Port Channels

sflow destination 127.0.0.1
e e sflow source-interface Managementl

LLDP Neighbors Aug3, 2020 3:00 6:00 9:00 12:00 1500 [18:00:03) 21:00 s f l OW Trun

Power Over Ethernet

Show Last: 1h 30m 5m 30s

* sFlow/IPFIXCExportafL1=b5 70w 70—T—43% 0] 1Rk
« JO0—%0O—A)LIZERE, 70— FHRETLAN)—T—3ELT
L. aLvAIZES
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CloudV Mock Data v/

Metrics CloudTracer cvpadmin vV

Topology

Events ing

Devices > Compliance Overview > All Alerts v

I 1t
nventory Bug Exposure Security Advisories Configuration and Software Image

Compliance Overview

Connected Endpoints

18

devices

18

devices

18

devices

Comparison

€ compliant @ Out of Compliance

€@ secure @ Exposed

EIEPASI Device Configuration

€@ secure @ Exposed to high priority bugs

Identifier Type Summary Severity Device Count  Exposed Devices
9715 Bu On the DCS-7150 series, the first fragment of a fragemented IPv6 High 4 DC-NY-p1r12-Core1, HQ-IDF1-Leaf,
9 packet does not get forwarded. e HQ-IDF3-Leaf, and 1 other device
e . Speed changes between 10G and 40G prompts forwarding agentcr ., .. DC-NY-p1ri2-Core1, HQ-IDF3-Leaf,
@ @ A Now Show: Live
Aug 4' 2020 3:00 6:00 9190 12:‘00

18:00 21:00

15:00 T
_\\
—

3310 T BB R RSN AL E —0

4
1]

Bug Alert - 378564

Description

When "platform trident forwarding-table partition 4" is configured to make use of
ALPM mode and uRPF is not configured, traffic may get mis-directed under some

conditions.

Type
Bug

Version Introduced
4.21.0

Affected Devices

O Device T ACK'ed
O  cvp-If-22 -
O cvp-If-23 -
O  cvp-sp-15 -
@]

cvp-sp-16 -

Severity
High (sev1)

Version(s) Fixed

4.21.6,4.22.0
Software Model
4.21.1F 70508X-72Q
4.21.1F 70508X-72Q
4.21.1F 7050TX-96
4.21.1F 7050TX-96

Export to CSV

)
[Stances of this alert

Showing 4 of 4 row|

Always acknowledge i

i

v

=

oo g = o=
N—RADEHETICT

L AN =T =302 T47 £ ﬂ‘—’)a‘z"%*&&ttiﬁ”é?éﬁ’ﬁbs CVPME
HLTWASRYEI—ITOEE T95

DHLHTEEE
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Email

Devices Events i Metrics CloudTracer Topology cvpuser

Q

Configure Event Generation ] Chat

Found 67 events on all 7 devices
(@ info [ & Warning | @ Error [® Critical | Showing events from Aug 2, 2020 until now (about 1 day) Configure Notifications .
)
Show acknowledged ()
Events (67)

cvp-1f-20 cvp-If-20 4 130
© Packet Loss detected for CloudTracer ...

Lasted 5 minutes - Aug 3, 2020 15:31:55 JST cvp-If-23 4 70 E

Most Active Devices

Webhooks for integratior

cvp-If-20 cvp-If-21 3 60
© Packet Loss detected for CloudTracer ...

Lasted 5 minutes - Aug 3, 2020 15:31:55 JST cvp-If-22 1 70

cvp-If-20 cvp-sp-16 1 60

© Packet Loss detected for CloudTracer ...
Lasted 11 minutes - Aug 3, 2020 09:31:55 JST

cvp-If-20 Most Common Events Event Severities
O Packet Los.s detected for CloudTracer .. Packet Loss Detected For CloudTracer Host 38 O Critical 0

Lasted 11 minutes - Aug 3, 2020 09:31:55 JST

cvp-If-20 Unexpected Interface Change 8 © Error 2
© Packet Loss detected for CloudTracer ... X

Lasted 5 minutes - Aug 3, 2020 03:31:55 JST CVE Bug Exposed 6 Warning 17

cvp-If-20 High CPU Utilization 5 @ Info 48
© Packet Loss detected for CloudTracer ... R Q A

L i - 2020 03:31: T

asted § minutes - Aug 3, 2020 0313155 JS 2100 Aug3,2020 300 6:00 9:00 12:00 15:00 18:00

R4-ca320-dm1-266sw22 Crital

Device Stopped Streaming aming ° ° o e

Lasted 38 minutes - Aug 3, 2020 02:33:40 J...

* Eventig&#i% A—)L/SlackEmail/Slack/VictorOps/OpsGenie/PagerDuty/WeChat7:
EDY—)LIZ@EEN T EE
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In—band Telemetry

source

© NAR—FE—FELFEEND,
© #/—FBIZ70—/Queue/Dropl§ & 5. YT /—K(sink TLA—FF 3
©  PlorgCEEINT-eXport Data (INT-XD)Z fi# 4T Rl iE%iIntel Deep Insight Network Analytics/ 7k 71 E THRTT 5
¢ Inband Network Telemetry (INT) Support on 7170
- https://eos.arista.com/eos—4-26—0f/inband—network—telemetry—int—support—on—-7170/

*  Inband Telemetry
- https://eos.arista.com/eos—4-26—2f/inband—telemetry/

ARISTA
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Postcard Telemetry

'-I_:X FjJ_F:E_Fo
&/—FhRFNFNTO—/Queue/DroplgiRZELR—rF %
Postcard Telemetry

- https://eos.arista.com/eos—4-26—2f/inband-telemetry/

ARISTA
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CloudVision

Devices Events

< Topology Flows

Back to Flows List

Source Host:

2004:699::2:2

Destination Host:

2004:69a::1:2

Source Port:  Destination Port:  Protocol:
31612 31612 uoP

Color links by:  Max Latency

= Highlight all 2 paths
Path Recorded: 19:26:40.000
Bytes: 484.6 MB (14.29%) Packets: 66k
O 1d464-ARSW1 @
Ingress Interface: Ethernet6/d
Egress Interface: Ethernet22/1
Max Latency: 286.93 ms
Min Latency: 286.93 ms
Avg Latency: 286.93 ms

O 1d464-ARSW1 @
Ingress Interface: Ethernet6/d
Egress Interface: Ethemet22/1

O cal397-ASP1 ®
Ingress Interface: Ethernet54/1
Egress Interface: Ethernet57/1
Max Latency: 2.57 ps
Min Latency: 2.57 us
Avg Latency: 2.57 s

O 1d466-ASSP1 @
Ingress Interface: Ethernet25/1
Egress Interface: Ethernet31/1
Max Latency: 286.93 ms
Min Latency: 286.93 ms
Avg Latency: 286.93 ms

O cal397-ASP1 ®
Ingress Interface: Ethernet54/1
Egress Interface: Ethernet57/1
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Top 50 flows sorted by

Flows Links

[2004:699::2:2]:31612 — [2004:69a::1:2]
:31612
UDP Path Avg Latency: 860.81 ms

17.144.1.129:32412 — 17.145.2.129:32412
UDP Path Avg Latency: 34.49 us
[2004:52d::3:8002]:34613 — [2004:52c::1:2]
:34613

UDP Path Avg Latency: 30.73 ps

15.109.1.1:33413 — 15.108.3.129:33413

UDP Path Avg Latency: 30.01 us

15.221.3.1:31413 — 15.220.1.1:31413
UDP Path Avg Latency: 29.88 us

[2004:5f5::1:1]:34613 — [2004:5f6::3:8001]
:34613
UDP Path Avg Latency: 29.21 us

16.136.1.129:32412 — 16.137.2.129:32412

UDP Path Avg Latency: 28.48 us

16.22.3.130:32413 — 16.23.1.130:32413

UDP Path Avg Latency: 28.44 us

17.233.1.129:32412 — 17.234.2.129:32412
UDP Path Avg Latency: 27.97 us
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Search Filters

Inband Telemetry Data Any Host Any Port Any Protocol Any VRF Mean latency = 12 s More...
571 Active Hosts 1/65,536 sampling Rate Latency
[ Mean latency ][ at least ] [ 12000

Summary Table ~ Flow Records

Charts

® Clear filters

&5 View in Topology

Show Destination Hosts, Source Hosts DTop 20 by Meanlatency
© clertncy e =
Destination Hosts Source Hosts
8us  10us  12us  14us  16us  18us 0 2us  4ps  Gps  Bus  10us  12us  14us  16us  18us
2004:57¢::1:8002 2004:57::3:3002 - S
2004:43b::1: 2004:43¢::3:8001 [e
200858c: 15001 oy
2004:837. 200483 14 °
16.179.3.130 & .
2004:414::3:2
18.79.3.129 4 CJ
2004:5¢2::3:8002 | .
1 ..
19.150.3,130
2004:57e::3:8002 §
ny Protocol Any VRF Mean latency = 12 us More...
2004:75¢:3:1 4 3
15.138.3.2
Charts Summary Table Flow Records
Hiding 4 columns
|-.-| S Start Time End Time Source Host Destination Host Hops
[ ) — ~
S Jul 22, 2021 16:26:28 Jul 22, 2021 16:26:28 2004:57d::3:8002 2004:57¢::1:8002 1d465-ARSW2, cal39.
Jul 22, 2021 16:33:11 Jul 22,2021 16:33:11 2004:58b::3:8001 2004:58¢::1:8001 1d465-ARSW2, cal3g...
> Jul 22, 2021 17:08:54 Jul 22, 2021 17:08:54
\ \ Jul 22, 2021 17:51:47 Jul 22, 2021 17:51:4 “idaos i/
[y De Ingress Interface _ Egress Interface  TTL Min Mean
Jul 22, 2021 17:38:06 BUPPAPAPARPERERY  |d465-ARSW2  Ethernet7/3 Ethernet23/1 64 1571ps 1671ps  15.71ps
4ii22,2021 16:35:33 PP PT T IR calag7-ASP1  Ethernet5S/1 Ethernet58/1 63 204ps  2.04us  2.04ps
1d466-ASSP1 Ethernet26/1 Ethernet31/1 3.1us 3.1us 3.1us
Jul 22, 2021 16:58:54 EUPPIPIPARTELR: 1d466-ASSP1  Ethernet31/1 Ethernet26/1 61 1.01ps  1.01ps  1.01ps
cal397-ASP1  Ethernet58/1 Ethernet56/1 - - -
Jul 22, 2021 17:58:27 Jul 22, 2021 17:58;
Jul 22, 2021 17:57:28 Jul 22, 2021 17:57:28 2004:5¢2::3:8002 2004:5¢3::1:8002
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Export to CSV

1d465-ARSW?2, cal@..

N

Top

Mean Latency
24.48 us
23.44ps
23.04 s
22.57 ps
22.49 ps
22.02ps
21.96 s
21.95 s

21.86 s

® Clear filters

2% View in Topology

20 | by

Bytes
577.1MB
542.0 MB
420.5 MB
533.8 MB
542.8 MB
430.7 MB
547.3 MB
509.9 MB

538.1 MB

Mean latency

Packets
65.5k
65.5k
65.5k
65.5k
65.5k
65.5k
65.5k
65.5k

65.5k

Showing 1 to 10 of 20 rows
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