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RPKI services now
available to APNIC
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APNIC Historical Maintenance Non-Member accounts now have full access to
RPKI services, following Executive Council (EC) decisions announced during
APNIC 51.

At the APNIC EC meeting held on 22 February, the EC also decided that
historical resource holders in the APNIC region would need to become
Members or Non-Members by 1 January 2023 in order to receive registration
services. While regular annual fees will be payable, historical resources will
NOT be considered in the calculation of those fees.

Improving routing security is critical to the health and stability of the Internet
globally and APNIC is committed to supporting RPKI adoption in the region.
These EC decisions provide holders of historical address space with access to
RPKI services while minimizing their ongoing costs.

All APNIC account holders with historical resources can now access RPKI
services via MyAPNIC. More information is available on how to create ROAs
and sign resources.

Those who do not have an account with APNIC can access RPKI services
immediately after establishing an APNIC Member or Historical Maintenance

Non-Member account.

Historical resources are IPv4 addresses and AS numbers that were delegated




APNICIZEZRIBEHmRI X > T\ 5
RENESEHERIRFEDAIC

c2023F IR IBETICT7HT> POREZRIIBETT
c BREMNESEHERIIEASTEICIITFLEINIEA
e LBMMNDAPNICA > /N— |25 B2 ¥ ke

T C']\‘\'

cFHEINHEINDT. BODEF%

X
UMEZTITREXENREENI RO SN S DD
HETXY LY




RPKI ROAZAES ¥ iE L W

« ROAY FET 2IRRE A A FHIE

e IRRA'RPKI-aware mode* AxhIZ L T
W 53546

« E=FHRADB Y 9 IZB5FCobject %
BTz s
s ROAY FET RO EHR L 2\
e« ROA InvalidfRER % HEE L T\ 51546

JANOG49 maz@iij.ad.jp

® ®  [{ RPKiintegration— IRRd 4.2.2 X

& C @ irrd.readthedocs.io/ s/rpki/ * @ y—sLyhk

RPKI integration Q search R —

: Content:

Enabling RPKl-aware mode ontems

RPKI integration

You can enable RPKI-aware mode by setting rpki.roa_source to a URL of a ROA export in JSON Enabling RPKI-aware mode
format. RPKI-aware mode is enabled by default. To disable RPKI-aware mode, set this to null. Pseudo-IRR objects

Query responses
As soon as this is enabled and you (re)start IRRd or send a SIGHUP, IRRd will import the ROAs

: . s 5 Where validation takes place
and mark any invalid existing route(6) as such in the database.

Notifications

First import with RPKl-aware
mode

Pseudo-IRR objects o
Temporary inconsistencies

IRRd creates a pseudo-IRR object for each ROA. These can be queried like any other IRR object, SLURM support

and are included in the output of queries like ! g. Their source is set to RPKI, and therefore it is

invalid to add a regular IRR source with that name, when RPKI-aware mode is enabled. The RPKI

source can be enabled or disabled like any other source with !'s and -s, and can be included in

the sources_default setting to be included in responses by default.

Query responses

By default, route(6) objects that conflict with a ROA are not included in any query response. This
is determined using RFC6811 origin validation and applies to all query types.

Query responses for the text of route(6) objects include a rpki-ov-state attribute, showing the
current status. This attribute is discarded from any objects submitted to IRRd, and omitted for
pseudo-IRR objects.

To aid in debugging, it is possible to include invalid objects in the response. The RPKI filter can be
disabled for a connection with the ! fno-rpki-filter command. The filter is disabled only for ! r _
queries and all RIPE style queries.
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* Resource Tagged Attestation (RPKI-RTA)
« RPKI Signed Checklist (RPKI-RSC)

« RPKI-RTA
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« RPKI-RSC
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« See also: The I in RPKI does not stand for Identity
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Finding and Using Geofeed Data
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@® ® ¢ maz — vi MIIEPTCCA42gAwIBAgIUJB05QIPX8rW5m4Zwx3WyuW7h

RPKI Signature: 192.0.2.0 - 192.0.2.255

MIIGjwYJKoZIhvcNAQcCoIIGgDCCBnwCAQMXDTALBglghkgBZQMEAQEWDQYLKoZ
IhvcNAQkQAS+gggSpMIIEpPTCCA42gAwIBAgIUJ605QIPX8rW5m4Zwx3WyuW7hZu
QwDQYJKoZIhvcNAQELBQAWMZEXMC8GA1UEAXMoMOFDRTIDRUYORKIYMUI3RDEXR
TNFMTg@RUZDMUUyOTdCMzc30DY@MjAeFw@yMTA1MjAxNjAINDVaFweyMjAzMTYx
NjA1NDVaMDMxMTAvBgNVBAMTKDkxNDY1MkEzQkQ1MUMXNDQyNjAxOTg40D1GNUM
ONUFCRjA1M@EXODcwggEiMA@GCSqGSIb3DQEBAQUAA4IBDWAWggEKAOIBAQCYCT
Qrob/qB2W3i3Ki8PhA/DEWyii2TgGo9pgCw091sIRI6Zb/k+aSiWWP9kSczlcQg
tPCVwr62hTQZCIowBNOBLOcKO/5k1imJdi5qdM3nvKswM8CnoR11vB8pQFwruzZm
r5xphXRVE+mzuJVLgu2ViupmBXuWloeymudh6WwJ+GDjwPX03RiXBejBrOFNXha
FLe@8y4DPfr/S/tXJ0OBm7QzQptmbPLYtGfprYus51iFFqqP94UeLpISTXd36AKG
zqTFCcc3EW915UFEIMFL1NnoEogqtoLoKABt@IKkOFGKeC/EgeaBdWLe469ddCorQ
ft5wég6cmxG+aYDAIEB34zrAgMBAAGjggGvMIIBqzAdBgNVHQ4EFgQUKUZS071R
wUQmAZiInl1xFq/BToYcwHwWYDVROjBBgwFoAUOS4s70+yG30R4+GE78Hil7N3hkI
wDAYDVROTAQH/BAIWADAOBgNVHQ8BAT8EBAMCB4AWGAYDVROGAQH/BA4wWDDAKBg
grBgEFBQcOAjBhBgNVHRS8EW]jBYMFagVKBSh1Byc31luYzovL3JIwa2kuZXhhbXBsZ
S5uzZXQvemVwb3NpdG9yeS8zQUNFMKNFRIRGQ] IxQjdEMTFFMOUXODRFRKMXRTIS
N@IzNzc4NjQyLmNybDBsBggrBgEFBQcBAQRgMF4wWXAY IKwYBBQUHMAKGUHJzeW5
jOi8vcnBrasS51eGFtcGx1Lm51dC9yZXBvc210b3I5LzZNBQOUYQOVGNEZCM] FCNO
QxMUUzRTE4NEVGQzFFM3jk3QjM3Nzg2NDIuY2VyMBkGCCsGAQUFBWEHAQH/BAowC
DAGBAIAAQUAMEUGCCsGAQUFBWELBDkwNzA1BggrBgEFBQcwDYYpaHROCcHM6LY 9y
cmRwWLmMV4YW1wbGUubmV@L25vdG1maWNhdG1lvbi54bWwwDQYJIKoZIhvecNAQELBQA
DggEBAE]jC98gVpOMb7uiKaHy1P0@453mtJ+AkN@7 fsK/qGw/e90DIv7cplhvjj4u
y3sgf7PJQ7cKNGrgybq/1E@jce+ARgVibi2BrzZsWAnB846Snwsktwécenaif6A
ww6q@@NspAepMBd2Vg/9sKFvOwIFVOgNcqiQiXP5rGIPWBcOMv52a/7adj fXwpn
0ijiTOgM1oQGmC2TPZpydZKj1xEATdFEQssa33xDnlpp+/r9xuNVYRtRcC360Wr
aVA3jzN6F6rDE8r8xs3y1ISVz6JeCQ4YRYwbMsjjc/tiILM7ZYxIe5IrYz1ZtN6
n/SEssJAsWRIgps2EhCt/HS2xAmGCOhgUxggGqMIIBpgIBA4AUKUZS071RWUQMA
ZiInlxFq/BToYcwCwYJYIZIAWUDBAIBoGswGgYJKoZIhvcNAQkDMQOGCYqGSIb3
DQEJEAEVMBWGCSQGSIb3DQEJBTEPFWOYMTAIMjAXN]I4Mz1aMC8GCSqGSIb3DQE
JBDEiBCAr4vKeUvVHIINSEQYQWUMx0048qrOU+iPuFbQR8gX3BFjANBgkghkiGow
OBAQEFAASCAQB85HSCBrU3ECVOcf4nC6Z3jr0jT+fV1yTDAObF6GTNWgrxe7jSA
Inyf51UzuIBGghVY3sQiiXbdWcVYtPb4118KvyeXh8A/HLp4eeAInt19D3igt38M
084q5pf9pTQXx3hbsm51i1p0ip/TKVMqzE42s60Pox3MO+6eKH3/vBKnwlslayM
OMUNPDTBfZL3JJEGPWFfIZHEcrypevbqR7Jjsz5vp@qyF2D9v+w+nyhZOPmuePm7
YqLyOw/E99PVBs9uI+hmBiCz/BK2Z3VRjrrlrUU+49eldSTkZ2sJyhCbbV2Ufgi
S2FOquAgJzjilyN3BDQLV8Rp9cGhOPpVs1KH2na

End Signature: 192.0.2.0 - 192.0.2.25§

192.0.2.0/24,US, WA, Seattle,

e Geofee

d(RFC8805)
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rokimancer / rpkincant
* RPKIZZ A 7Y =7 b DIERK.

@ ® ¢ maz — viicbUyWk58jf1VAy_5Sv71VUepgQ.roa —... ﬁﬁ A v — L
$ rpkincant perceive icbUywWk58jf1VAy_5Sv71VUepgQ.roa _E%L
{

"asID": 2497, * https://github.com/benmaddison/rpkimancer
"jpAddrBlocks": [

{  Python3.8 or later

"addressFamily": "ipv4",

e " « $ rpkicant perceive <file>
address": "172.122.0.0/15 . Manifes.l-s (RFC6486)

« ROAs (RFC6482)

* Ghostbuster Records (RFC6493)

print_roaAh THROAZ ETRT % —ILHH T = 1=

JANOGA49 maz@iij.ad.jp 9



RPKIF ¥ v ¥ 2 (RP)EANDIES

e RPIZRPKIA 7 = 7 M % EFHAW IZUNE
e TALZ&EZ S IZPubt—/Y%3L %

e RPIZARIFIZHDROA%E IL— ¥ |23 1E
e IL—INZIERRBYEDLEEIZAWS

* %]
s AT I D—EM?
c BEENHBHCA NS ?

JANOG49 maz@iij.ad.jp 10



~B (Publication) % —/ XM:E H

« RO %
s CAORNT 5 —ADNDEFIHECELEAT —INT 714 ILEf
« RPKI manifestiZ 7 74 ILD ) X b H$EE

c ZZEALT—YITERD T 7AIL
1§'Jz_tat ROAIZZMNZTMN—oN T 7AILIZT > T 5
7A IS IENNH S

c NEH—NRTHT— I EFHICILEENLE



B (Publication) —/ X3 &E &

T —EMERED

e rsynct —/\MAllZatomic 1Y) B 42 KRS
e module path%Z symbolic linkz AW THYIYBEZ S Y

« RROPH —/MATHL—EB M KRS
s B WEETFE > THET - NTERALTWBHERY
« RROPTIIEHKOHTTPE Y Y a > 2R L TF — 9 2 BRIF

c TORERN—BEMHET I TRVWERS
* RPI1E 7 5 X < RRDP1E 9

https://www.ripe.net/ripe/mail/archives/routing-wg/202 | -April /004297 .html|
https://datatracker.ietf.org/doc/draft-ietf-sidrops-prefer-rrdp/
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https://labs.ripe.net/author/koen-van-hove/improving-the-resiliency-of-rpki-relying-party-software/
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