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(squab) handumedagumedanoMacBook-Pro
IMAGE  COMMAND
quagga  "/bin/bash”
quagga  "/bin/bash”

"/bin/bash”
"/bin/bash"
"/bin/bash"
"/bin/bash"
"/bin/bash"
"/bin/bash"
"/bin/bash"
"/bin/bash"
"/bin/bash"
"/bin/bash”
"/bin/bash"
"/bin/bash"
"/bin/bash"
"/bin/bash"
"/bin/bash"
"/bin/bash"
"/bin/bash"
"/bin/bash"
quagga  "/bin/bash”

>

SQUAB % docker ps
CREATED

30
30
30
30
30
30
30
30
30
EL
30
30
k)
30
30
30
EL)
EL
30
30
30

seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds

ago
ago
ago
ago
ago
ago
ago
ago
ago
ago
ago
ago
ago
ago
ago
ago
ago
ago
ago
ago
ago

STATUS

up
Up
Up
Up
Up
Up
Up
up
Up
Up
Up
Up
Up
Up
up
Up
Up
up
Up
Up
Up

21
23
21
23
21
21
21
23
22
21
21
21
22
22
22
21
21
22
21
21
21

: quagga
: quagga
: quagga
: quagga
: quagga
: quagga
ge: quagga

quagga

NAMES
nai tway_router_1103_for_3333_1
naitway_router_51405_for_206610_1
naitway_router_30781_for_39351_1
naitway_rpki_1

nai tway_router_57119_for_51405_1
naitway_router_2975_for_3333_1
naitway_router_3333_for_1103_1
nai tway_router_29075_for_30781_1
naitway_router_39351_for_30781_1
naitway_router_30781_for_206610_1
naitway_router_57119_for_29075_1
naitway_router_3333_for_29075_1
naitway_router_206610_for_30781_1
nai tway_router_206610_for_51405_1
naitway_router_30781_for_57119_1
naitway_router_57119_for_30781_1
naitway_router_30781_for_1103_1
nai tway_router_51405_for_57119_1
naitway_router_1103_for_30781_1
naitway_router_30781_for_29075_1
nai tway_router_29075_for_57119_1

A

bgpd> naitway_router_30781_for_29075_1
spawn telnet localhost 2605

Trying 127.0.0.1...

Connected to localhost

Escape character is 'A

Hello, this is Quagga (version 0.99.22.4).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

User Access Verification

Password:

bgpd> show ip bgp summary

BGP router identifier 10.10.10.12, local AS number 30781
RIB entries 15, using 1680 bytes of memory

Peers 5, using 22 KiB of memory

v AS MsgRcvd MsgSent  TblVer InQ OutQ Up/Down State/PfxRcd
4 30781 7 1 [ o 0 00:03:31
4 30781
4 30781
4 30781
172.25.112.2 4 29075

3
o 0 00:03:32 3
o 0 00:03:31 2
o 0 00:03:30 3
0 0 00:03:29 4

9
9
9

8
7
8
1

14

Total number of neighbors 5

bgpd> show ip bgp

BGP table version is 0, local router ID is 10.10.10.12

Status codes: s suppressed, d damped, h history, lid, > best, i - internal,
r RIB-failure, S Stale, R Removed

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop
* 172.18.86.0/24 172.25.112.2
* 1 172.18.99.2 100 206610 51405 i
*>i 172.21.39.3 100 57119 51405 i
*> 172.20.21.0/24  172.25.112.2 29075 i
* .22.132.0/24 172.25.112.2 29075 57119 i
*>i 172.21.39.3 57119 i
.22.199.0/24 172.24.113.2 1103 i
.22.254.0/24 172.18.99.2 206610 i
.23.158.0/24 172.23.158.6 i
172.23.158.2
172.23.158.5
172.23.158.3
0.0.0.0 i
.26.217.0/24 172.25.112.2 29075 3333 i
72.24.113.2 1103 3333 i
.27.167.0/24 172.24.98.2 39351 i

Metric LocPrf Weight Path
29075 57119 51405 i

Total number of prefixes 8

72w b7 4—L4 SQUAB OFEF - BGPsec Oif®E
ttps://github.com/han9umeda/SQUAB
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SQUAB: A Virtualized Infrastructure for
Experiments on BGP and its Extensions

Naoki Umeda!®), Naoto Yanai!, Tatsuya Takemural, Masayuki Okada2,
Jason Paul Cruz!, and Shingo Okamura®

1 Osaka University, Suita, Japan
n-umeda@ist.osaka-u.ac. jp
2 University of Nagasaki, Sasebo, Japan
3 National Institute of Technology, Nara College, Nara, Japan

Abstract. The border gateway protocol (BGP), which is known as a
backbone protocol of the Internet, is constantly the target of many hijack
attacks. To combat such attacks, many extensions of BGP have been
developed to make BGP more secure. However, to perform experiments
to evaluate their performance, most BGP extensions require the utiliza-
tion of platforms, such as testbeds, with high operating costs. In this
paper, we propose SQUAB (Scalable QUagga-based Automated Configu-
ration on Bgp), a lightweight evaluation tool for protocols under devel-
opment and for protocols that will be developed by a user with actual
devices locally. SQUAB can configure BGP networks automatically, and
thus it can significantly reduce the overhead of experiments on BGP
and its extensions. Unlike conventional testbeds, SQUAB can set up
BGP networks locally and its execution requires only a computational
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ROA, BGPsec, ASPA
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JPNIC & AS ROA 1T
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ROA & ASPA

<RPKI>
.V (N (N S AS H S EHOMICEARNNHINTZT —Z X=X

<ROA>
ASESERY NT—=0 L7140y 0 ROXIGER%E
YT —X

ROA = (AS number, Network Prefix, Sign by Key)

% 5: Orons -Q 7 <ASPA>

AS &S & Z D Provider AS O IGBERAE R~T T — &

- ASES RPKI [CT+19]
« Xy bhT7—7 ASPA
) gﬁ# -4 = (AS number, Provider AS number, Sign by Key)

[CT+19] Chung, Taejoong, et al. "RPK/ is coming of age: A longitudinal study of RPKI deployment and invalid route origins.” Proceedings of the
Internet Measurement Conference. 2019.
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192.168.0.0/16 <ROA>

192.168.0.0/17 <ROA>

192.168.128.0/17

(64512, 192.168.0.0/16, sig)

(64512, 192.168.0.0/17, sig)
(64512, 192.168.128.0/17, sig)

ASPA
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<ASPA>
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<ROA>
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( AS [64513] 5

(ROV)

AS [64512]

192.168.0.0/16

ROA D5k &£ 18 5 O TAEHA !

ROV

“JPATH: 64514 192.168.0.0/16

%AS [64514] >

ROA (£ ROV (Route Origin Verification) T8
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LOTUS (Lightweight rOuTing simUlator with aSpa)
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N

Base
| Target 2
Malicious AS— NoN
2 NoN
2 3
3 3
3 3
3 3
O 3 4
3 4
3 4
3 4
4 192
NoN
NoN

ASPA 17Ky 7 + AS
| Target AS
Malicious AS— NoN

ASPA 1Y 7 + AS
| Target AS
Malicious AS— NoN

JPNIC BE2AS v 7 — 7 CRIRICTEET S AS %
¥ Z 12 Top N AS A' ASPA &

NoN

2 3
97 12
9
141 NoN
69 2 NoN
128 30
267 76
111 10
0 9
166 48
336 106
ASPV
97 12
9
141 NoN
69 2 NoN
128 30
267 76
111 10
0 9
166 48
234 106
ASPV
96 11
9
141 NoN
69 2 NoN
128 30
233 75
110 9
0 9
166 48
234 106

3 3
22 40
15 35
36 106
64
50 NoN
177 129 NoN
29 52
26 35
9% 111
254 0
22 40
15 35
36 106
64
50 NoN
177 129 NoN
29 52
26 35
9% 111
254 0
16 35
9 30
30 101
64
50 NoN
116 124 NoN
23 47
20 30
55 111
161 0

LN

EYN

LTSN

NoN

NoN

NoN

13
132

2 NoN
13
132

53 NoN
222

ASPA 17y 7 + AS 5 ASPV/ ASPA 175y 7 + AS. plus5 ASPV
4NoN  NoN | TargetAS | Target AS
Malicious AS— NoN Malicious AS— NoN
33 1 2 NoN 0 11 13 33 2 4 3 9 26 1 2 NoN 0 2 4 13 2 2 1 7 8 1 2
28 1 2 3 NoN 9 9 30 2 2 1 4 23 1 2 3 NoN 2 2 12 2 2 1 4 5 1 2
31 1 2 3 0 NoN 27 99 4 13 1 28 24 1 2 3 0 NoN 27 38 4 13 1 28 13 1 2
22 1 2 3 0 2 NoN 64 4 10 1 4 22 1 2 3 0 2 NoN 13 4 10 1 4 1 1 2
1 1 2 3 0 30 50 NoN 5 12 1 23 1 1 2 3 0 2 22 NoN 5 12 1 23 1 1 2
38 1 2 3 4 0 72 113 122 NoN 86 73 51 31 1 2 6 4 0 2 50 46 NoN 18 1 51 13 1 2
34 1 2 4 0 9 20 45 5 NoN 1 14 27 1 2 4 0 2 13 27 5 NoN 1 14 9 1 2
31 1 2 4 0 9 20 30 4 2 NoN 14 26 1 2 4 0 2 13 12 4 2 NoN 14 8 1 2
31 1 2 4 0 48 52 109 6 13 1 NoN 29 1 2 4 0 2 3 40 6 13 1 NoN 11 1 2
1 2 4 0 106 161 0 10 132 129 75 NoN 1 2 4 0 2 73 0 10 16 1 75 NoN 1 2
NoN 2 4 0 NoN 2 4 0 2 109 59 19 23 1 132 59 NoN 2
1 NoN 4 0 1 NoN 4 0 2 109 60 19 21 1 132 60 1 NoN
ASPA 17y 7 + AS plus3 ASPV ASPA 17y 7 + AS. plusé ASPV
I TargetAS | Target AS
Malicious AS— NoN Malicious AS— NoN
33 1 2 NoN 0 9 1 31 2 2 1 7 26 1 2 NoN 0 2 3 13 2 2 1 6 8 1 2
28 1 2 3 NoN 9 9 30 2 2 1 4 23 1 2 3 NoN 2 1 12 2 2 1 3 5 1 2
31 1 2 3 0 NoN 27 99 4 13 1 28 24 1 2 3 0 NoN 3 38 4 13 1 6 13 1 2
22 1 2 3 0 2 NoN 64 4 10 1 4 22 1 2 3 0 2 NoN 13 4 10 1 4 1 1 2
1 1 2 3 0 30 50 NoN 5 12 1 23 1 1 2 3 0 2 3 NoN 5 12 1 6 1 1 2
38 1 2 4 4 0 72 113 122 NoN 18 1 51 31 1 2 4 0 2 3 46 NoN 18 1 6 13 1 2
34 1 2 4 0 9 20 45 5 NoN 1 14 27 1 2 7 4 0 2 3 27 5 NoN 1 4 9 1 2
31 1 2 4 0 9 20 30 4 2 NoN 14 26 1 2 4 0 2 3 12 4 2 NoN 4 8 1 2
31 1 2 4 0 48 52 109 6 13 1 NoN 29 1 2 4 0 2 3 40 6 13 1 NoN 1 1 2
1 2 4 0 106 161 0 10 16 1 75 NoN 1 2 4 0 2 3 0 10 16 1 7 NoN 1 2
NoN 2 4 0 222 287 260 19 23 1 132 260 NoN 2 4 0 2 3 59 19 23 1 32 59 NoN 2
1 NoN 4 0 223 288 26l 19 21 1 132 261 1 NoN 4 0 2 3 60 19 21 1 32 60 1 NoN
ASPA 17y 7 + AS| plus4 ASPV ASPA 17y 7 + AS. plus7 ASPV
| TargetAS | Target AS
Malicious AS— NoN Malicious AS— NoN
28 1 2 NoN 0 9 1 13 2 2 1 7 8 1 2 NoN 0 2 3 11 2 2 1 6 6 1 2
23 1 2 3 NoN 9 9 12 2 2 1 4 5 1 2 3 NoN 2 1 10 2 2 1 3 3 1 2
26 1 2 3 0 NoN 27 38 4 13 1 28 13 1 2 3 0 NoN 3 11 4 13 1 6 11 1 2
22 1 2 3 0 2 NoN 13 4 10 1 4 1 1 2 3 0 2 NoN 1 4 10 1 4 9 1 2
1 1 2 3 0 30 50 NoN 5 12 1 23 1 1 2 3 0 2 3 NoN 5 12 1 6 1 1 2
33 1 2 4 0 2 13 46 NoN 18 1 51 13 1 2 4 0 2 3 11 NoN 18 1 6 1 1 2
29 1 2 4 0 9 20 27 5 NoN 1 14 9 1 2 8 4 0 2 3 11 5 NoN 1 4 7 1 2
26 1 2 4 0 9 20 12 4 2 NoN 14 8 1 2 4 0 2 3 10 4 2 NoN 4 6 1 2
31 1 2 4 0 48 52 40 6 13 1 NoN 1 1 2 4 0 2 3 11 6 13 1 NoN 9 1 2
1 2 4 o 106 161 0 10 16 1 75 NoN 1 2 4 0 2 3 0 10 16 1 7 NoN 1 2
NoN 2 4 0 222 287 59 19 23 1 132 59 NoN 2 4 0 2 3 10 19 23 1 32 10 NoN 2
1 NoN 4 0 223 288 60 19 21 1 132 60 1 NoN 4 0 2 3 11 19 21 1 32 11 1 NoN
vEE AL — 71322 — 8%
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Iml
i}

o GBI -

Base
Distance from 2497 | | Target AS 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 2 2 2 2 2 2 2 2 2 2|NoN
Outside AS with—  NoN

2 0 95 75 98 79 22 21 22 55 30 11 18 11 21 4 4 7 11 3 2 0 2 41 18 14 14 42 20 9 17 13 7 5
2 0 7 0 0 32 14 14 9 2 12 8 14 8 12 4 1 5 5 1 2 4 1 36 8 8 8 33 1 1 12 10 5 3
3 282 171 207 142 0 59 59 64 70 35 7 14 718 21 6 5 11 1 6 4 2| 107 61 57 57 45 571 52 50 12 5 5
3 141 0 9% 70 0 7 710 0o 22 1 7 115 3 5 5 10 1 6 4 1 65 9 5 4 28 10 6 5 3 5 4
3 192 156 130 129 107 35 35 8 74 24 2 9 1 17 20 7 5 11 1 7 4 2 0 6 2 2 7 14 2 4 6 5 6
O 3 [5i6| 353 380 268 224 209 209 202 104 165 150 100 143 92 58 717 79 0 75 1 5 2| 130 196 196 19 61 108 145 68 19 5 6
3 157| 129 0 112 95 19 19 19 60 27 9 15 8 113 7 5 10 1 7 5 2 53 16 12 12 40 17 7 29 16 5 6
3 113 81 0 0 67 16 16 16 45 19 9 16 8 14 13 6 5 10 1 6 5 2 36 13 9 9 37 12 3 12 10 5 5
3 268| 206 195 167 100 134 134 132 0 77 60 62 54 22 3 8 5 17 1 8 5 2| 112 105 101 100 39 66 55 39 12 5 6
4 261] 343 282 337 321 384 384 349 232 330 324 280 323 265 221 264 262 196 262 194 193 193 0 303 303 303 31 137 224 26 8 5 6
NoN 6
NoN 6
3019[ 26307 2454” 2412”7 21147 1988”7 19877 1920 17517 1830” 1670° 1624  1653° 1566 1455 1474 14720 1370° 1436 1328° 1318  1298[ 1669 1824 1796 1794 1452° 1531 15937 1351  1198° 1141
ASPA 14 7 + AS 2497 plus ASPV
| Target AS
Outside AS with— NoN
0 0 0 0 0 4 310 0o 20 2 9 119 3 2 5 9 1 2 0 2 14 6 2 2 15 14 3 5 3 5 5
0 0 0 0 0 1 1 2 0 5 2 7 11 3 1 5 5 1 2 4 1 13 1 1 1 10 1 1 5 3 5 3
0 0 0 0 0 4 4 9 0 29 2 8 118 3 6 5 11 1 6 4 2 39 6 2 2 21 12 3 41 3 5 5
0 0 0 0 0 4 4 7 0o 22 1 7 115 3 5 5 10 1 6 4 1 14 6 2 1 17 7 3 5 3 5 4
0 0 0 0 0 4 4 8 0 24 2 9 117 1 7 5 11 1 7 4 2 0 6 2 2 7 14 2 4 6 5 6
7 0 0 0 0 0 4 4 9 0o 32 9 10 1 2 3 3 5 0 1 1 5 2 47 6 2 2 3% 18 3 58 9 5 6
0 0 0 0 0 3 3 9 0o 20 3 8 1 1 3 7 5 10 1 7 5 2 28 6 2 2 15 13 3 19 6 5 6
0 0 0 0 0 3 3 9 0o 12 3 9 1 14 3 6 5 10 1 6 5 2 13 6 2 2 14 12 3 5 3 5 5
0 0 0 0 0 4 4 9 0 24 8 9 1 2 3 3 5 17 1 8 5 2 41 6 2 2 19 18 3 36 8 5 6
0 0 0 0 0 4 4 9 0 29 2 10 118 3 13 5 13 1 1 5 2 0 6 2 2 31 16 3 26 B 5 6
0 0 0 0 0 4 410 0 33 97 10 1 2 3 20 5 20 1 20 5 2 60 6 2 2 90 18 3 85 10 5 6
0 0 0 0 0 4 4 10 0 33 98 10 1 2 3 20 5 20 1 20 5 2 61 6 2 2 91 18 3 86 10 5 6
ASPA 14 7 + AS 2497 plus7 ASPV
| TargetAS
Outside AS with—  NoN
0 0 0 0 0 4 310 0 20 2 9 119 3 2 5 9 1 2 0 2 12 6 2 2 13 14 3 3 3 5 5
0 0 0 0 0 1 1 2 0 5 2 7 11 3 1 5 5 1 2 4 1 1 1 1 1 8 1 1 3 3 5 3
0 0 0 0 0 4 4 9 0 29 2 8 118 3 6 5 11 1 6 4 2 12 6 2 2 %5 12 3 12 3 5 5
0 0 0 0 0 4 4 7 0o 22 1 7 115 3 5 5 10 1 6 4 1 12 6 2 1 15 7 3 3 3 5 4
0 0 0 0 0 4 4 8 0 24 2 9 117 1 7 5 11 1 7 4 2 0 6 2 2 714 2 4 6 5 6
8 0 0 0 0 0 4 4 9 0o 32 9 10 1 2 3 3 5 0 1 1 5 2 12 6 2 2 34 18 3 21 9 5 6
0 0 0 0 0 3 3 9 0o 20 3 8 1 1 3 7 5 10 1 7 5 2 12 6 2 2 1313 3 3 6 5 6
0 0 0 0 0 3 3 9 0 12 3 9 1 14 3 6 5 10 1 6 5 2 11 6 2 2 12 12 3 3 3 5 5
0 0 0 0 0 4 4 9 0 24 8 9 12 3 8 5 17 1 8 5 2 12 6 2 2 1718 3 2 8 5 6
0 0 0 0 0 4 4 9 0 29 2 10 118 3 13 5 13 1 1 5 2 0 6 2 2 31 16 3 26 8 5 6
0 0 0 0 0 4 410 0 33 97 10 1 2 3 20 5 20 1 20 5 2 11 6 2 2 45 18 3 34 10 5 6
0 0 0 0 0 4 4 10 0 33 98 10 1 2 3 20 5 20 1 20 5 2 12 6 2 2 46 18 3 34 10 5 6
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