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GPS Daemon (GPSD) Rollover Bug | CISA

On October 24, 2021, Network Time Protocol (NTP) servers using bugged GPSD versions 3.20-3.22 may rollback the
date 1,024 weeks—to March 2002—which may cause systems and services to become unavailable or

unresponsive.

- JREIE. [2038F(CHc D "GPS Week Rollover” (CXL 9 B fzsbDALH#EHHY.
2021/10/24[CBHBIENTCULED ] C&CKDBEDTUI,
https.//isc.sans.edu/forums/diary/Keeping+Track+of+Time+Network+Time+Pro
tocol+and+a+GPSD+Bug/27886/

Due to the design of the GPS protocol, time rollback (or technically termed “GPS Week Rollover”) can be anticipated and
usually closely monitored by manufacturers. The next occurrence should have been in November 2038, but a bug in some
sanity checking code within GPSD would cause it to subtract 1024 from the week number on October 24, 2021. This would
mean NTP servers using the bugged GPSD version would show a time/date of March 2002 after October 24, 2021.
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