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SRv6 MUP & (&

SRv6 [CFRE S /e Mobile User Plane (MUP)

Internet Engineering Task Force S. Matsushima
Internet-Draft K. Horiba

Intended status: Standards Track A. Khan

Expires: 14 May 2022 Y. Kawakami This document defines the Segment Routing IPv6 Mobile User Plane
SoftBank (SRvé MUP) architecture for Distributed Mobility Management. SRvé

T. Murakami MUP is not a mobility management system itself, but an architecture
K. Patel to integrate mobile user plane into the SRv6é data plane. (7)

Arrcus, Inc
M. Kohno
T. Kamata

P. Camarillo

Cisco Systems, Inc.

In this routing paradigm, session information from a mobility
management system will be transformed to routing information. It
means that mobile user plane specific nodes for the anchor or
intermediate points are no longer required. The user plane anchor

D. Voyer
Bell Can;da and intermediate functions can be supported by SR throughcut an SR
S. Zadok domain (REQl), not to mention that SRvé MUP will naturally be
I. Meilik deployed over IPv6é networks (REQ3).
Broadcom
A. Agrawal SRv6 MUP architecture is independent from the mobility management
8 Pefiizi system. For the requirements (REQ4, 5), SRvé MUP architecture is

designed to be pluggable user plane part of existing mobile service
architectures. Those existing architectures are for example defined
— :

in [RFC5213], [TS.23501], or if any.

10 November 2021

Segment Routing IPv6 Mobile User Plane Architecture for Distributed
Mcbility Management
draft-mhkk-dmm-srvémup-architecture-01
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Mobile User Plane % SRv6 ICHEE 937 —F 71D F v
BEaEBEIERE T, Ty aVBREIL—T v VIIBRICEERT DMEH & RE
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5GC Architecture [TS 23.501]

MUP (& UPF (DD EREICMHEU T DIz, T

NEF PCF s BEBEE R BESH D
e N3/N6:GTP kXU / HEB NW
other SBI BEmE{T>mW1V~ (U/P)
NFs e N4:UPFHIEZITONRT >~ (C/P)
AMF SMF
N /
N2 N4
N3 N6
UE gNB UPF DN
user’s user’s AMF : Access and Mobility management Func.
packet packet SMF : Session Management Func.
eth st UPF : User Plane Func.
GTP tunnel NEF : Network Exposure Func.
PCF : Policy Controll Func.
NRF : Network Repository Func.

UDM : Unified Data Management
DN : Data Network

10



5aC &« MUP D1 H3—-=—-D

MUP NW TI(& 5GC Mtzw <3 ViBIR%E ol FREENENE
m  MUP Controller : 5GC N'5tw a3 VIEBHREIRSIE L TIL—FT v VIBERICERT D (/P EE
m MUPGW: BEEZOENTILI—HF—-—TL—VEDEBREIBMHI S GW IL—-5
m MUPPE: MUPNW @ PE JU—%~ (SRve IJIL—7)
MUP Segment & (&

2 Mobility w This document defines one new segment type. A Mobile User Plane
* Management * (MUP) segment may represent a network segment consisting of a mobile
* System * service. The MUP segment can be created by an SR node which provides
* aeeleedd o connectivity for the mobile user plane. The MUP segment SID can be
| any behavior defined in [RFC8986], [I-D.ietf-dmm-srvé-mobile-uplane],
Session Information or any other extensions for further use cases.
! N6
7 The behavior of the MUP segment will be chosen by the role of the
N3 R i e 2] (UPF < DN) representing mobile network segment. For example, in case of an SR
(gNB PEN UPF) oA S A % N x?ode interfaces to 5G usc?r plane on the access side tflefined as "N3"
/ i / \ 3 in [TS.23501], the behavior of created segment SID will be
3, y /T \-—-| MUB PE |---\ MUF Segment / B){E "End.M.GTP4.E", or "End.M.GTP6.E". In this case, the SR node may
/ \ mmmm——mm + 7 ¥ R W 2 \ / associate the SID to a N3 access network (N3RAN) routing instance.

\ MUP Segment /--| MUP GW |--\ SRv6 NW / +4-=====-- +
\ / o + \ /===| MUP PE |-=—=/ \ Another example here is the "N6" interface on the core data network

I / \ N6 side. The behavior of the created segment SID will be "End.DT4",
\ MUP Segment / @:’,ﬂ; "End.DT6", or "End.DT2". 1In this case the SR node may associate the
\ / SID to a N6 data network (N6DN) routing instance.

SRV6 L3VPN user’s

GTP tunnel srclch

11



5GC U-Plane 8 [TS 23.501]

t‘”;li’ L Status NRE o BTV ROINATYU 3V POR
paging (Packet Detection Rule) (C & DRI
—“ N " " —_. o w ,-L
Sess.1 | CM-CONNECTED NW-triggered service req. ° PORICHHMIC "&iB Rule” CHEST/17w HAME
’ — __\
sz | ccomEoTED \ | N
Sess. 1 FAR(forw)
Sess. 3 CM-IDLE AMF
\ r Sess. 2 FAR(forw), QER
o 5GC Tt w3 vEIORIESE \ downtink data 1] 1 Sess. 3 FAR(buff/nocp)
o F@{SBH(3 CONNECTED jK&E notification |
o ELESIREENE< & IDLE HREEICEB oon) I
(5 )  — 2 ERIR) I{ AT
UE — [ m—
( 7\
I\ID\ ¢ 1N DN

C 4 —

user’s {src_ = XXX

o TYIYIVEIChYRIVER (GTP-U)
o URILBRIF (TEID) PELHEER (QF1) TXA TEID = xxx packet 11 dst. = UE addr.

QFI = xxx eth

src. = UPF addr.
dst. = gNB addr.
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5GC U-Plane 8 [TS 23.501]

BlF

e 5GC TwI3VBNOIRESE

o B(SH35(E CONNECTED yK&E

o HESIRRENEE< & IDLE KRB B
(E]) Y — &)

UE

o TwIavHEICrYRIVER (GTP-U)

v IVl SEHIE NRF e BITYFORELY 3V POR
(Packet Detection Rule) (C & DE&Rl
Cn N " " C/ o w ,'L
Sess. 1 CM.CONNECTED e PDRI(ZfAI< “&&E Rule” (CRED T/ T v ~ALIE
i Sess. 1 FAR(forw)
Sess. 3 CM-CONNECTED AMF SMF
Sess. 2 FAR(forw), QER
Sess. 3 FAR(forw)
( [\
4——rl I \J
( A
I\ID\ I , r LD DN
[ ()
\ \/
user’s Src. = XXX
° 2 XRIVERIF (TEID) X E5HIENEER (QF1) TXAY TEID = xxx packet dst. = UE addr.
h
QFI = xxx et

src. = UPF addr.
dst. = gNB addr.
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SRv6 MUP U-Plane SM2[IETF draft] | Uplink

session
information

[£#] draft-iet-dmm-srv6-mobile-uplane-17

gNB SRv6 MUP SRv6 MUP DN

key action params. key action params.
IW-IPv4-Prefix GTP4.D End.DT4@MUP PE .
« End.DT4 (IPv6 addr.) p End.DT4 VRF = network-instance
GTP A4 (w/ IPv4) % Decap. LT SRH + $5E® SID (Z D45 End.DT4 T L3VPN Z#imL VRF = network-instance &

Tl End.DT4@MUP PE) T Encap. 9% #R{FL = Table T DN fINERET S



SRv6 MUP U-Plane EB[IETF draft] | Downlink

session
information

[Z %] draft-ietf-dmm-srv6-mobile-uplane-17

SRv6 MUP SRv6 MUP DN

ki i .
ey action params key action params.
GTP4.E GTP4.E - UE addr. H.Encaps UPF addr.
LOC + FUNC : : : ) X
( ) / -gNB addr.
/ = Args.Mob.Session (QFI + TEID)
IPV6 ~Nu5 i GTP A4 (w/ IPv4) &
& (Encap.) %

15



GTP4.E OEWE

m GTPAYSH (w/IPv4d) OBEBRICIHEBILIBIRMD IPv6 src./dst. addr. (CHATNTHD.
INT Y RZRERICANYIANSRBILEIRZERDHE LU T GIPAYS (w/IPv4) EHBIERT S

0 1 2 3
01234567890123456789012345678901

TTTTTTTTTTTTTTTTTTTTTTTTTTTTT

QF I R!U PDU Session ID
PDU Sess (cont’) o I//,
user’s
packet
(" 0 GTP4.E@MUP-GW ~-.__ 127
f s B fommm +
SRGW-TPvB-LOC-FUNC IIPvdDA hrgs.Moh.Session|0 Padded
] - RS +
128-a-b-c a h c
dst. addr.
eth
0 127
s O S +
| Source UPF Prefix IPv4 84 | any bit pattern(ignored) |
R RS P MRS A iply ) MO SR A +
128-a-h a h
~ src. addr.
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4 G- 5GMNTransportMZE{L w/ MUP

MUPICEL D, Z2FZDNETE IS Y RLEXRY LD —DIC

Data
Network
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Network

Backbone
Network

)
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Network
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Network
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Network s
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REHRIR R
PNETLABZHFHLU T. MUPJ — KRG EEVMTER UIRIEBIEZ B8

PNETLAB {R*¥8VM {RA8VM {R*8VM {RA8VM
App for RAN for P for PE for MUPC

Ubuntu 10S-XRvIK ArcOS ArcOS
Linux kernel Linux kernel
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BREHRIE T A —Y

SRv6 MUP (END.M.GTP4.E/D) DEMO

NAT 192.168.1.0/16

*  Mobility *
* Management *
* System *
Session Information

s

MUP Segment (RAN)

EIF

» RAN
41

UE 10.100.0.1/24

91
Aznnﬂls. o) i b

» MUPC
(swp)
GlOIOIOI1

MgmtO/O/CPUOIO

—.— Arc0S -——M ﬂvsk

» cw
21 01

Loopback0 : fd00::21/128
Locator : fd02:0:0:21::/64

GIOIOIOIZ

N3:10.103.0.0

©192.168.1.0/16

Arcos? -Gred—

» PE
1

Loopback0 : fd00::11/128
Locator : fd02:0:0:11::/64

Local-sids(End.DT4) : fd02:0:0:11:2::/80

swpl : fd01::111:0:0:367:0/64

M.U‘P.S‘egment (DN)
—Em)- AiH!IIS!!I'A

» DN
31

DN 203.0.113.1/24

22



BEEHRE T X — e

SRv6 MUP (END.M.GTP4.E/D) DEMO

* Mobility *

* Management *

AMAT 192 168 1 0/16

DN — R[@E(F(CRANINS FERICMP/ T v EiX i
Outer Src : 10.1.0.3/ Dst : 10.103.0.0
TEID=99/ QFI=1
Inner Src : 10.100.0.1/ Dst : 203.0.113.1

lystem
<Upstream> <Upstream>
OSR-TE policy& U TGTPdecapMBSIDILER === *| @v—/imI#EEEE L TPEMDLOCator & 2R
fd02:b51d:4d:: > End.M.GTP4.D Inforn|  203.0.113.0/24 > fd02:0:0:11:2::
@Y —/iAmIIEBE Y IL I ~ l <Downstream>
203.0.113.0/24 > fd02:0:0:11:2:: @Session Information5 FigY —E X #EHBE LR
<Downstream> 91 fd02:b51d:4e:a01:3:400:0:6300
@SR-TE policy& U TGTPencapFMDBSIDILER /
fd02:b51d:4e:: > End.M.GTP4.E
. 9)
[HHIN

.7 192.168.1.0/116 °

n2| <Downstream>

Capture® =[ End.M.GTP4.E ] =Capture@

.DT4) : fd02:0:0:11:2::/80
11:0:0:367:0/64

: MUP Segment (DN)
@ i f =
N ! (Mgmt0/0/CPU0/O *’%”"'\

= Mo | 9
B ARG KRR s ARISTA
» RAN > cw pP > PE » DN

2 ROBE &% SRESH i B

GWOHD &M CapturefERi d
UE 10.100.0.1/24 9 <Upstream> LT ON 203.0:113.1/24
Lo Capture® =[ End.M.GTP4.D - H.Encap.Red] = Capture@ SR

23



T EBE

SRv6 MUP (END.M.GTP4.E/D) DEMO eI GW x PE

* Management *
* System *
»

Session Information

MUP Segment (RAN) -1 « (ON)
P Segmen N

a2y

-I - -
~

A

DN 203.0.113.1/24

UE 10.100.0.1/24

Edit Analyze Wireless Tools P

View Go Capture Telephony

o Capture

x RAN* DN x

nalyze Statistics

12 bits

39 Win=80

39 Acke39 Wine59 Lened T

Lened T

A S LR \ >
[ O g . Q_QeY ) ] = 4
+
No < . Protocol Lengtt Info - Source Destination
| 7.10.249392837 fe80::5280:811:fef0_ feB0::52a3:85¢f:fel. ICMPVE 158 Destination Unreachable (no route to destination) [N £d0o: :21
15.3452 fe 2a B ). ICM 86 r ) 2602 f BS8039 fdee::91 fdoo::21 P
8s5ff ). TCMPVE 86 §54055 fdoo::21 fdoo::91 (4
85Ff: fed. ICMPVE 78 €
TCMPVE 86
* Frame 1: 114 bytes on 114 bytes captured (912 bits) on interface eth®, id @ « lbytes on wire (12112 bits), 1514 bytes captured (121
* Ethernet II, Src: 50:a23:85:80:23 9:23:85:00:23:02), Dst: 50:89:08:00:26:02 (50:89:08:00:26:02 jernet
» 802.1Q Virtual LAN, PRI: O, DEI: 0, ID: 1004 jontrol
* Internet Protocol Version 6, Src: fe80::52a3:85ff : 2001:67¢:1560:8003::c7 * § TnTRA Nomain Rauteina Tnfarmatinn Fychanne Pratacnl
- “ 1B 00 N f
O




@GW GTP Decapdil Request

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
BAdOmMREO Qe»EF SIS 5 QAQ]E

[WTicmp

No. Time Source Destination Protocol Lengtt Info

19 143.694153851 10.100.6.1 203.0.113.1 GTP <I. 146 Echo (ping
s 20 143.706351715 203.0.113.1 10.100.0.1 GTP <I. 146 Echo (ping) reply id=l

Frame 19: 146 bytes on wire (1168 bits), 146 bytes captured (1168 bits) on interface eth®, id ©
Ethernet II, Src: 50:a3:85:00:23:02 (50:a3:85:00:23:02), Dst: 50:89:08:00:26:02 (50:89:08:00:26:02)
802.1Q Virtual LAN, PRI: O, DEI: @, ID: 1004

Internet Protocol Version 4, Src: 10.1.6.3, Dst: 10.103.0.0

User Datagram Protocol, Src Port: 2152, Dst Port: 2152
GPRS Tunneling Protocol
v Flags: 06x34

001. .... = Version: GTP release 99 version (1)
. .. = Protocol type: GTP (1)

« v|+]|r ~

. = Reserved: 0

. = Is Next Extension Header present?: Yes
= Is Sequence Number present?: No

= Is N-PDU number present?: No

Message Type: T-PDU (@xff)

Length: 92

TEID: 3 (99)

Next extension header type: PDU Session container (0x85)
~ Extension header (PDU Session container)
Extension Header Length: 1
~ PDU Session Container
0000 .... = PDU Type: DL PDU SESSION INFORMATION (©)
.... 0000 = Spare: 0x0
. = Paging Policy Presence (PPP): Not Present
. = Reflective QoS Indicator (RQI): Not Present

90 0961 = QoS Flow Identifier (QFI): 1

Next extension header type: No more extension headers (0x60)

» Internet Protocol Version 4, Src: 10.100.0.1, Dst: 203.0.113.1

~ Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: ©
Checksum: 0x953e [correct]
[Checksum Status: Good]
Identifier (BE): 56959 (0xc70f)
Identifier (LE): 4039 (0x0fc7)
Sequence Number (BE): 1 (©x0001)
Sequence Number (LE): 256 (0x0100)
[Response frame: 20]
Timestamp from icmp data: Jan 22, 2022 17:07:16.000000000 UTC
[Timestamp from icmp data (relative): 1.041417008 seconds]
» Data (48 bytes)

Outer IPv4 GTP header
src=10.1.0.3 (gNBiEEE 7 KL X)
dst=10.103.0.0 (GWON3LE 7 KL R)
TEID=99
QFI=1

Inner IPv4 header
src=10.100.0.1 (UEBE 7KL X)
dst=203.0.113.1 (DNZEEY —/I\EBR 7KL R)

FrIFv
e g

! o)
0— (((;Ai))) DN

GWw

Request
25



@GW GTP decapf® Request

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help Outer IPv6 header
ma® X G e j - -
Q & @ & Qa_E src=fd00::21 (GW@®Loopback0)

=
€
L]

i‘ 'cmp — . . . . o
No. Time Source Destination Protocol Lengtt Info dSt_ fd02' 0' 0' 1 1 ° 2' °
56 160.947758965 10.100.6.1 203.0.113.1 i i efN)efN)- .
57 160.958235975 203.0.113.1 10.100.6.1 ICHP 162 Echo (ping) reply  id=( (<fd02' 0:0:11>: PEMLocator

<2>: PEICH(FBFunction=End.DT4)

Frame 56: 138 bytes on wire (1104 bits), 138 bytes captured (1104 bits) on interface eth®, id @
» Ethernet IT, Src: 50:89:08:00:26:01 (50:89:08:00:26:01), Dst: 50:98:ad:00:1f:03 (50:98:ad:00:1f:03)
[T~ Internet Protocol Version 6, Src: fde@::21, Dst: fd@2:0:0:11:2::

]
0110 .... = Version: 6 Inner IPv4 header

» .... 0000 0000 .... .... .... ... = Traffic Class: 0x00 (DSCP: CS@, ECN: Not-ECT)

. 0600 0080 000D P00 0000 - Flow Label: 0x00000 src=10.100.0.1 (UE&‘;&TI |L‘ |J R )

Payload Length: 84
dst=203.0.113.1 (DNSE5Y — /8887 KL 2)

Source Address: fdeo::21 .
Destination Address: fd02:0:0:11:2:: Terminal = O% >
[[[» Internet Protocol Version 4, Src: 10.100.0.1, Dst: 203.0.113.1 GW x RANx DN x PE %
~ Internet Control Message Protocol .
Type: 8 (Echo (ping) request)
Code: 0
Checksum: 0x953e [correct]
[Checksum Status: Good]
Identifier (BE): 50959 (@xc70f)
Identifier (LE): 4039 (ox0fc7)
Sequence Number (BE): 1 (0x0001)
Sequence Number (LE): 256 (0x0100)
[Response frame: 57]
Timestamp from icmp data: Jan 22, 2022 17:07:16.000000000 UTC
[Timestamp from icmp data (relative): 1.042312637 seconds]

» Data (48 bytes) :‘:‘\"79:‘\"
e @

0— "%

GWw

Request
26



®GW GTP encap@l Reply

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

7 N = F= 3
ma® XN QewnEGF S| E Qe
| N |icmp
No. Time Source Destination Protocol Lengtt Info
56 160.947758965 10.100.6.1 203.0.113.1 ICMP

138 Echo ( ) req id=
Ding 1d-

57 160.958235975 203.6.113.1

Frame 57: 162 bytes on wire (1296 bits), 162 bytes captured (1296 bits) on interface etho, id ©
» Ethernet II, Src: 50:98:a3d:00:1f:03 (50:98:ad:00:1f:03), Dst: 50:89:08:00:26:01 (50:89:08:00:26:01)

v Internet Protocol Version 6, Src: fd01::111:0:0:a67:0, Dst: fde2:b51d:4e:301:3:400:0:6300

0110 .... = Version: 6
¥ e D000SOOBE: v e enwe meee e = Traffic Class: 0x00 (DSCP: €SO, ECN: Not-ECT)
. 0000 0000 0000 00RO 00RO = Flow Label: 0x00000
Payload Length: 108
Next Header: Routing Header for IPv6 (43)
Hop Limit: 62
Source Address: fd01::111:0:0:a67:0
Destination Address: fd02:b51d:4e:a01:3:400:0:6300
» Routing Header for IPv6 (Segment Routing)

» Internet Protocol Version 4, Src: 203.0.113.1, Dst: 10.100.0.1

~ Internet Control Message Protocol
Type: 0 (Echo (ping) reply)
Code: ©
Checksum: 0x9d3e [correct]
[Checksum Status: Good]
Identifier (BE): 56959 (0xc70f)

JEEY Terminal - D% x

qu
SeunW % RANx DN x PE x

Outer IPv6 header
src=fd01::111:0:0:a67:0 (PE?DSRVv6{EIIF)
dst=fd02:b51d:4e: :400:0:6300
(<fd02:b51d:4e> : MUPCHI\SENnd.M.GTP4.E%&
EhE9 S3SRv6-TE PolicyAIC
LIS N TLIBBSID
< >: gNBD7 kKL X10.1.0.3
<04>: QFI=1
<00:0000:63> : TEID=99
<00> : Padding)

Inner IPv4 header
src=203.0.113.1 (DN3BEY —/N1ERB7 KL R)
dst=10.100.0.1 (UEE#EE7 KL R)

TvIFv
TJ‘\’—rl‘Jh
SRR i - S

27



@GW GTP Encap Reply

GW swp2
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

= 8 = Outer IPv4 GTP header
B0omNRE Aer»EFEETE QT .
e > == = src=10.103.0.0 (GWON3LEHF7 KL )
&o. Time Source Destination Protocol Lengtt Info : i d5t= 10' 1'0'3 (gNBE 7 F l/ z )
: 29301151 - 100.0:1 Gwcimmrs  TEID=99

. : : v . . QFI=1

Frame 20: 146 bytes on wire (1168 bits), 146 bytes captured (1168 bits) on interface etho, id @
Ethernet II, Src: 50:89:08:00:26:02 (50:89:08:00:26:02), Dst: 560:a3:85:00:23:02 (50:23:85:00:23:02)
802.1Q Virtual LAN, PRI: O, DEI: 0, ID: 1004

1 P T Version 4, Src: 10.103.0.0, Dst: 10.1.0.3
> uzgrggtag:gﬁuo:gotogﬁogrc Port: 56758, Dt A I Inner IPv4 header
e — 1 src=203.0.113.1 (DNSEZY —NER7 KL )
T ion: P i -
e e i oy, Tl dst=10.100.0.1 (UEREE7 KL X)

= Reserved: 0
= Is Next Extension Header present?: Yes
.0. = Is Sequence Number present?: No
. .0 = Is N-PDU number present?: No
Message Type T-PDU (0xff)
Length: 92

TEID: 0x00000063 (99)

Next extension header type: PDU Session container (0x85)
~ Extension header (PDU Session container)
Extension Header Length: 1
~ PDU Session Container
0000 .... = PDU Type: DL PDU SESSION INFORMATION (0)
.... 0000 = Spare: 0x0
. = Paging Policy Presence (PPP): Not Present
. = Reflective QoS Indicator (ROI) Not Present

.00 0001 = QoS Flow Identifier (QFD): ]
|: Next extension header type: No more extensmn headers (0x80) | 4-' R 79:1"
» Internet Protocol Version 4, Src: 263.0.113.1, Dst: 10.160.0.1 ~
~ Internet Control Message Protocol af{ ~ |\

Type: @ (Echo (ping) reply)
Code: 0

Checksum: 0x9d3e [correct]

[Checksum Status: Good] (((( ))>> DN
Identifier (BE): 50959 (@xc76f) A
Identifier (LE): 4039 (0x0fc7)

Sequence Number (BE): 1 (8x0001) GwW P PE
Sequence Number (LE): 256 (6x0100)

Regquest frame: 19] <
[Response time: 12.198 ms] Reply
Timestamp from icmp data: Jan 22, 2022 17:07:16.000000000 UTC

[Timestamp from icmp data (relative): 1.053614872 seconds] 28
1 » NData (A8 hutac)
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