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SRV6 - 12 ZE{L Efj[A]

RFC 8402 * — Proposed Standard

SR-MPLS with MPLS dataplane and Label SID’s
SRv6 with SRH and SRv6 SID’s

RFC 8754 - Proposed Standard

SRv6 DataPlane: SRH and SRv6 SID

RFC 8986 — Proposed Standard

Network Programming (END, END.X, END.DX/DT, H.Encap

RFC 9259 - Proposed Standard

OAM in SRv6

H S CRFC

SR Policy (draft-ietf-spring-segment-routing-policy-22) *
IS-IS extention (draft-ietf-Isr-isis-srv6-extensions-18)
BGP based overlay (draft-ietf-bess-srv6-services-15)
BGP-LS extension (draft-ietf-idr-bgpls-srv6-ext-09)

SR

Segment Routing

IPv6

SRv6 Network IPv6 Segment
Programming Routing Header
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SIMPLICITY ALWAYS PREVAILS

* SR-MPLS/SRv6 318
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SR IGP Flexible Algorithms

Applicability Examples

Transport
Redundancy Scalability

© == @

Different Fiber
Conduits Low-End Platforms

ARL—EF—ZKYHREITAXENTZIGPT LTV R LT AT
> M (B R)N—X TTraffic Engineering® A >V A2 AL TES
AR) Y D Ex/IME: IGP, delay
HHIEHEEELIZFTE: link-affinity, SRLG

Simplicity and Automation
IGPTETEINTENRR (ETHBEIATEH)
Sub-50msec DT AT YL I (TILFA)HRIRE T, Flex-
AlgorithmDFL—2RIZEAC TNV I T YT INANETES

Sensitive Data

Financial Transactions

ns
Scalability
SRI1D(EHDIRNILERZYIETII) TTE/NRER

WTED

Network Slice
based on link
cost with
exclusions

Default IGP
I: 100 I 100 link metric: 1:10

Network Slice
based on delay

Measured link
Delay: D:1

Interested? SR IGP Flexible Algorithm on segment-routing.net



http://www.segment-routing.net/tutorials/2018-03-06-segment-routing-igp-flex-algo/

SRv6 Micro SID

SRv6 Encapsulation

SA:2001::1
DA:2001:db8:0:4:1:0:0:0
NH:RH

/*
\\

Type:4(SRH)
NH:IPv4|SL:1

Segment List:

[0]: 2001:db8:0:5:45:0:0:0
[1]: 2001:db8:0:4:1:0:0:0 G
[2]: 2001:db8:0:3:48:0:0:0
[3]: 2001:db8:0:2:1:0:0:0
[4]: 2001:db8:0:1:42:0:0:0

— SID =

SRv6 uSID Encapsulation

Longest
SA:2001::1 mateh
DA:2001:db8:160:200:300:400:500:: atc
SA:7.5.4.3 Forward !!
DA:11.6.19.71
Port:UDP
[Locator + Function (+ Args)] UDP Header/Data

SA:7.5.4.3
DA:11.6.19.71
Port:UDP

UDP Header/Data

Cisco

© 2017 Cisco ;Jnd/oz\ts dffédtos All rights reserved. Cisco Confidential

SRv6 uSID Carrier
)

\
2001 :0db8 : 0100 : 0200 : 0300 : 0400 : 0500 : 0000

e e e e

uSID uSID uSID uSID EoC
1 2 3 4 6
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SRv6: Path Tracing

What is the Path from A to M?
ECMPODEZZB>TWADMNRTYITHIEITHLLY

How is time spent from A to M?
TNTNDNRDEEZ(THZIDH ?

What is the load at each hop between A and M?
BEOFEFENBNNTIMN?

Deterministic Per-Packet Tracing

Hop-by-Hop® probe TMidpoint Compressed Data (MCD)
*INET S

Sink node (M) reports to a Regional Controller for Analytics

Simplicity and Automation
Native interworking with SRv6
Linerate monitoring in base NPU HW pipeline
Seamless Deployment

Tight SLAs

Path, timing and load history at each hop is available

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

®

4ab

Analytics

E
X
() £
C &<+ M
D 4 N

draft-filsfils-spring-path-tracing Q




Roles and Data Model



Source ®
- ProbeZxX£KT 5/ —F

- SRC.T64: 64-bit PTP Tx Timestamp [ Analytics J

- SRC.OIL: 4-bit Outgoing Interface Load >
- SRC.OIF: 12-bit Outgoing Interface ID




Midpoint ®

- MidPoint Compressed Data (MCD) %
?T-Eﬁd:‘\ [ Analytics J
MCD: 24-bit Midpoint Compressed Data

-
~ MCD.OIL: 4-bit Incoming Interface Load B

- MCD.OIF: 12-bit Incoming Interface ID
- MCDTTS: 8-bit Truncated PTP TimeStamp




- ProbeZF#ix L TCa LU RIZEE
- SNK.T64: 64-bit PTP Rx Timestamp [ Analytics J

- SNK.IIL: 4-bit Incoming Interface Load >
- SNK.IIF: 12-bit Incoming Interface ID




draft-filsfils-spring-path-tracing

Collected Data

« Source
- SRC.T64: 64-bit PTP Tx Timestamp
- SRC.OIL: 4-bit Outgoing Interface Load
- SRC.OIF: 12-bit Outgoing Interface ID

« Midpoint
- MCD.OIL: 4-bit Incoming Interface Load
- MCD.OIF: 12-bit Incoming Interface ID
- MCD.TTS: 8-bit Truncated PTP TimeStamp

« Sink Node
- SNK.T64: 64-bit PTP Rx Timestamp
- SNK.IIL: 4-bit Incoming Interface Load
- SNK.IIF: 12-bit Incoming Interface ID

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Controller (S EIAE L TWEHA) 1

PT Controller

« Controller:
FTRTODAVKR—F 2 FOREH L AEHE % il fEH

North Bound API

Controller

- Collectors: S

o e R . . N Databases '| Anal In ¥
rRAY—, /J—FOa>T747. jn—jT—QEl‘lﬂi E E 8 nalyzer Eil Tools n
- Databases: ¥ IjTOpowgyj E Confe j E Pmbesj A

Graph DB, TS(Timestamp) DB, Key Value Store | ekbee U B e
| i Probe injector Cfg-manager H
- ID allocation: Topology Config Probes
- " R N S [ South Bound API
IDENY HT7I)LTY) XLOEE

« Cfg-manager:
SB-API % {# FH L PT(Path Trace) config® 7w < a

+ Probe-injector:
PT session D BALA

« Probe-processor:
IRELETA—ThbET—2 5EE

« Analyzer:
A—R7—RITHELT, WELE=TA—T DS

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential
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flow label

ver tc
PT Packet Format payload length next header hop limit
Source LRC—» source address
W* destination address
next header hdr ext len option type opt data len
. . offset reserved
Midpoint 14x
CMD . stack of CMDs
truncated ts mid.oif mid.oil
next header hdr ext len routing type sl
last entry length tag
sid list optional
type IWV ir_g.gi_f,/» src.oil
tW' src.t64
Source =——— |
probe pt session id pt probe seq number

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

IPv6 Header

PT HbH

SRH

PTTLV



Packet from Sink to Collector

K
Sink _SINE_,
Collector

Original Probe Packet —

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

flow label

ver tc
payload length next header hop limit
source address
destination address
next header hdr ext len routing type sl
last entry length tag
sid list optional (empty)
type length snk.iif snk.iil
snk.t64
Reserved
source IPv6
PT HbH
CMDO, CMD1, CMD2 ...
SRH

SRC.TS, SRC IF, PROBE

IPv6 Header

SRH

PTTLV



88 General / PathTracing-DelayGraphs # <

G

End-to-end PER-

Output Example

Delay [ms]

1414 1416 14:18 14:20 14:22 14:24 14:26 14:28
== VPP1_C8201_VPP4_A9904_VPP8 == VPP1_C8201_A9902_VPP6_VPP8 == VPP1_VPP2_VPP4_VPP6_VPP8 == VPP1_C8201_A9902_A9904_VPP8 VPP1_C8201_VPP4_VPP6.

One-way lin|

2021-05-19 14:13:07.603
= A9902_HundredGigE0/0/0/11:
3 E - - ~ — VPP4_tap74:
= VPP4_tap75:
= C8201_TenGigE0/0/0/28:
A9904_HundredGigE0/0/0/9:
VPP2_tap68:
VPP6_tap82:
VPP6_tap83:
A9904_HundredGigE0/0/0/14:
= A9902_TenGigE0/0/0/44:

Delay [ms]

WWNW=0-=0Wwo

0o

1414 14:16 14:18 14:20 14:22 14:24 14:26 14:28

== A9902_HundredGigE0/0/0/11 == VPP4_tap74 == VPP4_tap75 == C8201_TenGigE0/0/0/28 'A9904_HundredGigE0/0/0/9 VPP2_tap68 VPP6_tap82 VPP6_tap!




Packet Capture

(o
p‘ v,
P1

IPv6 Hop-by-Hop Option
Next Header: Routing Header for IPv6 (43)
Length: 5
[Length: 48 bytes]
Path Tracing
Type: Path Tracing (@x32)
00.. .... = Action: Skip and continue (@)
PR N May Change: Yes
...1 0010 = Low-Order Bits: 0x12
Length:_44
Offset: 14
Reserved: 00
CMD - Compressed Midpoint Data < 0x000000
0000 .... = Incoming Interface Load: @
Incoming Interface: @ (0x000)

. 0000 0000 0000
Truncated Timestamp: 0x00 (@)
- Compressed Midpoint Data: 0x000000

0000 .... .... .... Incoming Interface Load: @
. 0000 0000 0000 = Incoming Interface: @ (0x000)
Truncated Timestamp: 0x00 (@)
- Compressed Midpoint Data < 0x000000
0000 .... .... ... Incoming Interface Load: @
. 0000 0000 0000 = Incoming Interface: @ (0x000)
Truncated Timestamp: 0x00 (@)
- Compressed Midpoint Data: 0x000000
0000 .... .... .... = Incoming Interface Load: @
. 0000 0000 0000 = Incoming Interface: @ (0x000)

G970

G8(0

@
o v/

P2
68/

S

G0/2 GO/0 e

O
co/3 coA P4 Gow

G0/2

683 "<

O
G0/0 GOo/3 P6

GO0/3  GO/1 e

%
P5

IPv6 Hop-by-Hop Option
Next Header: Routing Header for IPv6 (43)
Length: 5
[Length: 48 bytes]
Path Tracing
Type: Path Tracing (0x32)
00 Action: Skip and continue (@)
May Change: Yes
...1 0010 = Low-Order Bits: 0x12
Length: 44
Offset: 1T
Reserved: 00
CMD - Compressed Midpoint Data: @x0072cd
0000 .... . = Incoming Interface

. 0000 0111 0010 = Incoming Interface:
Truncated Timestamp: @xcd (205)
- Compressed Midpoint Data: @x0042ce

0000 i . = Incoming Interface
. 0000 0100 0010 = Incoming Interface:

Truncated Timestamp: Oxce (206)

- Compressed Midpoint Data:C0x003laf

0000 .... .... .... = Incoming Interface

P 0000 0011 0001 = Incoming Interface:

Truncated Timestamp: Oxaf (175)

- Compressed Midpoint Data: 0x000000

@000 .... .... .... = Incoming Interface

. 0000 0000 0000 = Incoming Interface:

Load: @
114 (0x072)

Load: @
66_(0x042)

Load: @
49 (0x031)

Load: @
0 (0x000)
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