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RPKI, ROA, ROV

Jiic

RPKI (Resource Public-Key Infrastructure)
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ROA (Route Origination Authorization)
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ROV (Route Origin Validation)
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IELUL\WebHY—/){. DNSH—/ BowebH—/)\. DNSH—/\
e 192.168.1.0/24 AS 65001 \ [ AS 65002
4 | 3,33 | | 33
L host-A H host-B J L router-A router-A H host-A
‘DNS/L— ~ +*DNSH—) (‘\(IE) «DNSH—/ (1)
\__ H—=/@EE) -Web—/\(IF) /U - Webtr—/ \(18)

IX
[ IX- router A J L IX- router B J]
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AS 65117

Copyright © Japan Network Information Center



SETP 1 BEEDIRRE

IFLL\WebHd—/{, DNSH—/\ BdoWebd—){, DNSH—/\
4 192.168.1.0/24 AS 65001 \ [ AS 65002
4 | 3,33 | | 33
- host-A host-B router-A router-A host-A
‘DNS/L— ~ +*DNSH—) V\(IE) «DNSH—/ (1)
\_  H—JVIE) -WebT—/J\(IF) - \_ - Webt—/ ((13)

https://www.handson.test

IX
J [ IX- router A IX- router B ]

- | host | router )
e | |
AS 65117
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SETP 1 EEDIARE

IELUL\WebY—/{, DNSH—/\ #HDWebd—/){, DNSH—/\

8w Bt l - = N i e P Tk A

<head>
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8">
<title>BUY real</title>

</head>

<body> <pre>

RERRHA HE HARRTR
" # & B
REREH B # HHERR
H padpdR #
" H " #
RusgsE # & HEHRRE

</html=>

user-p@ghostll7:~%
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SETP 1 BEEDIRRE

IF LL\WebHd—/{, DNSH—/\ BowebH—){, DNSH—/\
4 192.168.1.0/24 AS 65001 \ [ AS 65002
4 3,33 |¥ | 33
- host-A host-B roﬁtgr—A ] router-A host-A
‘DNS/L— ~ +*DNSH—) V\(IE) «DNSH—/ (1)
\_  H—JVIE) -WebT—/J\(IF) - \_ - Webt—/ ((13)

\
| IXfouter-A - IX- router B J]
/

I
https://www.handson.test } [

L == J L rojﬁs/ J

AS 65117
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STEP 2 *EH"F‘E%'C%G)Web'U"f MCEEE

more specific

‘ \ ‘ Dprefix
IELLWebY—/\, DNSH—/\ #HDWebt—/\, DNSH >«
4 192.168.1.0/24 AS6500L ) (05 168.1.32/27" AS 65002
4 3,33 | | 33
- host-A host-B  router-A ~ router-A  host-A
‘DNS/L— ~ +*DNSH—) K‘\(IE) «DNSH—/ (1)
\_ B—/UE) -Webb—/U(IE) ) ebH —/ {(18)
/ N\
IX BGPICHWTE
[ IX- router A IX-router-B ] én5£5@}%§§
RIS BRZ I

| host | router |
| |

AS 65117
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STEP 2 AIERERETHDWebY A ~MIHFE

more specific
fix

7T _ _ _

E L IH| i i - PO huct ‘!" i B oo b1 T -

[hiremufhandson-island =]% ssh wyos§ki-routerl
i welcome to VypOS
i vyosPH2-Trouterl's passmord

The prograss included with the Deblan GHUSLinux system are freae softsare;
the exact distribatlon Terms for EacCh program Are described in the
Individaal files in Sasr/share/doc/+ copyright.

pebian GHNUYLinux comes with ABSOLUTELY MO WARRANTY, %o the extent
peranitted by applicable lam.
Last Lloginm: Thu Jul 18 33:31:34 3822 from 172.16.11.1
vyasphZ-routerl =%
vyasphZ-routerl:=%
vyasphd-routerl:~§ cont
] |_|l|||1 |
yaEfhi2=-reuterld et protacold Bgp A5082 Address-Famlly 1ped-unicAast metwerk 192 . 168.1.33/27
[edit]
vyosfh2=-routerld
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STEP 2 *EH"F‘E%'C%G)Web'U"f MCEEE

more specific

‘ \ ‘ Dprefix
ELL\Webt—/{, DNSH—/t {DWebB —/t, DNSH—"1 "~
4 192.168.1.0/24 AS6500L ) (05 168.1.32/27" AS 65002
4 3,33 | | 33
- host-A host-B  router-A ~ router-A  host-A
‘DNS/L— ~ +*DNSH—) K‘\(IE) «DNSH—/ (1)
\_ B—/E) +WebH—/(iE) ) ebt—/ (1)
AN

X - IX- router A IX- /t -B BOPICHL TR
https://www.handson.test J | rou erB | || xnz LS5
RIS EIRZE MY

4 .~ host  router
(52 | |
AS 65117
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STEP 2 AIERERETHDWebY A ~MIHFE

more specific

S i

ELES

</html> | o

[l user—p@hostl117:~§ curl https://www.handson.test/
<!DOCTYPE html>
B <head>
L <meta http-egquiv="Content-Type" content="text/html; charset=UTF-8">
<title>BU fake</title>
8 </head>

<bpdy> <pre=

HHEYHs H§ # #  HHaudd HEdEHE S # 4 HHRHRSH
b BO# B B # # 4 # B # #

hifps. BEE T B HHEEE At HEHEE # BH#H HEEEH
# HEREHRE 5 B # # sHbHAEAR K -

# # # # 2 # # & I # #

# # ¥ #  Babsey # # # # #  BEERER
</pre> </body>

</html=>

user-p@hostll7:~%

Copyright © Japan Network Information Center



STEP 2 *EH"F‘E%'C%G)Web'U"f MCEEE

IELUL\WebY—/{, DNSH—/

more specific
Dprefix

4 192.168.1,0/24 AS 65001 ) /192 168.1. 32/Z/AS 65002
4 | 3,33 | | v 33
- host-A host-B  router-A | r75uter -A host-A
‘DNS/L— ~ +*DNSH—) K‘\(IE) «DNSH—/ (1)
\_ H—JVE) -Web5—/U(IE) ) ebt—/ (1)
A N
IX BGPICHWLTES
https://www.handson.test } [ e rOUter A }5/ ,r,?,Uter_B J SND K STMBD
’ RIS BRZ I

| host | router
| -
N__— AS 65117
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STEP 3 ROVD#)R%Z &R

IELUL\WebY—/{, DNSH—/

/

more specific
‘ Mprefix

192.168.1.0/24  AS65001 (155 168 4 30/57" AS 65002

4 | 3,33 | | 33
host-A  host-B router-A ~ router-A  host-A
+DNS)L— i *DNSH—/\(IE) «DNSH—/\(1%)
\_ P—/VIE) -WebH—/\(IE) . ebt—/ (%)
\ N
\ BGP(CHULNTESE

JIL—5T

Origin Validation !

A . =

(
Jic

‘ ~ 13,.“'
=

l

IX /
[ IX-router-A IX-’r‘?’uter-B J SNBESDMED
— AR

host | router

AS 65117
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STEP 3 ROVD#)R%Z &R

— more specific

IELUL\WebY—/{, DNSH—/

‘ MDprefix

b4

/

g’} hiromu@K-PC243: /mnt/c/User: = CI wvyos@router!17: ~ é wyos@k2-router]: ~

192.168.1.0/24
/ interfaces ethernet eth® hw-id '00:0c:29:42:e9:de'
interfaces ethernet ethl address '192.168.117.1/24'
4 3,33 interfaces ethernet ethl hw-id '00:0c:29:42:e9:e8'
interfaces ethernet eth2 address '172.16.1.117/24'
‘ host-A ‘ ‘ host-B ‘ [ interfaces ethernet eth2 hw-id '00:0c:29:42:e9:f2'
“ interfaces loopback lo
DNS)L— b *DNSH—) \(J—-E) policy prefix-list myprefix rule 10 action 'permit'
K .U._/ ((IE) .Web-U-_} ((IE) nalicv nrefiyx-list munrefix rule 10 nrefix '102 1AR 117 6A/74"
policy ROUTES-IN rule 10 action 'deny'

route—-map
route—-map

policy ROUTES-IN rule 10 match rpki 'invalid'

policy

JIL—5T

Origin Validation !

policy
policy
policy
policy
policy

route—-map
route—-map
route—-map
route—-map
route-map
route-map

ROUTES-IN
ROUTES-IN
ROUTES-IN
ROUTES-IN
ROUTES-IN
ROUTES-IN

rule
rule
rule
rule
rule
rule

20
20
20
30
30
30

action 'permit'

match rpki 'valid'

set local-preference '100'
action 'permit'

match rpki 'notfound'

set local-preference '50'

protocols
protocols
protocols

host

protocols
protocols

L nrotocols
router

bgp 65117
bgp 65117
bgp 65117
bgp 65117
bgp 65117
bgp 65117

address—tamily i1pv4-unicast network 1YZ.1es.117.0/24
address—family ipv6—unicast network fdoO:beaf:117::0/48
neighbor 172.16.100.100 address—family ipvd-unicast prefi
neighbor 172.16.100.100 address—family ipvd-unicast route
neighbor 172.16.100.100 address—family ipvd-unicast soft—j
neighbor 172.16.100.100 remote-as '65100'

| RPKITTinvalid (T2 IR 1 = Prefix ' —E 9 DROANE

AS 65117

£ 9 DNOriginASHERDIFE = TDprefix N AZHIRAS

WMESRIBILERSN TLDIHFE(E deny
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STEP 3 ROVD#)R%Z &R

//'

\_ Y—/\(E)

IELUL\WebY—/{, DNSH—/

more specific
Dprefix

192.168.1.0/24 NS 65001\

A hiromu@K-PC243: /mnt/c/User X

ﬁQ’)
x 1 O

CI wyos@router117: ~ vyos@k2-routerl: ~

16 1 2 /D/A‘S 65002

4 ‘ ,E set policy
policy

host-A bolicy
policy

.DNS)L—k DN policy

policy

route—-map
route-map
route—-map
route—-map
route-map
route—-map

20
20
20
30
30
30

ROUTES-IN
ROUTES-IN
ROUTES-IN
ROUTES-IN
ROUTES-IN
ROUTES-IN

rule
rule
rule
rule
rule
rule

action 'permit'

match rpki 'valid'

set local-preference '180'
action 'permit'

match rpki 'notfound'

set local-preference '50'

protocols
protocols
protocols
protocols

protocols
protocols
protocols
protocols
protocols
nrotocols
protocols

JL—FT
Origin Validatior

&

aa

(

Jiic

-,
-

protocols

| host o

bgp 65117 address—family ipvi-unicast network 192.168.117.0/24
bgp 65117 address—family ipv6—unicast network fd@0:beaf:117::0
bgp 65117 neighbor 172.16.100.100 address—family ipvid-unicast
bgp 65117 neighbor 172.16.100.100 address—family ipvi-unicast
bgp 65117 neighbor 172.16.100.100 address—family ipwvi-unicast
bgp 65117 neighbor 172.16.100.100 remote-as '65100'

bgp 65117 neighbor 172.16.100.200 address—family ipvid-unicast
bgp 65117 neighbor 172.16.100.200 address—family ipvi-unicast
bgp 65117 neighbor 172.16.100.200 address—family ipvi-unicast
ban 65117 neiahbor 172.16.100.200 remote—-as '65200'

rpki cache kl-host3 address '192.168.108.3'

rpki cache kl-host3 port '323'

service ssh
system config-management commit-revisions '100'
system console device ttyS@

speed '115200'

= \

ROAFv v 18—/ Dk

AS 65117
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/u8

prefix-list export 'myprefix'
route—-map import 'ROUTES-IN'
soft-reconfiguration inbound

prefix—list export 'myprefix'
route-map import 'ROUTES-IN'
soft-reconfiguration inbound

ROATF+ w =1 (dIRTR (RPKI to Router Protocol) Z{#> T=(FHLS
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STEP 3 ROVD#)R%Z &R

IELUL\WebY—/{, DNSH—/

/
4 | 3,33 | |
- host-A  host-B
-DNSJL— b *DNSH—/\(IEF)
\_  H—JVIE) -WebT—/J\(IF)

192.168.1.0/24  AS65001 (155 168 4 30/57" AS 65002

more specific
‘ Mprefix

33

~ router-A ~ router-A

host-A

https://www.handson.test

IX /
J - IX-router-A  IX-router-B

«DNSH—/{(1A)
- ebtF—/\(1B)
\\

AN
BGPICH UL TES
SNBELSRMED
RIREHRZE R

| host

| router

Origin Validation

AS 65117
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STEP 3 AIERERETHRDWebY A ~MIHFE

more specific
Ve . VP o

X

<head>
<meta http-equiv="Content-Type” content="text/html; charset=UTF-8">
<title>BY real</title>

</head>

<body> <pre>

Rt Radiag H# HAEHRRH
i g 8 #
HEREH ] # HHE#RE
H pHAddy #
" H £ #
Hustbe & # HERHAH

FATYAY
( o.o )
&gt; * &Lt;

</pre> </body>

</html=>

user-p@hostll7:~%
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STEP 3 ROVD#)R%Z &R

- more specific
‘ \ ‘ Mprefix
ELL\Webt—/{, DNSH—/t {DWebB —/t, DNSH—"1 "~
4 192.168.1.0/24 AS 65001 ) /192.168.1.32/2/AS 65002
4| 333 ¥ N 33
~ host-A  host-B  router-A ~ router-A  host-A
.DNS/L— ~ -DNS*D‘—/V\(IE) «DNSH—/ (1)
\_  H—/VE) -WebY—/I(iF) ) ebH—/\(f8)
\ / A

IX BGPICHU\TESE

https://www.handson.test } [ D?‘ SR IX_},rEUter_B J SNDRDIRMBD
’ RIS EIRZE MY

Origin Validation 1 }

3 | host | | rou;cé/ | * ROAF v v = 15—/ (NSRIRTROADERZEVS
S BN yd - ROA EBGPTRME UTTE IR B ZARELE
AS 65117 —lnvalid (Prefixmit—%19 ROANTFIE T DM OriginAS
A WE3D%E) (& deny
IC
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