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1: Announcement of a prefix with Blackhole 2 of a prefix 3 of aprefixwith
community to all members community to one peer (PEER 2) BLACKHOLE community to all the members

excopt PEER 2 and PEER 3
) ?ns FRANCE-X ? RS FRANCE IX

Blackholing o« .,_e ?wsr»mcs—\x

N S Podrs —

n X Pee
X 3 %>
]t i
Peer1 Peer3 Lo Peer3
Inorder to help our members fignt against OGS (Distributed Derval of Service), we et up a BLACKHCLING (B service avail = ! i B pe——
Trafic légitine Trafic légitine. 5 TS Rt
132 (65535:666) /32 (65535:666) RO T
What is black holing ? “
O /32 (ss535:666) O /32 (65535:668) (0:51706) (51706:65001) 732 (e5s35:686)
Fanktut sostrssss 200n7ta278695
Aons (SEECN 185717260 20017115 cetabdead
sarosons . B —
Blackholing guide chicago sr2nss 2001504102 528:0k0ad
Dates 2005320266 200n5048 423421
Ol UAER) 1851866 200178 7:efbert21
I Dusselort 511708 20017186 ce3421
fr— 85121088 200t 78 sciaBiA21
et oul Istarou esr4a6s 20017183ts0eb:e21
. - . — T0ariaz3s68 T —
Blackholing via direct peering
Kotalumpur 10311823485 240342c01:95320
Yo S—— sssases
o Leivg Tas124508 B e——
ey
Lisbon sirsies 200178 d5samcte21
Blackholing via the route servers

b 56P o i’

France-IX: https://www.franceix.net/en/english-services/infrastructure-en/blackholing-english

DE-CIX: https://www.de-cix.net/en/resources/service-information/blackholing-guide

O Equinix Internet Exchange

eaxmim

Digarion K#axvh | Releas
o comred YE—RRUH=TFvIH=IL

59 L RIBH) 745> 7, 15
J0977T3 SHEERRATT, RT6)

nlrnet xchange () TREE RT3 v 152 EABTIE
'y~ XIET (0DoS) KBH S RENET,

X9 T b LD P TKLR 200 (7

TEBENET (e FFLAACLE
i

[rep—

ECBIRE (Y )

Narzged Senvces RTBH 1A s £U K~ b £R 60480 BGP 22

=7 (EIUTORR. RTBH 1%

Hetwork Edge ABEY—ERET
v

O HKIX

Blackholing for Anti-DDoS

Anti-DDoS Support on HKIX Route Servers

Remote Triggered Black Hole Filtering (RTBH)

HKIX supports RTBH for announcement of lack-hale ieing. I orde to facitate beter routing management for routes be-
ing acvertsed via HKDXAS4535 MLPA Route Servers, we highly recommend alpartcpants to make use of BGP communiy
12999 when they announcelreceive BGP routes tofrom the HKIX MLPA route Servers

The BGP community supported by HKIX MLPA route servers

igge Hix

1 |43s:66

ONLY. gged
fiteing and forward the network pefures to pariciant routers.

[T nexthop address used for destinaton based RTBH filering. HKIX
2 |12sasss0ss  [paicbans shou contgrs e roues o dcar e at o oo 3
123255 9066

Equinix Internet Exchange: https://docs.equinix.com/ja/Content/Interconnection/IX/IX-rtbh-guide.htm
HKIX: https://www.hkix.net/hkix/anti-ddos.htm
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. BEENS., BETRESEZVEIS(CBlackhole communityz 45 U TILE
(B)LDZET

~

J .

\
-
(B) JL— b —)\ZEAURWES (BEEET7) > LTS ADRTBH)

i. BEHEHS. BELHKEIEVVRIBONEXT_HOP%Blackhole7/R X MMT U TILE }

ii. DEFTHMSDMRDEEIL. Blackhole7/R X RFEISIXEETND
iii. Blackhole7h X NFEDIEEZ. IPNAP L2 X1 v FDMAC ACLTHZE

\

(A) ii. &
EEEF

’ internet
j’M‘IP /i E% © INTERNET MULTIFEED CO.

20



(A) IL— bo—)(ZiEHRIT DiHE

(BU1E)

B )l— h—)GEHOEBRFORBILES(CDULT
O BEFADIL—INS, JIL— MF—) BRI EILS
O JL— h—)FE. MBOBEEHB,COIL—F (CERAB URER LS
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X.X.X.10/32

CESSED a.a.a.a
JL—5A

X PEERA,B,CIILVINEIL— b —/NEBGPIEHEL TULD
X HEIEB, Cb‘bﬂild)a"a%*;ﬁ/\@%iﬂif“ih_jb\_C'Eumﬂ(a*ﬂﬁ

X.X.X.0/24 via a.a.a.a

JPNAP

HEERB NW

HEERC NW

’ _— " (BERAFRE)
ﬁw © INTERNET MULTIFEED CO.

21




(A) )L— o —)\ZiEBT Dima (1/4)

dunl

SEIZE R & U C. JPNAPHE_E (CE{EHZEST & U T Blackhole7RRA b Z3% &
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ND: Neighbor Discovery
BUM: Broadcast, Unknown unicast, Multicast

# | 70S3> | REWMACK KLR | 58%MACY KLR

1 deny BlackholerZ N } BHL—ILAT

2 permit Bgﬂ‘ﬁ%&%ﬁ any any _
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(LABE. Z=DMDBREFIL—ILhY%E< . default(Zdeny) A —IAT
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MAC ACLOD/_I_UJ :/_5251_653_5 ? B anT*ﬁnj (ARP(L_DL\t)

B BERIL—4 — BlackholeilRA M AD ARPE3R (CDUL\T
O BEFRIL—FIH. ARPFV v 1ZiF > TULBIGE :

& HRRDENE/EEICKDTIE. unicastDARPERMNESND — #1 DJIL—ILICNYYF Ldenyend
— —TEEERBEZF v 1KE - ARPTF VS 1 EUDSHSENEFRLE = broadcastiB{EDiENN

I'Z. BETMACT RLR | SESEMACT? RLA | SBES1T

1 deny Blackholes X ~ } ENL—)AT
= MAC @ —
Blackhole — | JPNAP ACL ARPE:K N BERR
KRR L2A1Y5F .ﬁi@ (F+ v 1 ELOEAFbroadcast) =5
ARPIE
ARPEK
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internet
@Q.. mp 35
I?M‘ll’ © INTERNET MULTIFEED CO.



(Z%&) unicastDARPZEKIC DT

B RFC826

O “unicast” WXL TIIIRVD, T v 1 DIFZIRFT I DIZFEICHULT
ARPE:K (L “BiE" ZEX5NBdEDEEH N DD

Another alternative is to have a daemon perform the timeouts.
After a suitable time, the daemon considers removing an entry.

[t first sends (with a small number of retransmissions if needed)
an address resolution packet with opcode REQUEST directly to the
Ethernet address in the table. If a REPLY is not seen in a short
amount of time, the entry is deleted. The request is sent

directly so as not to bother every station on the Ethernet. Just
forgetting entries will likely cause useful information to be
forgotten, which must be regained.
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I'Z. BETMACT RLR | SESEMACT? RLA | SBES1T

1 deny Blackholer 2 N Fem—is
e MAC @ —
Blackhole — | JPNAP ACL NS NV BERR
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(Neighbor (+ - @DNOS)i [Funicast)
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(£3%) unicastdNeighbor Solicitation(lC DU\ T

B RFC4861 (7.3.3)
O PROBEJREETC(Iunicast TiEBSND EDEEH NHDD

Upon entering the PROBE state, a node sends a unicast Neighbor
Solicitation message to the neighbor using the cached link-layer
address. While in the PROBE state, a node retransmits Neighbor
Solicitation messages every RetransTimer milliseconds until
reachability confirmation is obtained. Probes are retransmitted even
if no additional packets are sent to the neighbor. If no response is
received after waiting RetransTimer milliseconds after sending the
MAX_UNICAST_SOLICIT solicitations, retransmissions cease and the
entry SHOULD be deleted. Subsequent traffic to that neighbor will
recreate the entry and perform address resolution again.

’ internet
j’]\MP /i E% © INTERNET MULTIFEED CO.

38


https://datatracker.ietf.org/doc/html/rfc4861

MAC ACLOTRUZ —F55TED D ? - ExfRRIRENE

B R (CERA UZMAC ACLRU = —

E. ARTMACT LA REMACT FL A | AR5 (7

permit Blackhole7/Rk X ~ i_ AED
2 deny any Blackhole7/R X ~ any Bi)L—JUiT
3 permit HEIR AR any any )

(. ZDMODBERIL—ILAE< . defaultiZdeny) ~ BT

m NDE?
O NDIZ EtherType: IPv6 TH D, NDOENEL2AY S FTEXBITE/RN
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RIE T A ILIRETED T B ? - prefixE /32, /128 DHDZIFANTEU ?

B 25—y NCEY dREDprefixi(d. —AxBI(C
O IPv4: B /24 £T. IPv6: BE /48 £ T (ref. RFC7454)

B RTBH/Blackholing BMD#FEZ (CDULNT
O RFC7999 > RFC5635 (C [AJge/RfE D EARMR /32 F£/=(E /128 THBAINRE] OEDEEHEdHD D
& fBIX/ISP(X. /32, /128 (dDdracceptd DIFE - B \FEEBacceptd DIFEDNRFAGH DI

Accepted prefixes

How does the Blackholing service work?

A e e ]

- Customers advertise their IP prefix(es) with the next-hop IP of their advertising
router. DE-CIX Route Servers accept the following prefix lengths: Standard B<x<24 19 < x < 48

- IPv4: /8 < prefix length < /24
- IPv6: /19 < prefix length < /48

Blackholing B . o e
> Blackholing case: To protect against a massive DDoS attack
- Customers advertise their IP prefix(es) tagged with the BGP BLACKHOLE
Community (65535:666). Accepted prefix lengths are:
- IPv4: /8 < prefix length < /32 (if and only if BLACKHOLE is set) The BGP community supported by HKIX MLPA route servers
l - IPv6: /19 < prefix length < /128 (if and only if BLACKHOLE is set)

Degx -glr:gfh\gil;%atlon (RIR:fittenng) isiappiisd asiususl,to prevent unsuthonzed Trigger participant routers to discard (qull) route for a speciﬁc address. HKIX
1 4635:666 route servers will ONLY accept /32s with BGP community tagged for RTBH

e e b filtering and forward the network prefixes to participant routers.

3

DE-CIX: https://www.de-cix.net/ Resources/Persistent/4/d/5/f/4d5f5d57cb3a466d34ea4d640961353f309cabb3/DE-CIX%20Blackholing%20service.pdf

) France-IX: https://www.franceix.net/en/english-services/infrastructure-en/blackholing-english
ﬁ teet HKIX: https://www.hkix.net/hkix/anti-ddos.htm 4 1
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Blackhole community Mt 5 N TLDERIRDAH. ROVZEZNC LTS

ROV: Route Origin Validation
RPKITITDRRISAREED Z &

[ EZIKH"] (: t@ﬁ‘%ﬂ%(:;@ L/_C:E)RPKI ROV%E&)J (: L/t:b \73\‘- .- Eg@l:gg)l%geﬂél);i%n Authorization
O /32, /128MFFFANDRUS —(CUizizs, (ASES, IP prefix CTDHAR)

ROAMDmMax length(Csl> D Invalid(CIRBDOMBEICEX TS
O ROADmax length%z32, 128(C 9 2DIIEIBNH D
& RFCTHBmax lengthld/NE < EETE I DDH LR
O Euro-IXDO=1 =5« CHEBEICEmA DO ITH. BR/ENICIRSENHDODEREHD
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B )L— —/URATRVBGPE 7 EEENETHEZEZISNDLDIC,
NEXT _HOPHZEENERRZXITANTIELWLWEWLWDES
O Blackhole community M5 ENTZAFER (TR D .

NEXT HOPH'Blackhole/R X MMCEE SNERIBEZEZ T AND RIS —(C
ZELUTCLWEEWEZBZXTULS
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Blackhole communityfi&(d ?

B JANADBGP Well-known Communities(*)& LT 65535:666 WNEEILTLY\D
O RFC7999CH&EMNHD

B <BASES>:666 DHRAEHD
m ZIX/ISPDA :

IX/ISP Blackhole community

France-IX 65535:666 et
DE-CIX 65535:666 e e souees e
Equinix IX 65535:666 e e o Contntsconmecton 1

H KIX 463 5 . 666 https://www.hkix.net/hkix/anti-ddos.htm
GIN 2914:666 (Selective RTBH# D) e

Arelion 65535:666, 1299:666 (Selective RTBHdp D)  Siiesereioncomiouneniondbdo-iotting/bde:

’ﬁ S— (*) IANA - Border Gateway Protocol (BGP) Well-known Communities: https://www.iana.org/assignments/bgp-well-known-communities/bgp-well-known-communities.xhtml
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https://www.franceix.net/en/english-services/infrastructure-en/blackholing-english
https://www.de-cix.net/en/resources/service-information/blackholing-guide
https://www.de-cix.net/en/resources/service-information/blackholing-guide
https://docs.equinix.com/ja/Content/Interconnection/IX/IX-rtbh-host-info.htm
https://docs.equinix.com/ja/Content/Interconnection/IX/IX-rtbh-host-info.htm
https://www.hkix.net/hkix/anti-ddos.htm
https://www.gin.ntt.net/support-center/policies-procedures/routing/
https://www.gin.ntt.net/support-center/policies-procedures/routing/
https://www.arelion.com/our-network/bgp-routing/bgp-communities
https://www.arelion.com/our-network/bgp-routing/bgp-communities
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