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KEOWE D EcEx(tcpdump)

07:25:11.719035
07:25:11.719057
07:25:11.719069

P 209.216.160.2.50051 > 133.242.64.100.53: 43104 A? meetmodeling.example.com. (50)
P 205.171.30.238.44916 > 133.242.64.100.53: 64321% [lau] A? _.modeling.example.com. (71)
172.70.109.31.63292 > 133.242.64.100.53: 40380 [lau] A? osaExpel-pLatINUM.exAmpLe.cOm. (66)
07:25:11.719071 IP 3.139.136.204.44597 > 133.242.64.100.53: 32383% [lau] A? webdirect.foster.example.com. (65)
07:25:11.719113 IP 18.188.77.103.42513 > 133.242.64.100.53: 14853 [lau] A? note-modeling.example.com. (62)

. 719132 172.70.33.19.27971 > 133.242.64.100.53: 35379 [lau] A? indian-awarded.example.com. (63)
1 A? matchfiling.example.com. (49)
285% [lau] A? xmL.mODeLING.eXaMple.CoM. (61)

o 5‘/9\\A7L£3'Z$75U\ %E’E@%ﬂgj‘/ﬁ\bﬁ )44% [lau] A? gatawarded.example.com. (59)

) [lau] A? netherlands.filing.example.com. (67)

e AVZE - /IZ\WNFFX (GO()g|e oI81o)[TelB\SYaw s 3 M:639% [1au]l A? tdd-modeling.example.com. (61)

N “ - >58% [lau] A? web.modeling.example.com. (61)
° 7K)L§&b\i§l%i a:b 5 [lau] A? co.awarded.example.com. (59)

[lau] A? SfaaSobvioUs.ExamplE.Com. (61)
11 [1lau] A? hap.modeling.example.com. (61)
0/:25:11./192/5 1P Y0.114.53.09.5315/ > 133.242.04.100.53: 50/9 [lau] A? gitcn-awarded.example.com. (62)
07:25:11.719312 IP 172.70.229.30.59530 133.242.64.100.53: 45890 [lau] A? ipafoster.example.com. (58)
07:25:11.719336 IP 172.217.46.78.59507 > 133.242.64.100.53: 60186% [lau] A? testcloud-modeling.example.com. (67)
07:25:11.719351 IP 69.47.193.166.52891 > 133.242.64.100.53: 238 [lau] A? bfmpassing.example.com. (59)
07:25:11.719353 IP 34.218.119.91.26001 > 133.242.64.100.53: 31511% [lau] A? signal-modeling.example.com. (64)
07:25:11.719365 IP 34.218.119.91.13381 > 133.242.64.100.53: 4210% [lau] A? pairfiling.example.com. (59)
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# zgrep —-i example.com tcpdump_20221216-0725.txt.gz | awk '{print $3}’' | awk -F. '{print $1”."$2".x.x"}’" | sort
| uniqg —c | sort -hr | head -20
159123 172.253.x.x # public DNSIEHZEA

06013 74.125.x.x # public DNSIZHEA
63560 172.70.x.x # public DNSIiZ{tEB
48554 172.71.x.x # public DNSiZft&EB

44872 18.217.x.x # 279 RAFC e Public DNSIEtEA, BHA% L)

42478 3.139.x.x # 777 NKFC

42057 3.18.x.x # 777 KRKFC ° Zl__jo\/ U \)\)L/\\%E%{Jj‘é(: LTL\%
39979 3.142.x.X # 25 RKEC e HICko T EamAELGBZ EEH B
29020 3.228.x.Xx # 777 KNKFC o ﬂ{l’){/}i\ |:|°/77Ld?<\_’\_\0)||375\\\5t5|'50c793 c\::baz%

28547 8.0.Xx.X

27688 172.217.x.X
27478 44.192.x.X
23852 172.68.X.X
22859 173.194.x.X
19080 165.225.X.X
17485 192.221.X.X
17328 172.69.X.X
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iptables COXiR

# x.example.com DFEWELEZEET

iptables -I INPUT 14 -i eth@® -p udp ——dport 53 -m string ——hex-string "|
0/76578616d7/06c6503636T6d000001 |" ——algo bm ——from 41 —-to 512 -j DROP —-m comment —-—
comment '"*.example.com:a:udp"

iptables —-I INPUT 14 -1 eth® —-p tcp ——dport 53 —-m string ——hex-string "|
076578616d706c65036361T6d0000QL |" ——algo bm ——from 67 ——to 512 —j DROP —-m comment —-
comment “x.example.com:a:tcp"

# www.example.com DOEWEbLEIXFFRIT S

iptables -I INPUT 14 -i eth@® -p udp ——dport 53 -m string ——hex-string "|
777777076578616d7/06c6503636f6d0000AL|" ——algo bm ——from 41 ——to 512 -3 ACCEPT -m comment —-
comment "www.example.com:a:udp"

iptables -I INPUT 14 -1 eth® -p tcp ——dport 53 -m string ——hex-string " |
777777076578616d706c6503636T6d000001 |" ——algo bm ——from 67 ——to 512 -3 ACCEPT -m comment —-
comment "www.example.com:a:tcp"
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tcp-idle-timeout=1 // FRHERBICYIHTT

max—tcp—connections=1500
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dnsdist (https://dnsdist.org/)

e PowerDNSOBIRITTHAOSSE LT ) B

—ZLTWBDNSD FO+ S —H— OWERDNS

drsdist documenrtation » crevious | next | routing table | index

Table of Contents

dnsdist Overview

" 1 v Anadiat Overuiaw
‘ n S I St I S a I D N - D O - a n = Runcirg dnsdist
/ R dnsdist Is a highly DNS-, DoS- and abuse-aware loadbalancer. s goal In Iife I 10 route traffic 1o the best server,

delivering top performance to legitimate users while shunting or blocking abusive traffic.

commenris?
nsialling dnsdist

ickstarl Guice

a b u Se — a Wa re I O a d b a I a n ( :e r I tS O a I S e dnsdist is dynamic, its configuration language is Lua and it can be changed at runtime, and its statistics can be
) racket alicies quered from a console-like interface or an HTTP APL.

S:at stics
Cacring Responces A configuration to balance DNS gqueries to several backend servers.
—xXparting stelistics v.a Cerbon

IN life Is to route traffic to the best

ONS over TLE newServer({address="2 :fe::9", gps=1})
° ° INSCoypt newServer({address="9.9.9.9%", gps=1})
Cunfguring Downsirean Szivers newServer({address="2001:db8::.", gps=10})
Se rve r d e I Ive rI n to e rfo r a n Ce Jynzme Sule Gencration newsScerver( {address="(2001:db81:2
J I I l SAdes newserver( 192.0.2.1")
Sarver pools setScerverPolicy(firstivailable!

~vadbalancing and Server Policiss

to legitimate users while shunting uning dnsdis

Vianual Pages

I ® ® fﬁ :;w'"’fc'f . f you have not worked with dnsdist before, here are some resources 1o gst you going
Jograde LQuide
SacuNty Advscrl

OI b OCI(Ing abu5|ve tl a Co iAo o Install dnsdist.
ower NG Security 1*alicy

Slossary To gel a feeling for how it warks. see the Quickstart Guide

PowerDNS/dnsdist Boense Running and Configuring dnsdist

End of e statements - - : :
The Packet Policies page covers how 10 apply policies to traffic
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dnsdistz%E

addLocal("0.0.0.0:53", {reusePort=true})
addLocal("0.0.0.0:53", {reusePort=true})

newServer({address="127.0.0.1:1053",name="backend1"})
newServer({address="127.0.0.1:1053", name="backend2"})
setServerPolicy(roundrobin)

domainl = newSuffixMatchNode()
domainl:add(newDNSName("example.com."))
addAction(
AndRule ({
SuffixMatchNodeRule(domainl),

NotRule(QNameRule("example.com.")),
NotRule(QNameRule("www.example.com.")),
MaxQPSIPRule(3,16)
r),
DropAction()
)

OrRule({QTypeRule(DNSQType.A),QTypeRule(DNSQType.AAAA)}),

EREO—AILEA ~DI053HK”— b
Z21x v K RXAA>(Zone Apex)

www LAk (Z QPSHIFE
/16 T 3QPSLL E(FDropd 4
EFLWH T RAAL VIFREZ (W
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e prsd-bench& WS ATRY —I)LZGoSE CIE> CEARIICHEE
o WREFERIEIC Cdnsdistx T20PS%E#EZ fz bRefuse&xiRd | (CERE

e 16 5qps(960AV TV /7))l 5 Z L &R (CPU 4 O77)

# GOGC=500 ./prsd-bench —-P 53 -H 192.168.10.50 —max—-workers 200 ——max-length 8 —-zone example.com
2023-01-06 11:17:34.853910735 +0900 JST m=+10.001231332 resolved: 2.100000 query/sec, refused 161820.500000
query/sec, failed 0.000000 query/sec

2023-01-06 11:17:44.856551706 +0900 JST m=+20.003872303 resolved: 2.000000 query/sec, refused 164345.000000
query/sec, failed 0.000000 query/sec

2023-01-06 11:17:54.853914469 +0900 JST m=+30.001235065 resolved: 2.000000 query/sec, refused 162952.400000
query/sec, failed 0.000000 query/sec
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o IEHMRAIRS (Slack A

[sakura-cloud-app] WARNING: sac-tk1la-dns-sv2a

custom.pdns.backend.backend-queries 187998.67 > 150000.0 View Alert

~ \) —_ —_ Role: [cloud-dns] dns2-dns, dns2, dns Monitor:
¢ 7:"] Z. T -Ij- I / \J: (C— thd u m p (C— T a E}J [custom.pdns.backend.backend-queries] from 01/04 22:19 (7 kB) ~
O EcEx '

® %ﬁ 7_: fd: \)\_ \/Ao)lygﬂ% (: (j: dnSdiSt 0) [sakura-cloud-app] WARNING: sac-isla-dns-svZ2a

custom.pdns.backend.backend-queries 1829250.67 > 150000.0 View Alert

EQE% 1/F (') N AnSi blez\\j:gx j_% %Emﬁ% Role: [cloud-dns] dns2-dns, dns2, dns Monitor:
. [r_‘u§tom.pdns.backend.backend-queries] from 01/04 22:19 (6 kB) ~
YERL. A8 h
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