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Cloudflare outage on June 21,
2022

. Tom Strickx :gj Jeremy Hartman
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Introduction

Today, June 21, 2022, Cloudflare suffered an outage that affected traffic in 19 of
our data centers. Unfortunately, these 19 locations handle a significant proportion
of our global traffic. This outage was caused by a change that was part of a long-
running project to increase resilience in our busiest locations. A change to the
network configuration in those locations caused an outage which started at 06:27
UTC. At 06:58 UTC the first data center was brought back online and by 07:42
UTC all data centers were online and working correctly.

Depending on your location in the world you may have been unable to access
websites and services that rely on Cloudflare. In other locations, Cloudflare
continued to operate normally.

We are very sorry for this outage. This was our error and not the result of an attack
or malicious activity.

https://blog.cloudflare.com/cloudflare-outage-on-june-21-2022/
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Host Type Software

VMware Workstation Player %3

Virtual box {7
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&= = 7LEa- V1
= | am: L

0% @D
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vyos-1.4
FRL—F 1YY A7 L Debian (64-bit)
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® 274 > , .
XAV AEY— 4096 MB

TOtyH— TP =~ — B

ERIGF: 70vE—, X%, N\—FF 127

FUEIL—Yav: KWM ERal

mar W0S - Boot Menu

16 MB \ [Live (amd64-wyos)

F—: VMSVGA Live (amd64-wos failsafe)
R
s

IDE £hY#UTRF—: [ K51 7] vyos-1.4-rolling-202301151434-amd64.iso (427.00 MB)
Ay hkO—5—: SATA
vyos-1.4.di (7, 20.00 GB)

RARRSA/N—= F7AIk
AYhkA-3—:  ICHAC97 Press ENTER to boot or TAB to edit a menu entry

@ *vh7—2 BOLPo 1EBE@ IO @ Lerx
F#74=1: Intel PRO/1000 MT 2% kv 7 (NAT)
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Hypervisor

E openstack. @ pefaut @ admin ~ & admin +

Project v
Project / Compute / Overview

AP| Access

Computo + Overview

Instances | jmit Summary

VMware ESXi [«
R
OpenStack - @ . - = ¥ ¥

Used 00f 10 Used 0 0f 20 Used 0Bytes of 50GB Allocated 0 of 50 Used 20f 10 Used 00f 10
Network >
Object Store >
PrOXI I lOX feme ?

Volume Storage

Identity > Used 0Bytes of 1000GB

H y p er- V Usage Summary

Select a period of time to query its usage:

2018-01-05 ) 2018-01-06
Active Instances:
Active RAM:
This Period's VCPU-Hours
This Period's GB-Hours:
This Period's RAM-Hours:

& Download CSV Summary
Instance Name Disk RAM Time since created

No items to display.
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Network Emulator

192.168.0.0/24
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Network Vendor Solution
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Custom Script

. AU T REZVTCEElibvirt\>Dockerz{EHT 354

docker

© LINE

19



© LINE

XY EIT—TJDREBREOERICKOHDEHD

BEICEBENTED
1YY RTCA VA R—ILDTES
FERETIDYY— DD
HEBEADOA —/N—~\ W EHD AL
VMTIEEL OV T FHERTES
FROY —ZEEICERTED
GUI?
EExET7AIL?
SHIRBZEEICEDEIT CENTED
REXYEFTD—TJDORZTILY1—EDLPITL
INTYRFEVYTITFvHTES
JILFARVYG—[ZHIELTWD
-V &
HEPERENMROY—ZRBAITRIEHLTEDS
RIRED S D =B ICEAE - B1EA LT LY



© LINE

XY RV =T DRBREOER(CKHDIED

BREICBERLITED
o« 1IONYETAYVRAL—IDTES

o ERITDYY — DL

« R78
° A7ub¢?7?ﬁb?*é

o YIFARYYI—THHLTWNDS

o ATV E
o HEPEBENNOY—EREAITBRZENTEDS
o BEEDH OTZEICHE - BIEEHSLPIT L

21



Containerlab



Containerlab

https://containerlab.dev/
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https://containerlab.dev/

nasu@janog51-demo1:~$ sudo bash -c "$(curl -sL https://get.containerlab.dev

Downloading https://github.com/srl-labs/containerlab/releases/download/v0.34.0/containerlab_0.34.0_linux_amd64.deb
Preparing to install containerlab 0.34.0 from package

Selecting previously unselected package containerlab.

(Reading database ... 93975 files and directories currently installed.)

Preparing to unpack .../containerlab_0.34.0_linux_amd64.deb ...

Unpacking containerlab (0.34.0) ...

Setting up containerlab (0.34.0) ...

_ ) |1 |

/) N N D L NI Y U~ LN
COl o T IZCCT Tl Ce 0 11D
N o] TNl TN s

version: 0.34.0
commit: 3a206aa?2
date: 2022-12-23T10:04:35Z
source: https://github.com/srl-labs/containerlab
rel. notes: https://containerlab.dev/rn/0.34/



https://containerlab.dev/install/

Topology Definition

name: janog5l-demol

topology:
nodes:
ceosl:
kind: ceos
image: ceos:4.28.4M
srill:
kind: srl
image: ghcr.io/nokia/srlinux
links:

— endpoints: ["ceosl:ethl", "srll:el-1"]

© LINE

ceosl

srl1
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Support OS

Container

Nokia SR Linux
Arista ceOS
Cisco XRd
Azure SONIC
Juniper cRPD

Cumulus VX

Keysight IXIA-C

VM Base Container

Nokia virtual SR OS (vSim/VSR)
Juniper vMX

Juniper vQFX

Cisco I0S XRv9k

Cisco Nexus 9000v

Dell FTOS10v

Cisco CSR 1000v

Arista VEOS

Palo Alto PAN

IPInfusion OcNOS

Check Point Cloudguard




Vrnetlab

https://github.com/hellt/vrnetlab

\él\g)/\‘—zm}ii@)b—g A A=AV TFHTBZHDEEHF=ZIRHET S

PR BE
OS - VersionlC K5 HEW—BEMHDH DY AT A
Cc;g’%uinerd)/\)lzl?l v I tkeeZ MU TREIIL— 5 DitcE) 4 = e
T
I ~O=—WIL—=Y - D#T0—T 40 F7L—2TVMBEINTWLS
RHEINTVR0SHIDDIVTFFEUTRMT S
Management®DE&E%Z U CSSHZ IR T D

VT FIcvethZ BT LR TEEL TLBREIL-FIDIK—FIC¥
YEYIEIND

© LINE



Vrnetlab

gemu-kvmHBA>TBIVTF OSZ & sk T Nfzgemu options SSHTOZ A Y TED LD ICRIEREDE

Kia
it

def bootstrap_config(self):
"""Do the actual bootstrap config
self.wait_write("cli", None)
self.wait_write("set cli screen-length 0", , 10)
self.wait_write("set cli screen-width 511 ’
self.wait_write("set cli complete-on-space off", ">", 10)

. 20 04 class N9KV_vm(vrnetlab.VM):
* * def __init__(self, hostname, username, password, conn_mode):
NRININININY disk_image = ""

for e in os.listdir("/"):
if re.search(".qcow2s$", e):

apt—get update —qy

&& d . . <?1sk_1mag.e self.wait_write("edit exclusive", ">", 10)

apt—get upgraae —qy if dxsk_%mage =="" » - self.wait_write("delete chassis auto-image-upgrade")

&& apt_get insta-l.-l. -y logging.getlogger().info("Disk image was not found") self.wait_write("commit")

b d _t q -L exit(1) self.wait_write("set chassis fpc @ pic @ number-of-ports 96")
ri ge—U 1Ls super(N9KV_vm, self).__init_ ( self.wait_write("set system host-name {}".format(self.hostname))

self.wait_write("set system services ssh")
self.wait_write("set system services netconf ssh")
self.wait_write("set system services netconf rfc-compliant")

i prou te2 username, password, disk_image=disk_image, ram=8192

python3-ipy !

self.hostname = hostname

socat self.conn_mode = conn_mode

qemu_kvm # mgmt + 128 that show up in the vm, may as well populate them all in vrnetlab right away
self.num_nics = 129

thd Ump self.nic_type = "el000"

ssh ["-cpu", host, level=9"])

self.wait_write(
"set system services extension-service request-response grpc clear-text port 57400"
)
self.wait_write(
"set system services extension-service request-response grpc max-connections 4"
)

inetut ilS—ping self.wait_write(
dnSUt l-l.S # bios for ndkv ) "set system login user %s class super-user authentication plain-text-password"
self.gemu_args.extend(["~bios", "/OVMF.fd"]) % self.username
telnet
geniSOimage overlay_disk_image = re.sub(r"(\.[*.]1+$)", r"-overlay\1", self.wait_writeyself.password, "New password:")
. . # boot harddrive first self.wait_writefself.password, "Retype new password:")
&& rm —Ff /Va r/llb/apt/llStS/* self.qemu_args.extend(["-boot", "c"]) self.wait_write"set system root-authentication plain-text-password")
replace_i;dex = self.qemu_args. index( self.wait_writefself.password, "New password:")
"if=ide, file={}".format (overlay_disk_image) self.wait_writefself.password, "Retype new password:")
IMAGE ) self.wait_writeff"set interfaces fxp@ unit @ family inet address 10.0.0.15/24")
$IMAG E* / self.qenu_args| self.wait_writef"delete interfaces fxp@ unit @ family inet dhcp")
‘ -7 self.wait_writef"delete system processes dhcp-service")
* L] py / replace_index # set interfacelfxp® on dedicated management vrf, to avoid 10.0.0.0/24 to overlap with any "testing" network

1 = "file={}, if=none, id=drive-sata-disk@, format=qcow2".format( self.wait_writel|"set system management-instance")

ef''set routing-instances mgmt_junos description management-instance")
outgoing traffic (set the default route on the management vrf)

overlay_disk_image

22 161/udp 830 5000 10000- )

10099 self.gemu_args.extend( ["-device", ci,id=ahci@,bus=pci self.wait_write("set routing-instances mgmt_junos routing-options static route 0.0.0.0/0 next-hop 10.0.0.
self.gemu_args.extend( self.wait_write("commit")
[ ] [ self.wait_write("exit")

[ ] "_device" # write another exist as sometimes the first exit from exclusive edit abrupts before command finishes
'

"ide-hd,drive=drive-sata-disk@,bus=ahci@.9, id=drive-sata-disk@,bootindex=1",

self.wait write("exit", wait=">"

© LINE
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Requirements

DockerDD 4/ VA F—J)LTN TS
containerlabZsudo CE{T9 DR

Public VT FLIARUDSSY U YO— R TEFEVIMmageDFE

—EDImagezFES B BICIETTEEICHIS T DHEHLH D
_inux Kernel Version
_inux Kernel Parameter

gl



Demo Environment

Linux Kernel

5.15.0 1026-gcp

oS
Ubuntu 22.04.1 LTS

Docker Version
20.10.22
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nasu@janog51-demo1:~$ sudo bash -c "$(curl -sL https://get.containerlab.dev

Downloading https://github.com/srl-labs/containerlab/releases/download/v0.34.0/containerlab_0.34.0_linux_amd64.deb
Preparing to install containerlab 0.34.0 from package

Selecting previously unselected package containerlab.

(Reading database ... 93975 files and directories currently installed.)

Preparing to unpack .../containerlab_0.34.0_linux_amd64.deb ...

Unpacking containerlab (0.34.0) ...

Setting up containerlab (0.34.0) ...

_ ) |1 |

/) N N D L NI Y U~ LN
COl o T IZCCT Tl Ce 0 11D
N o] TNl TN s

version: 0.34.0
commit: 3a206aa?2
date: 2022-12-23T10:04:35Z
source: https://github.com/srl-labs/containerlab
rel. notes: https://containerlab.dev/rn/0.34/



https://containerlab.dev/install/

Create Topology File

nasu@janog51-demol:~$ mkdir janog51-demol
nasu@janog51-demol:~$|cd janog51-demol/

nasu@janogb1-demol:~/janoghl-demol1$ cat << EOF >>|janogbl-demol.clab.yml
name: janog5l-demol
topology:
nodes:
ceosl:
kind: ceos
image: ceos:4.28.4M
sril:
kind: srl
image: ghcr.io/nokia/srlinux
links:
— endpoints: ["ceosl:ethl", '"srll:el-1"]

© LINE



nasu@janoé51-demo1:~/janoé51-demo1$ 1s
janog51-demol.clab.yml

nasu@janog51-demol:~/janog51-demol1$| sudo containerlab deploy
INFO[0000] Containerlab v0.34.0 started

INFO[QQ00] Parsing & checking topology file: janoghl-demol.clab.yml

INFO[@000] Creating lab directory: /home/nasu/janog51-demo1/clab-janog51-demol

INFO[Q000] Creating docker network: Name="clab"”, IPv4Subnet="172.20.20.0/24", IPv6Subnet="2001:172:20:20::/64", MTU="1500"
INFO[Q000] Creating container: "ceos1”

INFO[0000] 0 11"

INFO[Q001 i

INFO[0001]

INFO[0001]

lab-janog51-demol-ceos1 | c@eb69cca8lf | ceos:4.28.4M | ceos | running | 172.20.20.2/24 | 2001:172:20:20::2/64 |
lab-janog51-demol-srl1l | 2f5dal34cacd | ghcr.io/nokia/srlinux | srl running | 172.20.20.3/24 | 2001:172:20:20::3/64 |




nasu@Janog51-demo1-~/Janog51-demo1$ docker ps

2f5dal34cacd ghcr.io/nokia/srlinux  "/tini -- fixuid -q **¥ About a minute ago Up About a minute clab -janog51-demo1-srli
cOeb69cca81f  ceos:4.28.4M "bash -c¢ '/mnt/flash:**  About a minute ago Up About a minute clab-janog51-demol-ceos]

. . ‘ ‘ @janog51-demol:~/janog51-demol$ cat /etc/host
nasu@janog51-demo1:~/janog51-demol nasusJanogyl-denol 7/ janogslrdenols cat fetc/hosts

NETWORK ID NAME DRIVER SCOPE e llowine 11 T .
8fa5b31ef276  bridge  brid local T o e ooy ore for IPve capable hosts
d34296ead5d clab ' ::0 ip6-localnet

::0 ip6-mcastprefix
oS ::1 ip6-allnodes

db1 64bbd06a1 none null local ::2 ip6-allrouters
::3 ip6- allhosts

###### CLAB Janog51 demo1 START HH 4
172.20.20.2 clab-janog51-demo1-ceos]
172.20.20.3 clab-janog51-demol-srli
2001:172:20:20::2 clab-janog51-demol-ceos]
2001:172:20:20::3 clab-janog51-demol1-srli
tH##### CLAB-janog51-demo1-END ######




nasu@janog51-demo1:~/janog51-demo1$ docker lexec -it|clab-janog51-demol-ceos]
ceosl>ena

ceos1#

ceos1#j]

d :~/Jjanog $ docker clab-janog
Using configuration file(s): []

Welcome to the srlinux CLI.

Type 'help' (and press <ENTER>) if you need any help using this.
--{ running }--[ 1--

A:srl1#

--{ running }--[ 1--

A:srll#

Current mode: running




nasu@janog51-demol:~/janog51-demoly ssh admin@clab-janog51-demol-srli

: Welcome to Nokia SR Linux!
nasu@janog51-demol:~/janog51-demo1$|ssh admin@clab-janog51-demol1-ceos] : Open Network O0S for the NetOps era.
(admin@clab-janog51-demol-ceos1) Password: :

Last login: Wed Jan 11 04:54:56 2023 from 2001:172:20:20: :1 : This is a freely distributed official container image.
ceosl>ena : Use it - Share it

ceos1#l . Get started: https://learn.srlinux.dev
: Container: https://go.srlinux.dev/container-image
: Docs: https://doc.srlinux.dev/22-11
: Rel. notes: https://doc.srlinux.dev/rn22-11-1
: YANG: https://yang.srlinux.dev/v22.11.1
: Discord: https://go.srlinux.dev/discord
: Contact: ://go.srlinux.dev/contact-sales

admin@clab-janog51-demol-srll’'s password:

Last login: Wed Jan 11 @4:55:56 2023 from 2001:172:20:20::1
Using configuration file(s): []

Welcome to the srlinux CLI.

Type 'help' (and press <ENTER>) if you need any help using this.
--{ running }--[ 1--

Current mode: running




ceos1>

ceosl1>ena

ceosl#conf t

ceosl(config)#interface ethernet 1
ceos1(config-if-Et1)#no switchport
ceosl(config-if-Et1)#ip address 192.168.10.1/24
ceosl(config-if-Et1)#no shutdown
ceos1(config-if-Et1)#end

ndid ha
A:srll# set network- 1nstance default interface ethernet-1/1.0
--{ * candidate.shared default }--[ 1--
A:srli#{ comnit save

/system:
Saved current running configuration as initial (startup) configuration '/etc/opt/srlinux/config.json’

All changes have been committed. Leaving candidate mode.
--{ running }--[ J--




Advance



nasu@janog51-demo1:~$ ‘

clab-janog51-demol1-ceos]
clab-janoghb1-demol-srl1 (id: 1)

nasu@janog51-demo1:~/janog51-demo1$ sudo ip netns exec clab-janog51-demol-ceosl ip a
1: K

lo: <LOOPBACK,UP,LOWER_UP> mtu 6 q q
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/24 scope host lo

valid_1ft forever preferred_1ft forever
inet6 ::1/128 scope host
valid_1ft forever preferred_1ft forever

: arpsnoop: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UNKNOWN group default glen 1000

link/ether 22:ec:91:ba:37:f9 brd ff:ff:ff:ff:ff:ff

: arpinject: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fqg_codel state UNKNOWN group default glen 1000

link/ether e6:2c:63:e0:63:ac brd ff:ff:ff:ff:ff:ff

. fabric: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 10000 qdisc fq_codel state UNKNOWN group default glen 1000

link/ether 00:1c:73:01:8e:c1 brd ff:ff:ff:ff:ff.ff

: fabric1: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 10000 qdisc fqg_codel state UNKNOWN group default glen 1000

link/ether 00:1c:73:01:8e:c1 brd ff:ff:ff:ff:ff:ff

: fabric2: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 10000 qdisc fq_codel state UNKNOWN group default glen 1000

link/ether 00:1c:73:01:8e:c1 brd ff:ff:ff:ff:ff:ff

: fabric3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 10000 qdisc fqg_codel state UNKNOWN group default glen 1000

link/ether 00:1c:73:01:8e:c1 brd ff:ff:ff:ff:ff:ff

: eth@@if9: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc noqueue state UP group default

link/ether 00:1c:73:62:cd:bd brd ff:ff:ff:ff:ff:ff link-netnsid @
inet 172.20.20.3/24 brd 255.255.255.255 scope global eth®
valid_1ft forever preferred_1ft forever
inet6 2001:172:20:20::3/64 scope global
valid_1ft forever preferred_1ft forever
inet6 fe80::21c:73ff:fe62:cdbd/64 scope link
valid_1ft forever preferred_1ft forever

: cpu: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fqg_codel state UNKNOWN group default qlen 1000

link/ether 5e:66:79:1a:34:eb brd ff:ff:ff:ff:ff:ff

: fwdo: <BROADCAST,MULTICAST,NOARP,UP,LOWER_UP> mtu 1488 qdisc fq_codel state UNKNOWN group default qlen 1000

link/ether 46:12:94:22:fb:d@ brd ff:ff:ff:ff:ff:.ff
inet6 fe80::4412:94ff:fe22:fbd0/64 scope link
valid_1ft forever preferred_1ft forever

: eth1@if10: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc noqueue state UP group default

link/ether aa:cl:ab:ba:96:5e brd ff:ff:ff:ff:ff:ff link-netns clab-janog51-demol-srli
inet 192.168.10.1/24 brd 255.255.255.255 scope global ethl
valid_1ft forever preferred_1ft forever




nasu@janog51-demo1l:~/janog51-demo1$ |sudo 1p netns exec clab-janog51-demol-ceosl sudo tcpdump -i ethl
sudo: unable to resolve host janog51

tcpdump: verbose output suppressed, use -v[v] . for full protocol decode

listening on eth1, link-type EN10QMB (Ethernet), snapshot length 262144 bytes

09:17:56.876748 IP 192.168.10.1 > 192.168.10.2: ICMP echo request, id 6, seq 3, length 80
09:17:56.884358 IP 192.168.10. 192.168.10.1: ICMP echo reply, id 6, seq 3, length 80

09:17:57.878487 IP 192.168.10. 192.168.10.2: ICMP echo request, id 6, seq 4, length 89
09:17:57.884727 IP 192.168.10. 192.168.10.1: ICMP echo reply, id 6, seq 4, length 80
09:17:58.879869 IP 192.168.10. 192.168.10.2: ICMP echo request, id 6, seq 5, length 89
09:17:58.888553 IP 192.168.10. 192.168.10.1: ICMP echo reply, id 6, seq 5, length 89
09:17:59.881682 IP 192.168.10. 192.168.10.2: ICMP echo request, id 6, seq 6, length 89
09:17:59.887813 IP 192.168.10. 192.168.10.1: ICMP echo reply, id 6, seq 6, length 80
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nasu@janog51-demol: $ Isudo containerlab graph
[0000] Parsing & checking topology file: janogbl-demol.clab.yml
[0000] Serving static files from directoryv: /etc/containerlab/templates/graph/nextui/static
[0000] Serving topology graph on| http://0.0.0.0:50080

ContainerLab Topology JANOG51-DEMO1
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AEREZHRI I L TOREBRIEODSH TD 1

: 0S
: 0S
: 0S
FEITTYAMLZELLD?
: 0S
r2 r4 e

r1 ré : : 0S
r3 r5

'rl:ethl", "r2:ethl"

- : [ ) ]
- : ["rl:eth2", "r3:ethl"]
- : ["r2:eth2", "r3:eth2"]
- : ["r2:eth3", "rd4:ethl"]
- : ["r3:eth3", "r5:ethl"]
- : ["rd4:eth2", "r5:eth2"]
- : ["r6:ethl", "rd4:eth3"]
- : ["r4:eth2", "r5:eth3"]
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: 0S
: 0S
' FBRTYAMLEELD?
: 0S
r2 r4 (=] > — 1 vy =
e 05 S CEREDNIE R DI UICIEE T DD ?
r1 ré : 0S
r3 r5

- : ["rl:ethl", "r2:ethl"]
r7 - : ["rl:eth2", "r3:ethl"]
= : ["r2:eth2", "r3:eth2"]
- : ["r2:eth3", "rd4:ethl"]
- : ["r3:eth3", "r5:ethl"]
= : ["rd:eth2", "r5:eth2"]
- : ["r6:ethl", "rd4:eth3"]
- : ["r4:eth2", "r5:eth3"]
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#show run

hostname r1

interface ethernet 1/1
ip address 192.168.10.1/24

r1

router bgp 65000
router-id 10.0.0.1
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r1

#show run

hostname r1

interface ethernet 1/1
ip address 192.168.10.1/24

router bgp 65000
router-id 10.0.0.1

Copy & Paste

RZzBIRI DI LTOREBRIEDDSH ED 2

Virtual-r1#
Virtual-r1#conf t
Virtual-r1(config)#




cEOS(config)#interface ethernet 9
cEOS(config-if-Et9)#traffic-policy input acl_test

% Unavailable command (not supported on this hardware platform)
cEOS(config-if-Et9)#]

RP/@/RP@/CPUQ:XRd(config-if)#show configuration failed
Wed Jan 11 ©09:56:42.193 UTC

'l SEMANTIC ERRORS: This configuration was rejected by
'l the system due to semantic errors. The individual

'l errors with each failed configuration command can be
I'l' found below.

interface GigabitEthernet@/0/0/0

mtu 9216

''% Invalid value: The valid media MTU range is from 64 to 9000
!
end




cEOS(config)#interface ethernet 9
cEOS(config-if-Et9)#traffic-policy input acl_test

% Unavailable command (not supported on this hardware platform)
cEOS(config-if-Et9)#

RP/@/RP@/CPUQ:XRd(config-if)#show configuration failed
Wed Jan 11 ©09:56:42.193 UTC

'l SEMANTIC ERRORS: This configuration was rejected by
'l the system due to semantic errors. The individual

'l errors with each failed configuration command can be
I'l' found below.

interface GigabitEthernet@/0/0/0

mtu 9216

''% Invalid value: The valid media MTU range is from 64 to 9000
!
end




AEREZBIRIDILTOREBEIREDDLH FD 3

cEOS(config)#interface ethernet 1/1
% Invalid input R TlEinterfaceD A FRRBIN R LE S
cEOS(config)#i}

P
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AEREZBIRIDILTOREBEIREDDLH FD 3

cEOS(config)#interface ethernet 1/1
% Invalid input =8 TlXinterfaceDan & F7 BI AV 24 &

cEOS(config)#i}

interfaceMEZ&TELLSMNZE - - -

ip route 192.1678.10.0/24 ethernet1/1192.168.30.1

set protocols ospf area 0.0.0.0 interface et-0/0/1.0 interface-type p2p

RETHERALTWSinterface& ITBEZHZ ANENH D

»,

P

1
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.—J'l'.':g- 5J:Z‘;0)1}§;tg\f%

#show run
hostname r1

interface ethernet 1/1
ip address 192.168.10.1/24

router bgp 65000
router-id 10.0.0.1

{48 FA ® Config

© LINE

BEDDHH FD 3

ERTETRVEECInterfacez ETHWR D - - -

A—H— - OSICK>TIEBRIIHRL - - -
BRI TADD
HZEEIFZEDLD>D>TLWDDT
RERDConfigbBHET DIELH D

FHTEIBRDDIFIRENTIZZL S



AEREZBHRI I LTOREBERIEDDSH L&
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Simple
SRI DT —IY—ADBDEN
User Friendly

NOY —%{ERRTED

1 OX Y FCEZDRE T DIRBIRIED k7
Follow the Production Changes
SHOTEREDE - REICEMRTED
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B ERERD T —FIEECHD?

ACIRREWVWDDDH'H D ?
e S5LLDPTH>TLKD?
IPAMD T — 52/ >CTD ?
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B ERERD T —FIEECHD?

ACIRREWVWDDDH'H D ?
e S5LLDPTH>TLKD?
IPAMDET — 52/ >TD ?

interface ethernetl
description SwitchA Eth10/1

set interfaces et-0/0/0 description "RouterB et-0/0/1"
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B ERERD T —FIEECHD?

ACIRREWVWDDDH'H D ?
e S5LLDPTH>TLKD?
IPAMDET — 52/ >TD ?

interface ethernetl
description SwitchA Eth10/1

set interfaces et-0/0/0 description "RouterB et-0/0/1"

TED R &nterfaceh'ED 1 7=ConfigdDdescription @
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description® 5 FhOIJ —%4ERKT D

interface®description|Z (ZXIED R R k& EinterfaceH EEE S LT LV
descriptionDXFHH SWEDKA L EA VI T T —AEZ%=T—F

description “switchA.tokyo.dc1.10.jp GiO/0/0/1”

description “switchA jp 0/0/0/1” OppositeHostname: switchA.tokyo.dc1.10,jp
Oppositelnterface: GigabitEthernetO0/0/0/1

description “switchA.dc1 gigabitethernet0/0/0/1"

description “switchA GigabitEthernetO/0/0/1"

> —FUIBRZRETGDOECHROY—Z&E/RK LT
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Generate Convert

Config

Topology from
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R TEH UL\ ConfigDHl

#show run

interface Ethernet1/1
filter input XXXX
description “RouterB Eth2/1"

interface Ethernet2/1
description “RouterC Eth1/1”

#show run

interface Ethernet1
description “RouterB Eth2/1”

interface Ethernet2
description “RouterC Eth1/1”

#show configuration | display set

set forwardina-options samplinag XXX
set interfaces xe-0/0/0 description "RouterC xe-0/0/1"

#show configuration | display set

set interfaces ge-0/0/0 description "RouterC xe-0/0/1"

© LINE

DeleteConfiglList :

""'speed forced",
"filter input",

DeleteConfiglList

[1string{

[1string{

"set forwarding-options sampling"



Interface®d = {8

interface Ethernet1/1
description “RouterA Eth2/1”

set interfaces et-0/0/0 description "RouterB et-0/0/1"

© LINE

Interface {
OriginalEndPoint string
ParsedEndPoint int
ContainerlabEndPoint int
Description string
Lag bool

interface Ethernet1
description “RouterA Eth2/1”

set interfaces ge-0/0/0 description "RouterB et-0/0/1"
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Configz BT d7=&HIC - - -

containerlab deploy= 9 & & Ansible@Inventory 7 7 A JLDBYER S ND

nasu@janog51-demol: $ cat clab-janog51-demol1/ansible-inventory.yml
all:
children:
ceos:
hosts:
clab-janog51-demo1-ceos1:
ansible_host: 172.20.20.2
srl:
hosts:
clab-janog51-demo1-srli:
ansible_host: 172.20.20.3 /

Con\_/erth\_Conﬂ HZHEATAELDETaskzEET D

'‘{{inventory_ hostname}} Apply Config"

./conflg/{{lnventory_hostname}}_parsed_config“
"always"

containerlab®startup-configlEERA L 7% LY
config@h'Z L) & —EBDImage TEAICKHT B4 - - -

© LINE



Conclusion

#show run

hostname r1

#show run

hostname r2

nodes:
ri:

kind: 0S

r2:

kind: 0S

links:

- endpoints: ["rl:ethl", "r2:ethl"]
- endpoints: ["rl:eth2", "r2:eth2"]

Parse

Convert

#show run

hostname r1

#show run

hostname r2

CONTAINERIab

cw o A

Deploy

Provision

CONTAINERIab

Virtual Environment

70
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. » 10.0.0.0/24 should be: l
d n10)10.00.0/24 »/Reachable from C|
n2

» Unreachable from P, n4

e - ) !
CO N TAI N E R auv 3interface int2_10ip 10.0.0.1/24 4 static route 10.0.0.0/24 drop '
4 ospf redistribute connected metric 10 | 5 ospf redistribute static Metric 10

Running networking labs \mth Docker UX 7 — Configuration of n2

1 ospf interface int2_1 metric 1 1 ospf interface int3 J1 metric 1
Roman DOdlﬂ Karim Radhcuqnl 2 ospf interface int2 3 metric 1 2 ospf interface int3/ 2 metric 1
14 } 3interface int2_10ip 10.0.0.1/24 3 ospf interface intj_4 metric 1

NANOG’83 L 4 ospf redistribute connected metric 10
. S 4 static route 10.0.0.0/24 drop

_. @ntdvps 5 prefix-list PL_C 10.0.0.0/24 5 ospf redistribute static metric 10
- = ; \

6 bgp neighbor c1 AS C apply PL_C out
6 bgp neighbor p1 AS P Accept ALL

> Pl O 249/2479
Containerlab - running networking labs with Docker UX

4,270 14588 + 2021/11/16 b EEE G EEE o E L A5 v K oUvT HRE .. BatfishzfEF Lic A7V 7« TRy N T — VB ORKRIE
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general

2022¢F10H 138

@ @pv Hello, can | run a palo alto firewall in containerlab? | have read the dot 0 ontainerlab and they pointed me towards using vrnetlab and runnin alo alto vm

ronmemilli 2022/10/1
After several hoops -- most having to do with my own setup -- | was able to get hellt/vrnetlab to build panos 10.0.6 s

I'm currently running 2 nodes in active/active HA so it's at least possible s

@ @ronmemilli After several hoops -- most having to do with my own setup -- | wa e to get hellt/vrnetlab t panos 10.0.6

You are the first onell Did you have to do anything besides official docs?

ronmemilli 2022/10/13
lol really? | wouldn't have tried so hard if | knew that haha
No, | just can't run vrnetlab and standard containerlab nodes on the same host. otherwise my machine crashes s

the vxlan integration is clutch though, makes multi host labs easy

® @ronmemilli After several hoops -~ most having to do with my etup - e to get hellt/vrnetlab to build panos 10.0.6 (a2

elcorsair 10,
Hi @ronmemilli how you go about creating the palo alto docker image with hellt/vrnetlab?

® @elcorsair Hi @ronmemilli how you go about creating the palo alto docker image rnetlab?
ronmcemi 22/10/13
| pretty much followed their README . The 10.0.4 eval version | got from PAN initially didn't work

as it has a bug related to time sync. | was able to get 10.0.6 working after verifying my gemu/kvm configuration was correct

elcorsair 2022/10/13

What you verify on the gemu/kvm configuration?

The error | encountered is not able to connect to gemu

ronmemilli 2

when you run the build, it will give you a log file. Tail that log file. The gemu errors will be near the top
20227108148

ronmemi
What's in your log?

Ftgeneral v hitps:/www.batfish.org/

R ICVADTATL  + BER-TUEBMT S

permit;
log {
session-init;
}
count;
}
}
policy PERMIT-KNONN-RDP-IN {
match {
source-address HOSTS-BOOK;
destination-address any;
general : application junos-rdp;
github then {
Tin: deny;
log {
session-init;
}
count;
b
}

11¥DE(R SHA

Dan Halperin 04.05

E, Agreed.. any parse warnings?

) Ryan Harden 05:51

& shima Katsuya

. Dan Halperin

(

4 Thatisaparse warning; no?

& 1 o sEi

! Dan Halperin 13:52
Yeah. Sorry, | should have asked for initIssues , because when | reproed this:

"unimplemented pre-defined junos application: 'junos-telnet’

Batfis

108128 (K) v

How is it possible that the first policy is blocking the second one when the application is different?

Not for those lines. Just some IPvé stuff (grumble), and some other odd BGP stuff we do.

hlZslack

ContainerlablZDiscord

SN & OERICERI T REICQAN S BIRE




ENTSWVDPRAHEEINT B ?issueDEIYNERL ?

A batfish / batfish

Public

~

<> Code () Issues 218 19 Pull requests 5 ® Actions [ wiki @ Security |~ Insights

Filters + Q is:issue is:open

(® 218 Open v 563 Author ~ Label ~

EH srl-labs [ containerlab ' pubiic

<> Code () Issues 22 19 Pull requests 4 () Discussions (») Actions [f] Projects

¥ main ~ # 10 branches © 93 tags

hellt added clarification on how interfaces numbered in multi lc mode

HDENDSDE

3 BN

{2 EditPins ~ ® Watch 61 ~ % Fork 198

© Labels 12 c® Milestones 0 New issue

Projects ~

00 wiki

@ Security

Go to file

7d9731c 15 hours ago

- o Starred 848

[~ Insights

Add file ~

™ 2,724 commits
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nttps://containerlab.dev/
nttps://github.com/srl-labs/containerlab

nttps://enog.jp/wordpress/wp-
content/uploads/2022/11/ENOG/6_containerlab_ %E4%BA%8B%ES
%BE%8C%E8%B3%87%E6%26%99.pdf

https://storage.googleapis.com/site-media-
prod/meetings/NANOG83/2389/20211102_Dodin_Containerlab_-
Running_vl.pdf
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https://enog.jp/wordpress/wp-content/uploads/2022/11/ENOG76_containerlab_%E4%BA%8B%E5%BE%8C%E8%B3%87%E6%96%99.pdf
https://enog.jp/wordpress/wp-content/uploads/2022/11/ENOG76_containerlab_%E4%BA%8B%E5%BE%8C%E8%B3%87%E6%96%99.pdf
https://enog.jp/wordpress/wp-content/uploads/2022/11/ENOG76_containerlab_%E4%BA%8B%E5%BE%8C%E8%B3%87%E6%96%99.pdf
https://enog.jp/wordpress/wp-content/uploads/2022/11/ENOG76_containerlab_%E4%BA%8B%E5%BE%8C%E8%B3%87%E6%96%99.pdf
https://enog.jp/wordpress/wp-content/uploads/2022/11/ENOG76_containerlab_%E4%BA%8B%E5%BE%8C%E8%B3%87%E6%96%99.pdf
https://storage.googleapis.com/site-media-prod/meetings/NANOG83/2389/20211102_Dodin_Containerlab_-_Running_v1.pdf
https://storage.googleapis.com/site-media-prod/meetings/NANOG83/2389/20211102_Dodin_Containerlab_-_Running_v1.pdf
https://storage.googleapis.com/site-media-prod/meetings/NANOG83/2389/20211102_Dodin_Containerlab_-_Running_v1.pdf

Infrastructure Changes, Improves
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