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YouTube Hijacking: A RIPE NCC RIS case study, 17 Mar 2008, RIPE NCC,

http://www.ripe.net/internet-coordination/news/industry-developments/youtube-hijacking-a-ripe-ncc-ris-case-study
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8.8.8.0/24

BGPStream About Contact

Possible BGP hijack

eginning at 2016-01-21 13:25:35 UTC, we detected a possible BGP hijack.
refix 8.86.8.0/24, is normally announced by AS15169 Google Inc..

ut beginning at 2016-01-21 13:25:35, the same prefix (8.8.8.0/24) was also announced by ASN 34329.

This was detected by 3 BGPMon peers.

:;prtetcir:: 2016-01-21 13:25:35 UTC Goog Ie, \oj‘ U b4 aq:-\v b4 :/1 -U._, “
Expected prefix: 8.86.8.0/24 | ®7 F DZEE“@ASb‘E% bt b\t:
Expected ASN: 15169 (Google Inc.) t b\ 5 *E%

Event Details

Detected advertisement: 8.8.8.0/24 BGPStream Event #17605

Detected Origin ASN 34329 (OMZ-IT LLC) https://bgpstream.com/event/17605

‘m‘ Detected AS Path 20632 34329

Detected by number of BGPMon peers: 3




Origination of 46.244.81.0/24 (Mada Network)
07 Jan 2015 - 09 Jan 2015 (Times in UTC)
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Source: BGP Data

On-going BGP Hijack Targets Palestinian ISP, Apr 10, 2015, Dyn Research
http://research.dyn.com/2015/01/going-bgp-attack-targets-palestinian-isp/#!prettyPhoto
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I*FHijackinghiieC 3Dh
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RPKI

* Resource Public-Key Infrastructure
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ROA

* Route Origination Authorization
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132 units

RPKI &EF AR (RIRC &/ 7 KL RAZENH)

https://certification-stats.ripe.net/
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#AR (2RIR/IPV4)

https://rpki-monitor.antd.nist.gov/ROV

RPKI-ROV Analysis of Uniaue Prefix-Origin Pairs (IPv4)

Valid: 40.99%

Unique P-O
TOTAL: 1,021,176

Valid : 418539
40.99%

Invalid: 1.12% -

\ Not-Found: 57.89%

ﬁ‘ B Vvalid:418,539 Not-Found:591,184 M Invalid:11,453 2023/1/17 BW4& 15
C
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Is BGP safe yet? No https://isbgpsafeyet.com/
- 13 E - . . —
Ho
Microsoft h\ERiAROVZ Rl Stotue
= > vy o .
E Bgﬂg @ﬁ‘gg%%t\\ Rovwélb‘ﬁt)\ Displaying 31 major operators + Show all  + Show ASN column
NAME TYPE DETAILS STATUS -
Lumen transit signed + filtering safe
«  Microsoft (AS8075): ROVDEHZE2TDEY o
en ransi signea + Titering sare
(L— i‘j. lJ Fﬂyﬁ (2022 E 10 ﬁ ) NTT transit signed + filtering safe
https://corporate.comcast.com/stories/improved-bgp-routing-security-adds- Hurricane Electric transit signed + filtering safe
another-layer-of-protection-to-network GTT transit signed + filtering safe
. ~ - - . . I
«  NOS Communicagdes (AS2860) : ROAZFITU.
. . N “w o PCCW transit signed + filtering safe
I nva I ld Eﬁﬂgi I\ D \‘J j (202 1$7ﬁ ) RETN transit partially signed + filtering safe
https://isbgpsafeyet.com Orange transit signed + filtering safe
«  AWS(AS16509) : ROAZFITU. RPKIROVZ e
Liberty Global transit signed + filtering safe
E Fﬁﬁ (202 1 E 1 H 14 E ) Cloudflare cloud signed + filtering safe
https://aws.amazon.com/jp/blogs/networking-and-content-delivery/how-aws-is- Microsoft cloud signed + filtering safe
helping-to-secu re-internet-routing/ Amazon cloud signed + filtering safe
Netflix cloud signed + filtering safe
Wikimedia Foundation cloud signed + filtering safe
Scaleway cloud signed + filtering safe
Telstra International transit signed partially safe

A AT&T ISP signed + filtering peers only partially safe ‘| 7
NI‘ Google cloud signed partially safe
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Invalid 32D ------?

Please to say Vocus AS4826 is now dropping all invalid
ROAs as of this morning. Another step towards routing

security.

AS4826
hitps://twitter.com/pmawson/status/1371642968512237569

We are dropping RPKI invalids in 100% of our Internet Edge Border, in over 400+ global PoPs

since December 2020.

AS16509 AWS
hitps://storage.googleapis.com/site-media-
prod/meetings/NANOG86/4602/20221017_Robachevsky_Internet_Routing_And_v1.pdf

RPKI

T-Mobile filters all RPKI Invalid routes from settlement-free peers and customers.

s AS1237 [-Mobille
JNIC h’r’rps://www.sprinT.neT/poIicies{/b%B—ogp%rNe ation-and-filtering

opy ©] etwork Information Center
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RPKIZFIA UVcAS/NRAREEDBHMED&E S (CBI T % 5D IEEEFRSCEE ICFRER

BHRBESBHOEMESBIEEE I &3 Open Journal of the Communications Society?) (&, BREEVATLERY NT—Y D&
IR OESICET DM ERHITD2Iv—FILTY, ZDOIv—FHiic, HEVF—BENHEULHRXDEREINELLDOT, &H
S5HUET, ZOFHXiE RPKIZFIAULBGPOEF 1Y T &iliTHd TAS/CRRIE(ASPAS)) KD2WT, FREREHEE LTOH
ROEETZRLIEHDTY,

*1 https://www.ieee.org/ &

*2 https://www.comsoc.org/publications/journals/ieee-ojcoms 7

*3 ASPAIZASOIE VN (BET DAS)DIELEERL, I—K) -7 EZTERITIEL K BRVLBCGPREENENDDZIEHZ I ENTE

2 H Ao

hitps://www.nic.ad.jp/ja/topics/2023/20230116-01.html
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