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JPNIC ROA Web
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ROAWeb (ipv4exh-lab)
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prefix ( - BAprefixR) + ASES  RE(*1) #F BAENTVSBGPER (Prefix& EHILETOAS)
202.1.208.0/21-24 131971 | ETE i o
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JPNIC ROA Web
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JPNIC ROA Web
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JPNIC ROA Web

« Prefix
« Origin AS
e E5250ring ASOROAZEHFEITT HZ & HAJEE
BADEHDASH o REILET 55
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- fmXKprefixi® (max prefix length/max length)
« ROATHABINDITRARDTL 74 v 7 AR
« Max-Length ZLmEICRC T 2EFHEEINALL (ref RFCI319)
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JPNIC ROA Web

« Prefix
« Origin AS
e E5250ring ASOROAZEHFEITT HZ & HAJEE
« BHOEHRDASHHSREILET 255
« U7 NP —ERGEMASHORELET HREELNH DIHE B L
- fmXKprefixi® (max prefix length/max length)
« ROATHFAINDIRARDODTL 74 v 7 RXE
« Max-Length ZLmEICRC T 2EFHEEINALL (ref RFCI319)
o JRE] BEBRE —HIHEDL LD LARENHEE
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(ex) 192.168.0.0/21(MROA 192.168.0.0/21 - 22 (Max-Length)
v Prefix 192.168.0.0/21
v Origin AS 64500
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‘R'}AC Max Length /22 /24 [t INVALID 1!
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(*) Secure Inter-Domain Routing WG

RPKIEROAD Zh & T

sidr® WG started ROA & ROVICEEd ARFC sidr WG
RFC 6482 ROA profile : concluded
RFC 6486 Resource cert. profile SldrOpS WG
RFC 6810 RTR started
IETFEiM) RFC 6490 TAL
B
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| Started
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OBSERVATORY | ROUTING SECURITY

Will 2023 be the Year Half of the
Internet is RPKI-Enabled?

By Aftab Siddiqui + 16 Jan 2023

Valid ROA %

O e FIELWDIL—FT A4 TA T PDOFE
ol - EHEIEZ D > 72 RPKIOFIAAE R
g 20_‘M L7=7-0FABHEEBICIEIEZES R D - T
« 2023FXkIC1Z. ValidZzROADE|EH
50% £ (<7 % & T3
Figure 11 — Percentage of valid RPKI-enabled resources (IPv4 and IPvé) based on RIPE Stat and NIST RPKI
JNPi‘C Attps:/ /. manrs o1/ 2003/01 il 2035 be the-year-half-of-the-internet 15 pki-cnabled)
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RoVista

Overview of ROV Filtering Ratio
Show:[@
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https://rovista.netsecurelab.org/

Organization

Search:

| Level 3 Parent, LLC

| Telia Company AB

| Cogent Communications

| GTT Communications Inc.

| NTT America, Inc.

| Hurricane Electric LLC

Zayo Bandwidth

| TATA COMMUNICATIONS (AMERICA) INC

| PCCW Global, Inc.

Vodafone Group PLC

RPKI enforcement over time

0.200 +

o175 |~ Ases filtering RPKI-invalid IPv4 prefixes
; —e— ASes filtering RPKI-invalid IPv6 prefixes [ Wikipedial
0.150 -

0.125 4 NLNOG 2018 RPKI focus day
https://ninog.net/ninog-day-2018/| KPN
A2B Internet

0.100 4

0.075 4

0.050 A

Fraction of full feeder ASes

https://twitter.com/JobSnijders/status/1256326712347881473

RoVista : 27,0004 MASDROVEZEIR T % A FE
Tier 12 MCROV%ZERK L TW 5 Z & A ¥|HH

Level 3 (AS 3356), Telia (AS 1299), GTT (AS 3257), NTT America (AS 2914), TATA
Communications (AS 6453), PCCW Global (AS 3491), Orange (AS 5511), AT&T (AS
7018), Liberty Global (AS 6830), Sprint (AS 1239), and CenturyLink (AS 209)

ERH A BESEECIXZHROICROVOERELED

Take Survey to Help Validate ROV Adoption Measurements, Taejoong Chung, MANRS
https://www.manrs.org/2023/01/take-survey-to-help-validate-rov-adoption-measurements/
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ROV EI

Comcast DROVZEA L 7-F

@ NANOG

Motivation

* Low barrier of entry
* No new gear (features on existing routers)
* Some VMs running freely available open-source software

* Risk of doing nothing
* Vulnerability of mis-origination by others
* Risks of doing something
* Collateral damage, increased complexity, new troubleshooting
* Management buy-in
* Can’t make the case on my own just in case something goes wrong
* “Whose idea was this anyway?”

%ma.)?;ﬁ ! « Different recent incidents in the trade press helped the case

BTG YouTube™ T2

P ) 51738
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e BHICHBTERZF TV —RVY TNz T7EHETTS
VMH $H %

fAlH LEWVGEEDY RS

. MEICLK DB STZLBDAJEEL D D
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. EBEXIRAWME. EMMOBR FI-ANI LY —T 4
T DFEAE

Tony Tauber, One RPKI Deployment Journey, NANOG 84
https://www.nanog.org/news-stories/nanog-tv/nanog-84/one-rpki-deployment-journey/
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