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ﬁ% Overview

® \What is Gameday?
v' Gameday is a gamified hackathon.
® \What is Chaos Engineering?

v Chaos Engineering is a method of intentionally causing
failures in a system to test its tolerance and reliability.
v' cf. https://principlesofchaos.org/
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https://principlesofchaos.org/

ﬁ% Concept of Chaos Engineering Gameday

Chaos Engineering Gameday: We combine the idea of Gameday and
Chaos Engineering for training operators for a new system.

In Chaos Engineering Gameday, participants work to resolve failures
in a simulated risk-free environment for training.
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Chaos Engineering Gameday

® \We have tried Chaos Engineering Gameday twice.

v 1st Gameday: we tried for an existing system

v' 2nd Gameday: we tried for a new system
- We evaluated the training effectiveness of Chaos Engineering Gameday
- We also compared it with conventional lecture-based training

% -

V177 y 74 :

1st Chaos ngineein ameday
(2022/12/20 @Tokyo, IidaBashi)

2nd Chaos Engineering Gameday
(2023/4/4 @Tokyo, Kanda)
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np The Flow of the 2nd Gameday

Part1: Basic Lecture (1h) I
- We prepared a new system and 8 system operators (new to the system).

- The operators were divided into two teams of equivalent skills and experiences. U.J h! 'I‘ 'w
- One of the developer lectured the overview of the system. M ,i. ,i
team A team B

Part2: Detail Lecture (team A) / Chaos Engineering Gameday (team B) —_—

- On team A: the developer lectured the detail of the system. I e o
- On team B: the developer gave two failure handling problems. fQ/ |§TP._I_]
After team B worked on them, the developer gave brief explanations. @ \] e o
- Both trainings were designed so that both teams would be given o o I:ETEI:'
. T
the same knowledge in the same two hours. (I

Part 3: Evaluation: Paper Test / Failure Handling Test / Questionnaires E@ E@ E'ﬂé@

- For Quantative comparison, two types of tests are given on both teams. @@ﬂﬂ
- Paper Test: to mesure the level of knowledge acquisition e o Q9
- Failure Handling Test: to mesure the level of skill to work as a operator ';FT?" gT@

- After two tests, questionnaires were given for qualitative analysis. |§TP1] @T@
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mh Quantitative Comparison

® Paper Test M\"
v Almost no difference between the average score of 2 teams '.kg
v' Both team tends to mistake the same problems ~ .

® Failure Handling Test

v' Team B solved 2 problems, while Team A solved 1 with slower time.
v' We also give a hidden failure. Only Team B fixed it.

_ Team A (Lecture-based) Team B (Gameday-based)

Average Paper Test 78.5 7.5

Score (Max: 100)

Failure Handling Test fixed one of the failures fixed both failures
(2 problems) (slower than B)

Additional Secret could not found found and resolved

Failure
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”ﬁ Qualitative Comparison from Questionnaires

v The Strength of Gameday Training

1. Gives confidence for the used commands 2. Gives the understanding of system overview

I
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v The Weakness of Gameday Training
1. needs additional work for preparation 2. S0
1

- —
¥ g ‘ !

Virtualized System Failure Design
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ﬁ% Conclusion

® A quantitative evaluation of the chaos engineering method in
the form of GameDay was conducted to train the operations
team on the acceptance of the new system.

v As a result of the evaluation, there was no significant difference
between the proposed method and the GameDay method in the
knowledge confirmation by written test, while the proposed method
showed better coping results in the GameDay test.

® The questionnaire results suggest that the GameDay method
allows participants to quickly gain an image of the environment
and confidence in the content of the operation through the
operation of a simulated environment.



ﬁ% Future Work

® Evaluate the results in operational operation tasks with
procedures in addition to failure handling.

® Since the burden of preparing for GameDay on the
development team is large, consider and evaluate alternative
methods of dealing with random failures that can be replaced
by chaos-enhancing tools, etc.



