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https://www.linkedin.com/in/ebiken

~10 years

e  Product Intro and Support for Operators

o Data Center Operation (energy efficiency)

e  Technical Team Management

Network (Enterprise / Telecom / ISP)
ATM, VPN(IPsec), xDSL, MPLS

bl

Research & Support Engineer
Netmarks

Mar 1998 ~ Jun 2001

PARKS

Content Delivery Network & Storage
Web/Streaming Cache & LB, NFS/SAN

Data Center & SaaS (MEX/SGI)
Energy Efficiency, DesktopVPN (SaaS)

Regional manager, Global Support Center
Network Appliance
Jul 2001 ~ Dec 2006

Director of Service Development Operation
SGl Japan
Feb 2007 ~ Sep 2008

ITOYOTA
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10~20 years
: e  Product Design and Development
e Management and Board member

of Startup Companies

Switch Design & Development
Flow Router, IPv6/v4 Translation (nat64)

Senior Product Manager
2224 Sable Networks
Apr 2008 ~ Nov 2010

OpenFlow, FPGA, WhiteBox NOS

VP of Technology
Riava Lagopus
B Jul 2014 ~ Sep 2015 OF Switch
1
Co-Founder, CTO
Ponto Networks G
Dec 2015 ~ Jun 2018 Y XPiank

current

Network Infra for Connected Cars

o Support Japan Market Entry
e Technical Consulting / Support
. Open Source Community

Service Automation & Container
Operation/Business Support System

Parallels

l I Solution Architect
Dec 2010 ~ Mar 2014

Network Automation
SDN Controller, Orchestrator

Principal Engineer
Lumina Networks
Nov 2018 ~ Aug 2020

Operator Network Technology

Japan Market Entry

& Tech Consultant

Principal Researcher
TovotaA  TOYOTA Motor Corp. @
Nov 2016 ~ Present NTT

Research Professor
NTT Ltd.
Dec 2020 ~ Present

Terrasence
(a sole proprietor)
Apr 2010 ~ Present

TOYOTA InfoTechnology (Nov 2016 ~ Mar 2019)
Merged to TOYOTA Mortor Corp on Mar 2019

~ PAHoiRB ~ B —nN—Y A/ FEENT v MLEORIARLRE | BEZFRKNB@ I ZBHE

JANOG 52
in NAGASAKI


https://www.linkedin.com/in/ebiken/

tyaryonsWh e

PADENMX, BEY—"YA FHFEINTVLEIDOHN? ZHBL,

(B2 IZEDELS ISERATEDL?] [EDLS LREDBRVDELDON? | 28w T D

PA®D BRI
e P4nTFEIER (P4's raison d’étre)

« 2023 P4 Workshop @SanJose

s TRITL—VTRATIIVIEEVS EERE B
« T—RTL—rT7RTIIVIERE LLTDOPA
c T—RTL—VEREHZBELTDOPA

e T—RJTL—VEKRSE L L TDEE

e N—FuzT7HFILAY (HAL) OBEH

ITOWNA ~PANDIED ~ Y—nN—Y A FEE/ Ty MABEORRK L REY | B ERANC  I2AHE

INFOTECH

Y—N—YAF -7 L—>aV

YP—N—HYA L -ToLI7L—YarEFEHLoEs

Y—N—HPA K - ToEIL—ary RIEARADHIE
« Software Based & Hardware Based

« SmartNICD XA
Y—NR=—HYAF - T77€IL—>a3>DI—RXRT—X

« CPUDODF7A—F&EFaVUTsMmE

o v NT—78E () DERK - $hEL
Y—N—P A - ToEITL—> 3> (CAITEPIADILE

Server Side PA ofFfif& a2 =7«

¥ L ¥ &iEm

JANOG 52
in NAGASAKI



T

PAD 1F1EIE

PA0)E

7]

)FaI

(P4’s raison d’étre)

2023 P4 Workshop @SanJose
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Intel, Tofino ~ D& EkL A F3

(20225 Q4 RE 3 1 2023/01/26 )

A

Network and Edge Group (NEX)

Revenue down 1% Operating Income down 84% Revenue

= Slightly lower revenue driven by TAM

weakness, offset by ramp of IPU products
$2.1B $2.1B
Operating Income

« Lower operating income on increased
investment in process and product
roadmap and segment mix

|nte| j_ 7 A4 :/ ad L3 )( > I\ . https://download.intel.com/newsroom/2023/corporate/q422-investor-call-remarks.pdf

Earning Comments from CEO Pat Gelsinger and CFO Dave Zinsner

OOOOOOOOO

We are making tough decisions to right-size the organization, and we further
sharpened our business focus within our BUs (business units) by rationalizing product
roadmaps and investments. NEX continues to do well and is a core part of our

strategic transformation, but we will end future investment on our network

%Iﬁﬁ "4th Quarter Earnmgs Presentatlon @ https www. mtc com switching product line, while still fully supporting existing products and

o e R customers. Since my return, we have exited seven businesses, providing in excess of
$1.5 billion in savings. We are also well underway to integrating AXG (Accelerated
Computing Systems and Graphics) into CCG (Client Computing Group) and DCAI
(Data Center and Al Group), respectively, to drive a more effective go-to-market
capability, accelerating the scale of these businesses while further reducing costs.
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https://www.intc.com/
https://d1io3yog0oux5.cloudfront.net/_2cead9b6413a1a91de449423742eea20/intel/db/887/8894/earnings_presentation/Q4%272022+Earnings+Deck_Final+PDF.pdf
https://download.intel.com/newsroom/2023/corporate/q422-investor-call-remarks.pdf

2023 P4 Workshop @SanJose (2023/04/25~26)
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P4’s raison d’étre (P4DTFTEE

2023 P4 Workshop @SanJose ~ Key Note 1 & 2

P4's raison d'etre,

missing f(Aer?dtuFri?s z;nd works done The Power of Fully-Specified Data Planes
y Fingerhut, Intel Rob Sherwood, NEX Cloud Networking Group, CTO

I
N—r

p4’s raison d’étre

P4 Workshop, 2023

. “reason for being” ;
. The same as it has been since it was created: 7 The POWGF Of
Fully-Specified Data Planes

. To program packet processing devices that achieve the best
price/power/performance ratios that anyone knows how to build.

. Hardware architectures are usually some variant of RMT, DRMT, or “array
of small RISC cores”
v 5 o : Rob Sherwood
. If P4 did not exist, many people would (and did) invent variants of it m  NEX Cloud Networking Group, CTO
. But each even more target-specific than P4 is today

intel
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~ P4’s raison d’étre ~

T—27Fv—> RISV IERE T—27VL—r (22) ERSE
data plane programming language fully—specn‘led data plane language
e HERZTHT
o —_ THE BLINO BIND THE. ELEPHBINT — o .
SRSy FOE TN R . T—RXTL—=V
o S o— > OUR. OWN EXPERIENCE. 1S RBRELY THE WHOLE TRITH
D7RI7IrY WmRiEkL 14 ¥
NO, 175 A WAL (Fixed Function ASIC ~D &)
X—7 v FIEKFD
A7y T A MDOBEENERK
(ASIC, FPGA)
T—RX7L—=V REEATREL N B 58
APl7Zz B E4ERk Formal Language
(P4Ru ntlme) .5ke_{.chp\anabions The parable of the blind and the elephant
https://sketchplanations.com/the-blind-and-the-elephant
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https://sketchplanations.com/the-blind-and-the-elephant

Slides & Video (Key Note)

[«4)

jary

16

https://opennetworking.org/events/2023-p4-workshop/

Title (amended by ebiken to make it easier to understand what's been talked)

In-depth Talk

Working Group

Lightning Talk

Demo

Poster

Keynote 1 - P4's raison d'etre, missing features and works done (Welcome + Recognition)

Keynote 2 - The Power of Fully-Specified Data Planes (Intel)

Keynote 3 - From Programmability to Fungibility (Rice University)

Keynote 4 - AMD Pensando DPUs and Projects

Keynote 5 - Fireside Chat with Nick McKeown

Keynote 6 - Laconic: Streamlined LB for SmartNICs, Xenic: SmartNIC-Accelerated Distributed Transactions (University of Washington)
Keynote 7 - P4 HAL for Network Virtualization (Google Cloud)

»—-»—\»—~>—->—\»—->—'KeyN0te

11 - Escaping Babel: The Flow Must Go On

12 - OpenConfig Co-Existence with P4 Using TDI

I3 - Formalizing and Extending P4's Type System

14 - Effective DGA Family Classification using a Hybrid Shallow and Deep Packet Inspection Technique on P4 Programmable Switches
I5 - Segment Routing Proxy Device Implemented Using P4 on FPGA with Zero CPU Overhead

16 - Hardware Offload Driver with P4-TC

I7 - P4TC: Linux Kernel P4 Implementation Approaches And Evaluation

I8 - Augmenting P4-DPDK software pipelines with accelerators: the IPsec use-case

O N U S N N

P4 Working Groups - Reports & Future of P4 Panel

[ N N U S N U S N

U B A I

[EEN TN N RTINS N

TOYOTA ~PADDED ~ Y—nN—Y [ FEE/ T v FMUBEORR RS

INFOTECH
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Session Type
Key Note
In-depth Talk
Working Group

Lightning Talk (LT)
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https://opennetworking.org/events/2023-p4-workshop/

2023 P4 Workshop @SanJose ~ v > 3 VAR

« T—RT7VL—r70J7IVJERE ELTOPS
« XA vF ASIC Z—74 v blX Google "EXLZIEE
(%) 2022 P4 Workshop
OPEN SRV6 PROJECT: OPEN SOURCE FOR P4-BASED EDGE ROUTER
[ALIBABA] THE JOURNEY TOWARDS PREDICTABLE NETWORK IN ALIBABA CLOUD

e Y—NR—H A K (SmartNIC - CPU) &—4"v MIZ#H V)

« T—RTL—VEREE LLTOPS
« T—RT7L—vHRILLAY ... X4 v TF &SmartNIC
7 Xk OFFEEL

® /N— P#ITEHEDE@%%H}Q{K
e Y7 b xTEL - FT7A—-FDOESHL

Formal Behavior Specification (FEZ{t#k)
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OPEN SRV6 PROJECT: OPEN SOURCE FOR P4-BASED EDGE ROUTER

CENI: China Environment for Network Innovations (FREAOESH Z#EW/ZEEXRY b7 —72) G-SRv6 B AE|

Overview of Open SRv6 Project

gm « SRv6 / —F : P4 (Tofino ASIC) + SONiC

® The project was initiated by China Mobile, Beijing University of Posts and Telecommunications,;

and other companies. It aims to provide a complete set of SRv6-based Open source network systems. ° :l \/ I\ I:l —_— 3 : O p e N D a y | |g h't (O D L)

@ The 1st phase has been completed, including an ODL-based controller, a Sonic-based operating system, and

a data surface based on the Tofino chip, with full support for the G-SRv6 protocol. ° I_BV P N over G - S RV 6 ‘U‘ o t\\ X 0) 5‘2 EJ—.E gﬂé%ﬁ

ODL, a carrier-grade open sour(

SRV6 expansion capabilites, is China Environment for Network Innovations
control and scheduling of WAN
is based on cloud network conv
SONIC-device ope + China Environment for Network Innovations (CENI) is an advanced, open, flexible, and international experimental network in
- « CENI covers 40 cities in China. The capacity of the system is 80*100G/200G and will be upgraded to 400G in the future.
SONIC, an open source netw
SAl as a north-south interco( « CENI has 2 planes, namely the SDN network plane (Plane A) and the Segment Routing plane (Plane B).

software and hardware deco

SAI Adaptation @ P4-Network equip
_ ' Network equipment can be

chips, implement the G-SR!

FZXRENE (YouTube)
= https://www.youtube.com/watch?v=wHkqdd9HbVQ

arflfRER (Zenni %)

= https://zenn.dev/ebiken sdn/articles/elab7c9a803abd

AccessCloud -~ - - S
Resident P pop

,@f?-f’lane A: SDN Backboné*@ J

4 Gmpu ,"" - L, 4 4

@/"2 o Beijing N v o, Nanjing *. ‘;ﬂ'@
Private Cloud ~Plane B: SR Backbone—*

““Public Cloud

The world's first backbone experimental network with SDN white box
Supports the double-plane with SDN plane and SR plane
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https://zenn.dev/ebiken_sdn/articles/e1ab7c9a803abd
https://www.youtube.com/watch?v=wHkqdd9HbVQ

[ALIBABA]
THE JOURNEY TOWARDS PREDICTABLE NETWORK IN ALIBABA CLOUD

SNA*: a hyper-converged programmable gateway Nito i

000 SNA ... Smart Network Appliance
""""""""""""""""""""""""""""""""""" PidzRW7-MBXEE

1Da
. e T 5

Hostl

LSS
2 4 $ R |

Control Plane & Hardware NF Offloading & R
Comblex NF Logic & Table Packet Switching Smart
ompiex NFs Extension

2022 P4 Workshop Erssomss e s
"The Journey towards Predictable Network in Alibaba Cloud" uFab-C

Dennis Cai, Head of Network Infrastructure + Send probes with fetch core information back . gheck faj|UfeSt|C;C§||Yd3"%tig neli)ghb'o;'s o
: i -pd- - » Schedule packets to paths *+ Summarize total bandwidth subscription on each lin
https://opennetworking.org/2022-pd-workshop-gated/ + Control sending rate of each path with back-pressure + Piggyback the preceding information with INT
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https://opennetworking.org/2022-p4-workshop-gated/

XAy FASICO 7Ov 3 'S L LT P4
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€& D Fix Function ASIC (3~54) = Programmable ASIC (1~24)

Intel/Barefoot U@ ASIC 7RIS T4 %HR—F}
Cisco Silicon One (P4), NVIDIA Spectrum (P4?), Broadcom (SDKLT)

1Y -EEO- X% IEED (BH) YH— b

G-SRv6 (CENI ... China Environment for Network Innovations )
Smart Network Appliance (Alibaba)
In-Network Computing for Hyperscale ML

a—YBHIC & BFFE Hyper Scaler MR A F D

ZL DIFE. RVEZHP4 (ASIC) 7AFF I v 5 %&2YR—F

> F—7VEBREBEZ IS CEARTAVRATLDBETELD -7
> A—-YHM k70572 T 43V —n"H AL FA
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Tofino AR AER L ~ BRESEDOXIL

Nick McKeown Fireside Chat x> Rob Sherwood (Intel NEX CTO) @ Key Note & Tzt

. %ﬁ%ﬁﬁﬁﬂ%ﬁlﬂt@%ﬁ% (k7 F72BY)
¢« ERBERICLIVEZEZDVR NI IF v UV IDELL 5T
« |PU (I\/Iount Evans) OFc EQNEEIRICKE D - 7
« WEDEHLEITHE S, Tofino 3 DEIFE A IF % RE

e Tofinol,2 ®E&IZ>WT (REEFTFI v EY)
e« AT AHAANWVWABIREY Tofino 1, 2 8i&E & YR — b & #kfc
o HEEECHMRENES R TREEDL S DRI A
. Allbaba’l}’\ ':F'.T}_f;rt‘lﬁ/] IZ5E4L T W5

Fireside Chat

With Nick McKeown

e P4 Eﬁﬁiﬁﬁyﬂ%’\@TX i%[_%m
o PAIZBEIZR A /T%ﬁﬁﬁf 37 KFADLA > T 5
« |PU (Mount Evans) (XIntel#iB& (& » T O 7B
« DPDK (IPDK), PATC iz &, V7 b = 7 TOP4ATERD fEE
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Intel Vision: Common Programming Model with P4, 2023 ver

2021 P4 Workshop @online

2023 P4 Workshop @SanJose

Guido Appenzeller, CTO, Data Platforms Group, Intel

P4 at Intel

Broad enablement across product families

Open Abstraction for
Programming Infrastructure
& Advanced Applications

~ if: C Model
Platform @

Tofino Switch

latforms Group | Office of the CTO

P4 Program
{ N

"P4 AT INTEL" "The Power of Fully-Specified Data Planes"

Rob Sherwood, CTO, NEX Cloud Networking Group

Intel Vision: Common Programming Model with P4

P4 Program .
table {

routing.apply():

P4 Compiler |

FPGA/SmartNIC
Back-end

DPDK Back-end

Platform

SmartNIC Xeorwd + FPGA Card Software Switch (DPDK, eBPF)

intel.

T—X7L—
A—-HY=——-XIE

vE7ZATITTINICT SR, &L BE

Z|X:ZERL (Cisco Silicon One, Broadcom, etc.)
hE-FHRLEHREZ2AX = =Y M4 F (SmartNIC/Software) HERICHE S

T

TOYOTA

INFOTECH
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Tofino Architecture 7 —7 > & 3 I 2 =7 4 TOHMF

R Tofino # RISC-V O & 5 Ic BT 2013 ?

« FEBICKRST AT
« BL. EDLSICHBEREIEDY Y —XZHERT HH?HEE
~ « RISC-V [3#% < @ PhD Team ICL AHEFHFRY VY —ZAHH Y
SiFiveh &8I /NN\y 77 v 7 AEEREREZHE L /-

|+ Tofino (CBAL CRIRD T AL AT LZRBR - #FT 27 EIE? ?
e SRR II AT A EBEEETEITAT 4 TIEXED

‘Ireside Chat

With Nick McKeown

By
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PMDT?EI@ (P4’s raison d’étre)
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"The Power of Fully-Specified Data Planes", Rob Sherwood, CTO, NEX Cloud Networking Group, Intel

The Importance of Layering

Phlzarbro—nTL—2eT—RTL—2A084 5%
T—X 7L —rOMRIAEERT S

e

T T FvDaAVR—3Y NEDBET AE(C
:/#D—w7v—/t7—ﬁ7b—/#
ML TA/ R=2arziwl LENVT 2N A8EICH D

* Independent but compatible innovation at each layer

YouTube: https://www.youtube.com/watch?v=YHeyuD89n1Y&t=259s
Scott Shenker, 2011 “Networking Needs Abstractions”

ITOYOTA ~ PADBES ~ H—SA—H A FBEAT v MUEORK L EY | HEERABE | 35S AR
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https://www.youtube.com/watch?v=YHeyuD89n1Y&t=259s

T—RTL—VFEREFBELTD PA

| l

(AIDAIBEIC TR B D ?

c T—RTL—VHRILLAY ... XA v F &SmartNIC
T X b DR

« N— k7T x 7ERRE DAL

c V7 bV THEL - F TR FDOBHHL
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"Keynote 7 - P4 HAL for Network Virtualization", Parveen Patel, Google Cloud, 2023 P4 Workshop @SanJose

T—2 7L = KR4 (Switch)
Oy bA—FIZNL, T—XT7L—ri#&E{LA4Y (AP]) ZIE{H

Lessons Learnt: P4 has two related yet distinct use-cases!

e HAL for SDN applications Orion SDN

o  Google SDN Controllers SR Controller

o Target-independent P4, avoid vendor extensions H—E2PT7 7Y OB
e SDK for programmable hardware Qarrp—7-)

TNAZADFmRLYEREWL

- Barefoot,Cisco, AMD

o Target-specific P4, custom optimization extensions

Fixed Function ASIC

P4 Switch ASIC Fixed Function ASIC H [E CHALRR B Tl

Google

TTOYOTA ~PADDIED ~ H—nN—H 4 FEE/F v MUBORRK  BY | BEEEANE I 2EHE
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"Keynote 7 - P4 HAL for Network Virtualization", Parveen Patel, Google Cloud, 2023 P4 Workshop @SanJose

TR 7L =KL A (SmartNIC)

Google’s Network Virtualization journey

Guest VM Guest VM
Guest Guest ; Guest
: Host Host Host
VM Monitor Payload copy
(VMM) Descr validation VMM
> |~ |7 — 7 Flow lookwp () Descr validation
Z~ 7 Snap Eﬁ;‘:g}"d'gggp Snap Flow lookup
. Ratelimiti
ﬂiﬁgﬂs L ,r _\—) Software NIC S?féﬁﬁ;‘m” Software NIC B
Encryption =
Network Network Network

NIC Snap Fastpath Accelerated

N—Fyx7

Segmentation

Steering / RSS Fastpath and
e L) —- Enc gon offloaded slowpath
% ﬁ?@éﬁl Be “- Paylrgd DMA SmartNIC
Andromeda 2.0 Andromeda 2.2 Andromeda 3.0
2016 - 10 Gbps, 2019 - 100 Gbps, 2022 - 200 Gbps,
minimal offloads partial offloads fully offloaded Google
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Snap: a microkernel approach to host networking

Blog: https://hub.packtpub.com/google-ai-introduces-snap-a-microkernel-approach-to-host-networking/

C

https://dl.acm.org/doi/10.1145/3341301.3359657

J
App 1

CC
JJ
App 2

Monolithic

Kernel

(@)

v

NIC

Google @ SOSP'19

SOSP 19, October 27-30, 2019, Huntsville, ON, Canada

( shared memory reads/writes

T

Marty and De Kruijf, et al.

C c<
vy J S
App 1 App 2
fn call fn call
Network Network
Library Library
|
NIC

(b)

OCP, Networking/NIC Software: https://www.opencompute.org/wiki/Networking/NIC Software

TOYOTA

INFOTECH

~PanroEDB ~ Y—nN—H M FEENTy MUEORKELRE | BEZFREAB@ FILEHHE

4 cC
App 1 Userspace process ) ) T
<< Microkernel
7
App 2 Network Modulle
P | L 4
(c) NIC

Figure 1. Three different approaches to organizing networking functionality: (a) shows a traditional monolithic kernel where
applications make system calls, (b) shows a library OS approach without centralization and with application-level thread
scheduling of processing, and (c¢) shows the Snap microkernel-like approach leveraging multicore for fast IPC.
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https://hub.packtpub.com/google-ai-introduces-snap-a-microkernel-approach-to-host-networking/
https://www.opencompute.org/wiki/Networking/NIC_Software

"Keynote 7 - P4 HAL for Network Virtualization", Parveen Patel, Google Cloud, 2023 P4 Workshop @SanJose

N—F7 2 T7HREL AT (HAL) OBEME

e BHBN—F 17 (SmartNIC) ICR—T 4 793D EEMDOIEE
« BHIFEEDONICZFITL THAHT 572512 "HAL" (F478

« P4 LIF, mEZxY b7 —7 D "HAL"

o« WU /N—YAHHI->TW5B
« APIs + behavioral model + validation tests

c BL, TNBTD/X—VEHD (Ho72) = XAy FITIFEVHTLLWEH
e FERGAPINMHE (High-performance PARuntime)
« Millions table ops/sec for per-connection insert/delete, bulk ops, counter reads
o HIF9DEEF : Local controller only, no need for the overhead due to serialization

ITOYOTA
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"Keynote 7 - P4 HAL for Network Virtualization", Parveen Patel, Google Cloud, 2023 P4 Workshop @SanJose

SmartNIC [a] |7 PABEE

N

2 DYk (Google)

A sketch of a P4 HAL for Network Virtualization

Smart NIC
- P4 HAL
¢ P4Runtime Local
¢ Table Driven Interface (TDI)

HAL
. . : I
- Provides h|gh performance P4Runtime Loca

¢ Millions table ops/sec TDI Frontend

. TDI Target-specific Backend
- Enable a variety of targets
¢ Manual or compiler-driven Low Level Driver

- Enable rapid development of features

Offload CPU Complex

Hardware Pipeline

¢ No intermediary between HAL and target NIC Fastpath

backend
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INFOTECH

User
provided
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T—X 7L —VEFEREEL L TOP4ICKY AIREICA DS %% : 2023 P4 Workshop, "The Power of Fully-Specified Data Planes", Rob Sherwood

— I~
T 2 b DO EFRRAL
e O bO—ILTL—>DT X FEER
c T—27FL—v%Y 7 r7 127 (e.g. P4ADPDK) ICAET X M EENHE
 ClI/CDIRIEBADHEDNBRSIC
s Y—EXIRBTIIN—FT7 7 ZHAH (e.g. Switch ASIC, SmartNIC)

« T—XRTL— DT FEF
FRMDODBEET (F—T7IEE - TEDBEENML)
TR ks b DOBENAERK
ERORIE (BT v )

p4testgen: Automated Test Generation for Real-World P4 Data Planes
https://opennetworking.org/wp-content/uploads/2022/05/Fabian-Ruffy-Final-Slide-Deck.pdf
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https://opennetworking.org/wp-content/uploads/2022/05/Fabian-Ruffy-Final-Slide-Deck.pdf

TR 7L —VFEESEEL L TOPAICK Y AJREICHR D5 2% 1 2023 P4 Workshop, "The Power of Fully-Specified Data Planes", Rob Sherwood

T

IN— k7 PEREEDRFERAL,

HDH")V TR T7 X E"N—=—FY T Y " THR—F (R—F 4 %) AJgEH ?

TOYOTA

INFOTECH

NEAO)EIES
RITHLCHR—TF 4 v F . b LERTEAWEEAHNIT NO L iEH

R—FT 4> 7RleT, b LILEIHAE TR F2E L /SR L7=n YES &5

&£ REWEE
"7 b7 X" & "PATHSILEINT XL =" (IR LAERT S
BEA Y TIVICEE = "Xpd" 3"N\— K77 Y" I~y JR[EED ?
TERY 7 bV TEEL) L, pdEHOFE Y E T OANEE
VR, SYVEET, LYIELLASA[EELFL

IPU E2000 (Mount Evans) & FPGA XR— X ® |IPU TEEDH )
(ENALI—RT—R7)
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T—RITL—VEREEL L TOPACK Y AJREICHE D E 2% 2023 P4 Workshop, "The Power of Fully-Specified Data Planes", Rob Sherwood
\ V4 \ . _ A\ Vawawm {t
J7 b7z T7ER - F T M2JisEZ
PAZRRW=Y 7 b7 T7—R7L—

e BRELOCITWVWERICLY, T—X L —VDOEMDLBRZIC
e N— KK 7H 70— FKHAARSHIZ (Clearer semantics for hardware-offload)

« Example #1: Linux Kernel Traffic Classification (TC) System
e Linux TC @ P4 (& B
« VI ITITRIT2 Ty b7 —LIZIGCESRI A 7 O— KAVATRE

« Example #2: P4 for Kubernetes
« Calico P4 Plug-in, k8s.p4d #ZFAWT, V7 b7 = 74T
- Kernel dataplane (iptables, iproute) 413 % |PUIC# 7 0 — K AJEE
« https://ipdk.io/documentation/Recipes/PaaSOffloadKubernetes/
e https://github.com/ipdk-io/k8s-infra-offload

TTOYOTA
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https://ipdk.io/documentation/Recipes/PaaSOffloadKubernetes/
https://github.com/ipdk-io/k8s-infra-offload

A=A AN
I HKED b

E=1l

I:II:H:l

Bt —/N—

| TEEE (S

LAY) |

A K TDE

HYyEELL

Intel Vision: Common Programming Model with P4

P4 Compiler

IPU Back-end

Platform

P4 Program

table ng {
key = (lpv4dstAddr Ipm; }
actions = { drop; route; }
size : 2048; }
control ingress() {
apply {
routing.apply(); }

P4 Compiler Front-end

FPGA/SmartNIC
Back-end

aiempieH

Card

DPDK Back-end

auljedid ¥ada

Host (P4
DPDK)

2023 P4 Workshop @SanJose "The Power of Fully-Specified Data Planes", Rob Sherwood, CTO, NEX Cloud Networking Group
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Y—N—PA - T —2ary HhBBERSDIEER

: = > AN
NextGeninfra.io PRESENTED BY CONVERGE! NETWORK DIGEST AND AVIDTHINK % m >’< 7 7 ’b 7 [/ - / 3 \/ => j_ 7 |:| - l\ % E {)\

&8 AvidThink

— 2 0 2 2 S ma rt N I C S Explore related Next-Gen sites

2021 Open RAN | 2021 Service Assurance = 2021 Private Mobile Networks

Cc_)nvﬁrge! M AvidThink®

SmartNICs and Infrastructure

2022 SmartNICs and Infrastructure Acceleration

Report o
The 2(‘)32 SmartNICs and Infrastructure Acceleration Report aims to educate and update executives and i i Sma rtN I CS and InfraStru Ctu re

technologists at CSPs and enterprises on developments in network acceleration that involve SmartNICs,

DPUs/IPUs, FPGAs, and related trending technologies. Acceleration Re port 2022

Enabling the Next Generation of Digital Services

Infrastructure Acceleration Highlights from Industry Thought leaders
. . . THE TILF RESEARCH BRIEF
RS Microsoft  napa:tech; [ Jiinux  TLF o JUNIPEL

=8 lnfrastructure Acceleratlon SmartNICs DP
/

SO pu—— )
SmartNICs, DPUs, FPGAs & more | | | e
TNINFRAS » JCTURE, " [ h
ACVCELERATION ' [ ——— che |

5223 B Youlube
https://nextgeninfra.io/smartnics-infrastructure-acceleration/
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(CPU)
SEARNL VY RDEICE D, 77V T—=32 3 VEERRDZEAL

42 Years of Microprocessor Trend Data

||~

VA R T T R R _ Y
10 T transictors Moore's Law
0 S S S YV o S (thousands) Amdahl’s Law
O S W | singe-Threag  €NN@rd Scaling Principles
| : : ‘ Performance 3
10 | (SpecINT x 107)

S R o ot fu | Freaueny i) (T JESRER D BEET B

Typical Power

10% | SR L RRAR 2 AAR4 2 4 (Watts)
" | 5 Number of — K ==
1 .- . 4 A . ‘
10 A . ; Logical Cores <:| — ) #&@ia jJI:I
L om ¥ v Tvv : T Dt
0 vl . p .
10 —-‘---0 ------------ DR R R T R R e =
! | i !
1970 1980 1990 2000 2010 2020

Year

Original data up to the year 2010 collected and plotted by M. Horowitz, F. Labonte, O. Shacham, K. Olukotun, L. Hammond, and C. Batten
New plot and data collected for 2010-2017 by K. Rupp

https://github.com/karlrupp/microprocessor-trend-data
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ERDEACICE Y v b7 = UHREEDIGRTH ZAL

North-South Traffic F .0 East-West Traffic .0,
TI77AT VAT — b4 E LT Y — /R —|[ZIEWIGFF TD
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Server
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Server

—
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| —&3
MICro-service
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FiEE (CPU) LY FOBAICED, TV — 3 Y EEROE
77V 75— a3 E® 5 CPUNIHEERDET

« 2015 Google: Profiling a warehouse-scale computer
« https://dl.acm.org/doi/10.1145/2749469.2750392

« They found that the diversity of workloads would benefit from flexible architectures, and
identify a “datacenter tax” in the lower layers of the software stack that comprises nearly
30% of cycles across jobs and that are prime candidates for hardware specialization and

acceleration.

« 2020 Facebook: Accelerometer: Understanding Acceleration Opportunities for Data
Center Overheads at Hyperscale

 https://dl.acm.org/doi/10.1145/3373376.3378450

« Another study by Facebook published in 2020 found that microservices spend as few as
18% of CPU cycles executing core application logic. The remaining cycles were spent in
common operations not core to the application logic, including I/O processing, logging, and
compression. FaceBook believed that accelerating standard building blocks can significantly
improve data center performance and they built a model to project possible hardware
speedup in microservices.
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=N AT EBER Yy T —TREDT 72T L —> 3>

77— 3 v OCPURBZEE
Rexa12VTFsomE (P4 L—23V)

Multi-core CPU Multi-core CPU

77— 3@ 77— 30

77U —2 3 vQ 77U —23vQ®

A EDENE » AP EDENE SmartNIC
. ) ‘ - ‘ -

Xy b7 —o B AEHEE 77V — 3@ 2y b7 — BB

REBZA v F. BESL, : . REBZA T B,
S D—F/\“?‘/Z\ %*ﬁ y 77°|)/7—_¢/3\/@ EI—F/\“?‘/X mjlzﬁ,

SmartNICIC X 5CPUF 70— F
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(k) StV Y —XDOHEENE

THE CHANGING DATA CENTER

Top-of-rack Switch

Multi-core e

Server
CPUs S~

Server

NVMe ~ Server

Storage //
Server

Evolution from CPU-centric, siloed systems, to SmartNIC-directed
and orchestrated shared resource pools ;

Resources Under Management Top-of-rack Switch
Muétli;ljore Memory DC Resources
= SmartNIC Composed set of

Higher speed connectivity - as DC Resources dynamic
PCle Gen 5, CCIX, CXL, NV-Link Orchestrator resources -
and 0C Resources storage pool, GPU
NVMe Gatekeeper pool, CPU pool
GPUs :

Storage DC Resources

\

§° AvidThink* avidthink.com
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pAE:
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Y7 b7 =7 (Software Based)
« FI(Z Kernel Network Stack TEITE N BB DOER /N1 /¥R
« Linux Kernel & 3143 Y
eBPF, XDP, AF_XDP (eXpress Data Path, Address Family XDP)
vDPA (virtio data path acceleration)
e« (AVFTFRETTVI=vavEBY AT —NEY T4 TOMAIZ L)
« Linux Kernel & FRFMEE L
« DPDK (VPP, IPDK, OVS-DPDK)
(VPPZ, NFV7 —2 A — FToOFAAZ L)

n— K =7 (Hardware Based)
e Ny MMRIC (CPULY) L7 RAAEALEIDA— K« 7 %R
« ASIC, NPU, FPGA, SoC (Many-core7 A+t v ¥ +8E2t - EfE - BFE858ERTF v 7)
¢ NICED7+—L7 77 &ICEHEH, IPU/DPUE £ (EN S (SmartNIC)

T 1 IPU/DPU/SoC/ASIC/NPU etc. I3EEREZRN L. XU XKV ELDFZENDH S

~ PAHoiRB ~ B —nN—Y A/ FEENT v MLEORIARLRE | BEZFRKNB@ I ZBHE
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"SmartNIC" X A 7

"Choosing the Best SmartNIC", NIVIDA, Sep 14, 2021 % I8 & Nz TLERK
https://developer.nvidia.com/blog/choosing-the-best-dpu-based-smartnic/

IPU/DPU CPGA Many Core
(ASIC/NPU) Processor (SoC)
7RI EY T4 LB L EFBICHL FEBICEL
(L — R4 — RIZKTE)
7077 LD A5 B L LY LEERRI A Z
LYd (SDK#EF) ) (HDLO#REE A N EE) (C-likeImEZEN % W)

s ERELL [*]

FEICRWL

SRy b il

Ry

B

(%)

Intel IPU E2000
AMD Pensando DPU

Intel IPU F2000X-PL
Intel IPU C5000X-PL

AMD Alveo SN1000, U25N
s b SHDOR Y THIRM

NVIDIA BlueField DPU
Marvell OCTEON DPU

[*] f@t& (FFREECHEICL Y KRECENT 27D WEHZ I MVE

TOYOTA

INFOTECH

FPGA: Intel (Altera), AMD (Xilinx)
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https://developer.nvidia.com/blog/choosing-the-best-dpu-based-smartnic/

Intel IPU E2000 (MountEvans) & FPGA Cards

https://www.intel.com/content/www/us/en/products/details/network-io/ipu.html

Products Features

Intel® IPU E2000 * 2x 100 GbE or 1x 200 GbE

connectivity
* Upto 16 Arm Neoverse N1 Cores
* PCle4.0x16
* Up to 48GB DRAM

* 2 x 100 GbE connectivity

¢ Intel® Agilex-F FPGA

¢ Intel® Xeon D-1736 Processor
* 32GB DRAM

e 2 x 25 GbE connectivity

¢ Intel® Stratix® 10 DX FPGA

¢ Intel® Xeon D-1612 Processor
* 20GB DRAM

TTOYOTA ~ PADDIED ~ Y—N—H A FEEN T v MUEORK L EE

INFOTECH

Target Acceleration Workloads Related Documents

Packet processing
ovs

White paper: IPU Based Cloud
Infrastructure »

NVMeQF and Storage

RDMA/RoCEV2

Traffic shaping and QoS
Security: Inline and Lookaside Crypto with

Compression

Packet processing
ovs

NVMe-oF
Security/Isolation
Crypto
RDMA/RoCEV2

Packet processing
Qovs
RDMA/RoCEV2

Solution brief: Data Center
Acceleration with Intel FPGAs »

White paper: IPU Based Cloud
Infrastructure »

Solutic_m brief: Data Center
Acceler_e_ltion with Intel__FPGAs >
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AMD Pensando DPU

Portal : https://www.amd.com/en/accelerators/pensando

AMD Pensando DPUs and Projects

Shipping 1st generation DPU in 2019, 2nd generation shipped 2021
Full stack solution, native P4 hardware with a full P4 centric software
Many years of DPUs in production at Cloud and Enterprise customers

P4 Applications in Production
Multiple SDN Stacks in Clouds
Enterprise DPU Distributed Firewall
Storage Target Offload
Storage NVMEOF Initiator
SDN Disaggregation
VPN/NAT/Cloud GW

Deployed in Various Physical Form Factors
« PCle card in server
« Smartswitch
* SDN Network Accelerator Appliance
» Storage Target AMDZU

together we advance_

"Developing Real World Applications", Krishna Doddapaneni, AMD, 2023 P4 Workshop

ITOYOTA ~ PAhSBB ~ H—N—Y A FEEN Ty MUEORK E BE | BEERANE F 34 GEE IANIOG b2
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AMD Alveo SN1000, U25N SmartNIC

https://www.xilinx.com/products/boards-and-kits/alveo.html

R

Industry’s first fully software defined, fully hardware

accelerated SmartNIC.

The Alveo U25N SmartNIC delivers a true convergence of
network and security acceleration functions, including OVS and

IPsec, into a single platform.

)
R >

Built for HPC and Big Data applications, the Alveo U55C
accelerator is the most powerful Alveo card ever from AMD.

The Alveo U30 media accelerator card provides the industry’s
highest channel density, lowest cost per channel, and lowest

power consumption for live video streaming workloads.

SRS
6\\".»
-

—

\E "///—,"

Delivers compute, networking, and storage acceleration in an
efficient 75-watt, small form factor, and armed with 100 GbE
networking, PCle Gen4, and HBM2. Designed to deploy in any

server.

-

Incredible compute, networking, and storage acceleration
thanks to 890k LUTs, 5.9k DSP slices, 64GB of DDR4 memory,

and dual 100Gbps network interfaces.

JANOG 52
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https://www.xilinx.com/products/boards-and-kits/alveo.html

NVIDIA DPU BlueField-1/2 & Converged Accelerators

https://www.nvidia.com/en-us/networking/products/data-processing-unit/

TOYOTA

INFOTECH

NVIDIA BlueField-3 DPU

The NVIDIA BlueField-3 DPU is a 400 Gb/s infrastructure
compute platform with line-rate processing of software-
defined networking, storage, and cybersecurity.
BlueField-3 combines powerful computing, high-speed
networking, and extensive programmability to deliver
software-defined, hardware-accelerated solutions for
the most demanding workloads. From accelerated Al to
hybrid cloud, high-performance computing to 5G
wireless networks, BlueField-3 redefines the art of the

possible.

Explore BlueField-3 DPUs >

~ PAHoiRB ~ B —nN—Y 4 FEENT v MLEORIR L EBE

NVIDIA BlueField-2 DPU

The NVIDIA BlueField-2 DPU provides innovative
acceleration, security, and efficiency in every host.
BlueField-2 data center infrastructure combines the
power of the NVIDIA ConnectX®-6 Dx with
programmable Arm® cores and hardware offloads for
software-defined storage, networking, security, and
management workloads.

NVIDIA BlueField-2 also delivers superior performance,
security, and reduced total cost of ownership for cloud
computing platforms, enabling organizations to
efficiently build and operate virtualized, containerized,
and bare-metal infrastructures at massive scale.

Explore BlueField-2 DPUs >

NVIDIA Converged Accelerators

NVIDIA converged accelerators combine the power of
the NVIDIA® Ampere GPU architecture with the
enhanced security and networking capabilities of the
NVIDIA BlueField DPU, all in a single high-performance
package. This advanced architecture delivers
unprecedented performance and strong security for Al-
powered workloads in edge computing,
telecommunications, and network security.

Explore Converged Accelerators >

wERRABE b 32 AHE
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Marvell OCTEON DPU

https://www.marvell.com/products/data-processing-units.html

IlTll MARVELL PRODUCTS COMPANY SUPPORT 3 -3 o)

EMPOWERING CARRIER, ENTERPRISE AND CLOUD DATA SERVICES OCTEON 10 innovations
Data Processing Units (DPUs)

Marvell’s OCTEON and ARMADA devices are design for use in 5G

. . . . . . Arm v9 Armv9
wireless infrastructure and networking equipment including N2 N2

64K |/ d cache 64K |/ d cache

switches, routers, secure gateways, firewall, network

1MBE L2 1ME L2

monitoring, and SmartNICs (Smart Network Interface Cards) A

Inline Crypto System
Processor Virtualization

Inline ML Vector Packet
Processor Processing

of networking, security and compute market applications. _
PCle 5.0

22021 Marvel. All rights resenved.

and are supported with comprehensive and unified software

-
]
=
=
]

£

Ll

L

(0]

o

=]

=

e
a

=2

development kits (SDKs) and open source APIs for a wide range

16 x 50G Ethernet Switch

https://www.marvell.com/content/dam/marvell

OCTEON 10 Fusion 5G Baseband No-Compromise 5G Open vRAN Accelerators OCTEON 10 DPU OCTEON TX2 DPUs OCTEON MIPS64 Multi-Core DPUs en/company/media-kit/octeon-10/marvell-
octeon-10-media-deck.pdf

OCTEON TX2 LiquidlO Ill SmartNIC ARMADA DPUs Software

INFOTECH
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https://www.marvell.com/content/dam/marvell/en/company/media-kit/octeon-10/marvell-octeon-10-media-deck.pdf
https://www.marvell.com/content/dam/marvell/en/company/media-kit/octeon-10/marvell-octeon-10-media-deck.pdf
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« CPUDF70—-F&EFaVFsmLE (FIT—2E%—)

o Y—N—B A FTHEL Xy bT— TR
g7 FEEBOS&ENL (F78—F) &1V TF4MELE
AbL =701 20E®EN (Target Offload + NVMEoF Initiator)
EZ0NXTy b 7+—<v b TOEEES (IPsec)
DT 74NV —"74—IL

Uil

« 2y b7—08 G (BeE) OEEIL - HFEL (FICBESESE)
« XY bT—UIRETTZ74 72X (NVA)
« VPN/NAT/Cloud GW

o VAN In-Network Computing
S?_RAN’ UPF (%_._ /r jl/> « Hyperscaleft 3 2 #=2E (ML) ~DXF5
o I%\fg'ﬂ: & 'EE‘Jjj g[\j]/_zl\_(ﬁi (|\/| EC}'(:J‘},‘S) « Gradient aggregations offload

s FGNTELAHEN? (BICH—RATE?)
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Andromeda 3.0
2022 - 200 Gbps,
fully offloaded

"Keynote 7 - P4 HAL for Network Virtualization"
Parveen Patel, Google Cloud, 2023 P4 Workshop @SanJose
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Microsoft Azure + AMD Pensando DPU

2y b — A8

7oA TR DOSHEL

Microsoft Azure: &&EEH & NVA (FLE 21 —)

https://learn.microsoft.com/ja-ip/azure/networking/nva-accelerated-connections
XYy k
1 W& oERE (CPS) DIEn

s —BMOHBT VT4 T nER
s SbNTITa4vT Xy T =7 OFEELINT

VMOCPUBRENZEMEDME £
C Uy R —DEIR
. CPU A= n Bl

“fx”ﬁi" Hyper-V 249F  VFP

SDN ‘s e @

FIIATUA

Hyper-V Z49F  VFP

‘e e e

INFOTECH

NSDI23: Disaggregating Stateful Network Functions

https://www.usenix.org/conference/nsdi23/presentation/bansal

Flow Table Rewrite Table
L3.SrcAddr Flags
1.3.DstAddr %ﬁ;‘gﬁg) SrcMAC,
L3.Proto mm)p : DstMAC
e HETEID L e T
L4.DstPort A SrcPort, DstPort
VNI

1. Set TunnelID, RewriteID in metadata
2.#Packets +=1

3.#Bytes += M.PktSize

Rewrite
fields based
on Flags

Packet Stream

Ethernet Port 0 NCSI Ethernet Port 1 .
(b) Card functional diagram (above) and an actual pic-

(a) Architecture diagram of our programmable ASIC.

ture (below).

Figure 7: Hardware used to enable efficient and high-rate NF processing.
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https://www.usenix.org/conference/nsdi23/presentation/bansal
https://learn.microsoft.com/ja-jp/azure/networking/nva-accelerated-connections

"Keynote 4 - AMD Pensando DPUs and Projects", AMD Pensando, Krishna Doddapaneni

T2/ 7y b T7+x—<v b cog@EES{ (IPsec)

Security Encryption Pipeline — Inline Programmable Encryption

Host Network

SDN ftraffic DPU
IPsec

Storage Datapath AES-GCM Deparser
2 VXLAN over IPsec

Control/Mgmt « Flow lookup for IPsec (such as SA) Any packet format
traffic « Other datapath functions (SDN, security, telemetry, etc.)

« Flexible packet format

« BEIE+EZXIL—TFv K - FEDOL AV TOESI (Overlay vs Underlay)
« EFEOREDOESLE e |IPsec Oy bO—IiL7 L — 2 IEKTE

AMDZ1

together we advance_
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"Keynote 4 - AMD Pensando DPUs and Projects", AMD Pensando, Krishna Doddapaneni

ZDMD 11— — R

c DT TFAN—"T7F—IL
« A ML =TTt XDOEHEI (Target Offload + NVMEoF Initiator)
« VPN/NAT/Cloud GW

AMD Pensando DPUs and Projects

 Shipping 1st generation DPU in 2019, 2nd generation shipped 2021
Full stack solution, native P4 hardware with a full P4 centric software
Many years of DPUs in production at Cloud and Enterprise customers

P4 Applications in Production
* Multiple SDN Stacks in Clouds
» Enterprise DPU Distributed Firewall
- Storage Target Offload
» Storage NVMEOF Initiator
» SDN Disaggregation
* VPN/NAT/Cloud GW

Deployed in Various Physical Form Factors
* PCle card in server
* Smartswitch
* SDN Network Accelerator Appliance
» Storage Target AMDI

together we advance_

INFOTECH
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"Keynote 1 - P4's raison d'etre, missing features and works done", Andy Fingerhut, Intel, 2023 P4 Workshop @SanJose

SmartNIC TwhEXR P4 e (XA v F & HHEE)

Missing features in 2020

- Add-on-miss
+ Add new entries to tables at high rate in data plane
- Auto-delete

Delete old entries in the data plane when they have been unmatched for
configurable duration.

+ The timeout duration of an entry is modifiable at packet processing time.

Packet encryption
Data plane APIs and P4 architecture flow for encryption & decryption

Now part of the PNA specification

INFOTECH

[TOYOTA

Missing features in 2023

Data-plane-writable action data
+ e.g. maintain expected TCP sequence numbers independently for each table
entry, in TCP connection tracking.

High throughput control plane APIs
Adding millions of table entries per second to large tables.

- Configuring externs with P4ARuntime APl more consistently

~ PAHoiRB ~ B —nN—Y A/ FEENT v MLEORIARLRE | BEZFRKNB@ I ZBHE

« See new GenericTable idea proposed in P4 APl work group

Updating P4 code with 0 down time

Implementation techniques are typically target-dependent, but sharing ideas on
how is likely to make this more widely available.

Supportin Linux to load P4 code into kernel
+ Then offload into NICs that support it. See talk on P4-TC later in the workshop.

Good IDE support

+ New open source repo: https://github.com/p4lang/p4analyzer

In active discussion/development now

JANOG 52
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SmartNIC TwhEXR P4 e (XA v F & HHEE)
R - EAL

e ZEAAPI (PARuntime)
Adding millions of table entries per second to large tables.

« AV MR —LTL—VIEKRFHET—7IVER
« Table lookup miss BF> T > k U BN
« Timeout L7=T> MY DHIBR

e ZF— k7RO RNANLADIHE
« Data-plane-writable action data

e e.g. maintain expected TCP sequence numbers independently for
each table entry, in TCP connection tracking.
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PAS D ILsE  (PNA)

P4 PNA (Portable NIC Architecture) %k T
add _on miss, auto_delete (idle timeout) #57—7I/ILEH L L TEX

8.1. Tables with add-on-miss capability

PNA defines the add_on_miss table property. If the value of this property is true for a table t, the P4
developer is allowed to define a default action for t that calls the add_entry extern function.

When t.apply() is invoked, t's lookup key is constructed, and the entries of the table are searched.
If there is no match, i.e. the lookup results in a miss, t's default action is executed. So far, this is all
standard behavior as defined in the P44 language specification.

If t's default action makes a call to add_entry, it causes a new entry to be added to the table with
the same key that was just looked up and resulted in a miss, and the action name and action parame-
ters specified by the parameters of the call to the add_entry extern function. Thus, future packets that
invoke t.apply() with the same lookup key will get a match and invoke the specified action (until and
unless this new table entry is removed). The new table entry will be matchable when the next packet
is processed that invoked t.apply().

Some PNA implementations may allow the control plane software to add, modify, and delete en-
tries of such a table, but any entries added via the add_entry function do not require the control plane
software to be involved in any way. Other PNA implementations may choose not to support control
plane modification of the entries of an add-on-miss table.

It is expected that PNA implementations will be able to sustain add_entry calls at a large fraction of
their line rate, but it need not be at the same packet rate supported for processing packets that do not
call add_entry.

P4

8.2. Table entry idle timeout

PNA defines the table property pna_idle_timeout to enable specifying whether a table should maintain
an idle time for each of its entries, and if so, what the data plane should do when a table entry has not

been matched for a length of time at least its configured idle time.

The value assigned to pna_idle_timeout must be a value of type PNA_TdleTimeout_t:

/// Supported values for the pna_idle_timeout table property
enum PNA_IdleTimeout_t {

NO_TTMEOUT,

NOTTIFY_CONTROL,

AUTO_DELETE

15

If the property pna_idle_timeout is not specified for a table, its default value is No_TTMEOUT. Such tables
need not maintain an idle time for any of its table entries, and will not perform any special action re-

gardless of how long a table entry remains unmatched.

https://p4.org/specs/

P4, Portable NIC Architecture (PNA)

e v0.7 [HTML | PDF] (Dec 2022)
* Working draft. [HTML | PDF]

BEERAB@ FILEHE
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https://p4.org/specs/

PA-16 Portable NIC Architecture (PNA)

Programmed in P4

Net-to-host Ty vy wRlanned Extension:
UM | | FROMLNET - FROM.HOST Fixed function
recirculate — :
mll Main Parser ‘. < \"::\ _
25 II ‘1."'\
2 £ \“"'\ 4
O < g Pre control o Ne » B
5 g9 —— Host tcl‘ ’:Et N %ﬁ 3
< 4l Main control recirculate \\st%
= < £ Host N
-- Port loopback - .
g = p Main Deparser loopback %\:‘:
L 4 ‘-II;
o - TO_HOST  TO_NET %}: -
—
< Host-to-net - 1 L | §$1 "3
«— inline extern .;\1\}. T
M

PNA Architecture

Figure 2. Packet Paths in PNA

5| A3 : P4 Portable NIC Architecture (PNA), version 0.5

TTOYOTA ~ PAh D ~ H—N—H 4 FEE/ Sy MUBOER L BY | BEERANE | 3 2HHE

INFOTECH



T

TOYOTA

INFOTECH

P4-16 Portable Switch Architecture (PSA)

Packet Buffer
Parser » Ingress »| Deparser —| Buffer and » Parser » Egress »| Deparser —| Queueing
Replication Engine
Figure 1. Portable Switch Pipeline
NU,
NFP NM NTP
NFCPU NTCPU
Ingress Lol Ingress | Ingress CI2E Packet | | Esress o Egress | Egress
> Parser Deparser Buffer Parser Deparser >

RESUBMIT T T CE2E +‘

RECIRCULATE

Figure 2. Packet Paths in PSA

5|F : P4-16 Portable Switch Architecture (PSA), version 1.2
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"Keynote 4 - AMD Pensando DPUs and Projects", AMD Pensando, Krishna Doddapaneni

Policy % Flow timeout Check @ "DPU CPU" 04 70— K
Pensando: P4(2 Xk % CPS @

Connection Per Sec

Accelerate CPS with P4

DPU CPU connection setup/tracking DPU P4 connection setup/tracking
New flow packet received . New flow packet received

DPU CPU checks policy . P4 performs table lookup

DPU CNIPUhperformS tabl? IOOKUFI)\JAT " - Next hop, metering, telemetry, NAT, LB etc..
ext hop, metering, telemetry, ) etc.
P g & DPU CPU creates flow entry

DPU CPU create flow entry
Packet Forwarded . Packet Forwarded

Flow timeout checked periodically by Arm® CPU . Flow timeout checked periodically by P4

DDR Memory DDR Memory

P4DMA
CPU CPU Packet
Complex Complex Engine

Slow Path Fast Path

Magnitude Improvement
AMDD1

together we advance_

INFOTECH
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SmartNIC T® P4Runtime APl O 51X

i

2022 P4 Workshop, NVIDIA, Evolving PARuntime from Switch to DPU

https://opennetworking.org/wp-content/uploads/2022/05/Alan-Lo-and-Milind-Chabbi-Final-Slide-Deck-1.pdf

Switch & SmartNIC D#IHIZEFEDEWLEF
Oy bO—SA0—AIIIEE

= APID 2y b7 — 0 & RBES. HBEX T ZF A8

Bulk table update %&3iEN
av b= E—MIHFEELTOHLF AR

20224 BEIZ P4 APl Working Group Ti&iy
ZolEReEL (TDILIPDK RED T L — LT — 7 I128%H0 7 BEFE)

https://groups.google.com/a/lists.p4.org/g/pl-api

~ PAHoiRB ~ B —nN—Y A/ FEENT v MLEORIARLRE | BEZFRKNB@ I ZBHE
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https://groups.google.com/a/lists.p4.org/g/p4-api

2022 P4 Workshop, NVIDIA, Evolving PARuntime from Switch to DPU

https://opennetworking.org/wp-content/uploads/2022/05/Alan-Lo-and-Milind-Chabbi-Final-Slide-Deck-1.pdf

Shared-memory for local controller

Serialize Protobuf to C-style Struct

|TabIsEnlry |

/ \

FieldMatch (union) FieldMatch (union)
Exact Exact

TableAction

Action — |

| __— Action

std::string value

| Std::string value Std::string value

]
Ternary... \ —— [rotion

' std::string value

Ternary...

TableEntry
FieldMatch (union) FieldMatch (union)
Exact Exact

char value[max] char value[max]

Tunables

J Serialization threads
Head Tail

\ |
; :

—

~
Shared Memory server/backend
SHM size

Batch size

INFOTECH
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Bulk table updates for remote controller

Update
Entity
TableEntry
XN
TableAction Field Match Field Match
1
|
|
l i
L2

UpdateSet
EntitySet
TableEntrySet
FieldMatchSet FieldMatchSet TableActionSet
ActionSet
Param Param
value value
value value
value value
value value

Layer Operations / sec Comments
gRPC 945,000 C, deserialize with arena
gRPC bulk 9,289,000 C, deserialize with arena
libPI 598,000 no gRPC, already deserialized
bulk PI 5,996,000 no gRPC, already deserialized

* Broadwell - Intel(R) Xeon(R) CPU E5-2609 v4 @ 1.70GHz

~PanroEDB ~ Y—nN—H M FEENTy MUEORKELRE | BEZFREAB@ FILEHHE
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Server Side P4 o fifé 3 I 2 =7+«
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Server Side P4 o3I 2 =7+«

PATC
P4-DPDK

IPDK

Infrastructure Programmer Development Kit

OPI

Open Programmable Infrastructure
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P 4 | ‘ "Hardware Offload Driver with P4-TC", Anjali Singhai Jain, Namrata Limaye, 2023 P4 Workshop

P4-TC in Kernel
e P4 % Linux TCIZav/"A L

+ Netlink B T Kernel Ica— K

C A TO— FELEYOBAL BRTETETARE ]! —{[—
« Model 1: Scriptable P4ATC (SW dpath via PATC) - e .
« Model 2: eBPF Parser Only, rest of SW Dpath via PATC J0 [;g,gj R [Be ot ]
« Model 3:SW dpath eBPF at TC+XDP independent of P4TC 1 va [] P4 Program templates
« Model 4: Integrated ebpf sw-dataplane P4TC control W Target Binary [ ] ]

) [—=r3
« Linux Kernel ~ Upstream /& : :
. 2023 P4 Workshop 0% B 1= PATC Workshop % £ 5 P o2d Driver Design
- 10&7E (Intel,NVIDIA,Mojatatu Networks, + ebiken ©) | Frmm] e ] oo e
« Intel E2000 (MEV) &\ 7= 7 E A BN
e TU77YMb, AT 2T ADIKR, FlFBFE-IENY

References

What Is P4TC You Ask? (PA4TC & X h ? D SEM 4 fiREH)

» https://github.com/p4tc-dev/docs/blob/main/why-p4tc.md
PATCR— %)L : NetDevConf 0x16 &, @BED A 7 7LV XEREFY

«  https://www.p4tc.dev/
2023 P4 Workshop @SanJose

e In-depth Talk - Hardware Offload Driver with P4-TC, Anjali Singhai Jain, Namrata Limaye

 In-depth Talk - PATC: Linux Kernel P4 Implementation Approaches And Evaluation, Deb Chatterjee, Jamal Hadi Salim
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https://github.com/p4tc-dev/docs/blob/main/why-p4tc.md
https://www.p4tc.dev/

2023 P4TC Workshop (Next day of 2023 P4 Workshop @SanJose)
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PA-DPDK
« P4 program % multi-core CPU TE{TT B3 7L —LT—7

- HHY : DPDKDM4EEIC, PADOZEVMYE (AT LLNTX) #
HAELE, LVEBWY 7 727 XAy FHEEHRT S

« |[IPDK @ CPU Target

« F—T7 V) —ATRH
« P4 compiler back-end and TDI driver on p4.org
e https://github.com/p4lang/pdc/tree/main/backends/dpdk

« P4 data plane engine on dpdk.org
o http://git.dpdk.org/dpdk/tree/lib/pipeline

ﬁggg;ﬁ ~ PABDIED ~ H— =Y FEE/ Ty MIBEORKE BY | B ERANE F 34 HESE
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https://github.com/p4lang/p4c/tree/main/backends/dpdk
http://git.dpdk.org/dpdk/tree/lib/pipeline

"Augmenting PA-DPDK software pipelines with accelerators: the |IPsec use-case", Andy Fingerhut, 2023 P4 Workshop

T

DPDK IPsec & crypto library % |
L VEMIZTHEED

P4 extern (Z

P4-DPDK T5

_I_\_

P

7 |Psec #LIE

& EIR

P4Rulntime
H
NET [ | CPUPipeline | HHOSH—
R\ (P4 [ ] RX
CRU IPsec Block
Open
e
(IKE)
oDe

[Sik

TOYOTA

INFOTECH

P4Runtime
H
HOST| || CPU Pipeline NEF—
T\ P4y | ] TX
CPU IPsec Bjock

Open

K """ Config

(IKE)

toDe

~ PAHoiRB ~ B —nN—Y A/ FEENT v MLEORIARLRE | BEZFRKNB@ I ZBHE
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©@ IPDK

Infrastructure Programmer Development Kit
https://ipdk.io/

 Infrastructure Offload 76D 7 L — LT —7
« SmartNIC(IPU/DPU) 7217 7% <, CPU, Switch # & T Hk4 7 /34 ZITHF L.
HBO I bA—IILAEERE - - —
. T E 7B DIL TDI (Table Driven Interface) g =
e https://github.com/p4lang/tdi o ?E%':E}( SE E @'@ @@ (((0))>
+ BZE(E OPl @ Sub Project & L TEE)

25 (2 @ipdk

-—
e

IPDK & L 757

- IPDKZKVM{RAE~ > VIRIE T L TH 5 by Apresia Systems
«  https://www.apresiatac.ip/blog/202207226950 i IPDK =1 -
- : : I
e pd-guide by Andy Fingerhut Targets - S—
https://github.com/jafingerhut/p4-guide/blob/master/ipdk/23.01/README - CPU Target IPU Target Switch Target

install-ipdk-networking-container-ubuntu-20.04-and-test.md
S P4_DPDK .............................................................................................................

TTOYOTA ~ PAR LR ~ Y——Y A FEERAY Y MUBORK L B | BEHERANC F 32 AHE A

INFOTECH
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https://github.com/p4lang/tdi
https://www.apresiatac.jp/blog/202207226950/
https://github.com/jafingerhut/p4-guide/blob/master/ipdk/23.01/README-install-ipdk-networking-container-ubuntu-20.04-and-test.md
https://github.com/jafingerhut/p4-guide/blob/master/ipdk/23.01/README-install-ipdk-networking-container-ubuntu-20.04-and-test.md
https://ipdk.io/

T

IPDK Networking Recipe (P4 Control Plane)

https://github.com/ipdk-io/networking-recipe

The IPDK Networking Recipe (originally P4-OVS Split Architecture)
modularizes P4-OVS and reduces coupling between its components,
making the code easier to maintain and more suitable for upstreaming.
It moves the P4-specific components of the integrated architecture of
P4-0OVS to a separate process called infrap4d.

Y = ol ——— -5 m#" by g O O -
~] | :
P4Runtime Config Monitoring ki ) OpenConfig/gMmMi

I
i | SOIVer SETVIT Controllers
Mt hinik

E TOI [Table Driven kErnlmon Kernel Contral
[ Iriterface) PMane
l Target Specific Driver SAl |

PARunmiame
Controllers

infrapdd

v

P4 Compliant Target (HW/SW)

infrap4d
Infrap4d integrates Stratum, the Kernel Monitor
(krnlmon), Switch Abstraction Interface (SAl), Table
Driven Interface (TDI), and a P4 target driver into a
separate process (daemon).

. Config monitoring
P4 Runtime Server earyer Kernzl Manitor L
(krnlmon)
Stratum (pdrr/EMml)
Table Driven Interface (TDI)
Maslink

= E7000 REC 3584

DPDK P4 driver intel= IFU Pa Tofing P4 driver : :
driver
infrap4d

(P4 Pipeline)
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OPIl Project

Open Programmable Infrastructure

Members: ARM, Dell, F5, Intel, Keysight, Marvell, NVIDIA, RedHat, Tencent, ZTE

1=
B

CPUMEE (BR# - :7&)ﬁizE—P®EﬂE%\%11
Z—XRICLBEEENHI-Y OWNIBHER FAFEIRT L5720
NAAVEMCR T Owy Y OFBILKHSEATWS

LHhL. BRIZZ 7Oy PO TNA REBICERSZ 7L — LA
7—7¥%Mﬁﬂ%éﬂfu%t =Rz TS LT

|

TV —=a v I ALY TORESIBREERY, 1Y —
ZlEEWEfihE Yy —Z (TR ) A kOHND
Br
(i%%@%%ﬁﬁé#w>
DPU/IPU-like iz R—X(CL7=. XHKRT—FF 7 F %

CTL—=—LT7—=D=dn, (F777b) AEZE—-—KFKER
W/, D257 4FEEOA—7 VBRI RTLZBRT 5

https://opiproject.org/

~ PAHoiRB ~ B —nN—Y A/ FEENT v MLEORIARLRE | BEZFRKNB@ I ZBHE

8% (Governance)
202341827 8%

Governing Board
https://opiproject.org/board/

Hao Chen (ZTE)
Dror Goldenberg (NVIDIA)
Michael Lynch (Intel)
Shekhar Mishra (Dell)
Joel Moses (F5)

Kris Murphy (Red Hat)
Venkat Pullela (Keysight)
yachenwang(zug)
(Tencent)

Cary Ussery (Marvell)

TSC members

https://opiproject.org/tsc/

Prasun Kapoor (Marvell)
Kyle Mestery (Intel)
Tim Michels (F5)
Tzahi Oved (NVIDIA)
Venkat Pullela (Keysight)
Steve Royer (Red Hat)
Chair: Joseph White (Dell)
Richard Wu (Tencent)
Songming Yan (TE)

Sub Groups

https://opiproject.org/subgroups/

Developer Platform/PoC/Reference Architecture
Provisioning and Platform Management
OPI APl and Behavioral Model
Use Case
Outreach Committee
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https://opiproject.org/

OP| / IPDK o 5B

o 2021478 : Diamond Bluff (#2®0PI) GitHubL 7R’ b U4ERL = https://github.com/Diamond-Bluff/

e 20214 10A8UE : Intel, RedHat, F5 |2 & A2 Diamond Bluff (2®DO0PI) OFmA e E 7= (FE A —)L)

« 2021108 : Intel IPDK project Web&GitHub 22Fd = https://ipdk.io/ | https://github.com/ipdk-io/

e 2022438 : Diamond Bluff —f%\B (GitHub, Slack”: &)
e 202243H15~16H : OPI 4 X k 0B (Co-oranizers: F5, Intel, RedHat) -> Play List: Day 1, Day 2
o 2022F3A24BIAH VT VTF—avEE (FLAHY) -> "Diamond Bluff Orientation session (2022-03-24 08 07 GMT-7).mp4"

o« 2022F4A8 : Diamond Bluff & IPDK AA—#&& 7% 1) OPIl ICEIREE
« IPDKIZO & £ 9 OPIDsub-projectifk Ly
e https://github.com/Diamond-Bluff/ IZE88 (7 —H A 7)

e 2022%FTH : Technical Charter JR7E -« 1NFd
e https://opiproject.org/docs/Open Programmable Infrastructure Technical Charter Final-06-9-2022.pdf

o 2022%8A : Mailing List fzx & &MNHEE = https://lists.opiproject.org/g/main

o 2022%9A : sub-projects ®TEY 757 & A Mailing ListiC TeEEim S L5 = https://lists.opiproject.org/g/tsc/message/86

FHharyrJUEa—3 3> ntel (12X BIPDKIZE, Pensando(AMD) (Z & AP, Delll & % storage protobuf/gRPC specification M2t
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https://www.youtube.com/playlist?list=PLB7Ulc2QDnpzmu7AzwrkrgVHrGGmcnLl4
https://github.com/Diamond-Bluff/
https://opiproject.org/docs/Open_Programmable_Infrastructure_Technical_Charter_Final-06-9-2022.pdf
https://lists.opiproject.org/g/main
https://lists.opiproject.org/g/tsc/message/86

T

OPI Dl ik & SEBNIN,

e M E= (Governance)
« Governing Board & Techical Steering CommitteelZ & 5EE

e Sub Groups (Working Groups)

o BTeam THKRRENERICITTOMN., TeamBFDWeekly
Meeting Cigams 1L T WLV 5

o SlacklZIZIZTBHEZAADH Y . NEWILGItHUbTEREE « B
INTW3

o [NESEBNZOutereach TeamlZ L AR —L_R— DOEH., E£2
~3[EDA4 Ry FTOFEE (OPHEN) % EHe

e JJ—=2
e 65AEDYY —R (ERICEITTIND D ITEMEDR

https://github.com/opiproject/opi/blob/main/Policies/OPl RELEASE APPROACH.md
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#B# (Governance)

202341 A 27HE%E
Governing Board TSC members
https://opiproject.org/board/ https://opiproject.org/tsc/
Hao Chen (ZTE) Prasun Kapoor (Marvell)
Dror Goldenberg (NVIDIA) Kyle Mestery (Intel)
Michael Lynch (Intel) Tim Michels (F5)
Shekhar Mishra (Dell) Tzahi Oved (NVIDIA)
Joel Moses (F5) Venkat Pullela (Keysight)
Kris Murphy (Red Hat) Steve Royer (Red Hat)
Venkat Pullela (Keysight) Chair: Joseph White (Dell)
yachenwang(zug) Richard Wu (Tencent)
(Tencent) Songming Yan (TE)

Cary Ussery (Marvell)

Sub Groups

https://opiproject.org/subgroups/

Developer Platform/PoC/Reference Architecture
Provisioning and Platform Management
OPI APl and Behavioral Model
Use Case
Outreach Committee
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https://github.com/opiproject/opi/blob/main/Policies/OPI_RELEASE_APPROACH.md
https://opiproject.org/subgroups/
https://opiproject.org/tsc/
https://opiproject.org/board/

https://opiproject.org/posts/2023-01-25-snia

e o —————————— o ———

e 11— —RDiEH. POCHOENE

o ow
[ PCle ]

O PloO X 3— / USER

| APPLICATIONMWORKLOAD | |

e Ty bT7A—LELTHEL, Zero Touch #EEX> Lifecycle B - -
. 7]‘%/? féil_X’?_—XL:\}/_L‘T\ C7- APl D F%& ' | Baremetal OS / Container
e TNARXRE=ZRY Y (OTELZIEA) i _ Plaform/ i
. F;ﬁ%f;%iﬁ@%é{}% : L (Partitioning) Hypervisor ) ;

TRUST LINE

SW SUBSYSTEM

PROJECT

PEN
P peees. OPI Working Scope

Platform API Device Monitoring | . . . |
O Device Discovery O Storage O Open Telemetry (OTEL) i |
O Zero Touch O Network O Metrics i Baremetal 0S / Container Platform / E
O Zero Trust O Security O Logs E Hypervisor i
O Inventory O  Al/ML Interface O Tracing | _ !
O Lifecycle & Updates E E

i [ HW Accelerators / Offload Engines ] '

Developer Platform Use Cases ! i

O Real devices & emulation O Driven by End U i [ N } [ OoBM/BMC :

% sers I !

O CI/CD pipeline O Requirements "\\ DPU/IPU-like deviy:‘
https://opiproject.org/presentations/IntelON-OPI-IPDK.pdf PhySical server

INFOTECH
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APl Mechanism
- Utilize gRPC for the config/control t
interface i )
—> Authentication v
L] USG API Gateway I::;%Z‘E::; — VENDOR GW
- Direct delivery of gRPC messages to | e T
appropriate shim layer | | | |
s gRPC to REST translation OPI Network | | OPI Storage | | OPI Security | | OPI Al/ML
Shim API Shim API Shim API Shim AP|
=  Support gNMI and gNOI ! ! | |
el [
; |
- Expose VF/PF for the data Linux Kemel l
consumption interface v
19| ©2023 Storage Networking Industry Association. All Rights Reserved. %%%;?g&?}%& SH?I; g‘.ﬁm\%’}KING
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« WERBDEE SNDIEEDFERSNE R STV DIREE

c KEZFDODTI ifok< WHWEIREEE. LT W TY A v Aa A
Ty b L—8BICEEL W ZEAEELE 7 —X
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P4 + IPDK #1585 & /N> XA~ by HAP4Z —H4

https://connpass.com/event/284037/

P4 + IPDK 585 & /\> XA~ ki

IPDK Networking recipez EJ K L=k} v &E-T-
PA7R 77 L%aERBRICEHESE S/ XF >V %Xl

https://github.com/ipdk-io/networking-recipe/blob/v23.01/docs/ipdk-dpdk.md

iz /s 1] P users
TR IvTE

. PUSEOER 6A278 Japan

e PASETTOU T IVIAEELRT /NA XDIBMN Z2N&184% HAP41—¥S

. IPDK & IZ +EAM

. IPDK@RRempeO)Ymn
« FPGANICZTHBN (B ARy HY—L£ V)

[N XF v 78— ]
« |IPDK Networking Recipe® 7€ D E{T
- T EDOREHIEDERAT
« |IPDK Networking Recipell& ZFN P47 07 7 LDEK ;"
1_+§jj'ﬂ5nit%i

HZAP4a2—H% Slack : https://p4users.org/slack-channel/
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Y—N—HA R ToETL—2a DI—Rr—2

CPUDF7RA—F&EXxaVF1sMmE xy F7—08H (BEE) OE=EL -
(FIZTF—%t2—) (EISBIEEES)

Y —N—HY A R THER v b7 — T HEE

g7 FEBOs®ER (F70—-F)
txaVUTFqmME (A—HFEBEBRAA DODE)
AbL—=T o0 A0OERERL

SEEBE S (IPsec)

DT 7 AN —"T74— L

2y b T—O BT TZA4 TR (NVA)
VPN/NAT/Cloud GW

ORAN, UPF  (E/NA L)

@RI &EANZERA E (MECHIE)

EHLLEBET LD ? TUOEGBENCIAI2ZTADERD
(bBLAAEELH D)
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HEDMES TWBDHD ?2HERDDH?

CPUDF7Aa—F&EFxaYFsA@kL 2y b7—o%m (BEE) OE=R{E - B
(FIZTF—%t2—) (EISBIEEES)

Y —N—H A FTHEL v b7 — 7 HEEE
777 FEEOE&ER (F70—F)
txa)TqsmE (A—YEBER XA VDODE)
AbL =TI RADEERL

53ERE=1 (IPsec)

DT 7 AN —"T74— L

2y b T—O BT TZA4 TR (NVA)
VPN/NAT/Cloud GW

ORAN, UPF  (E/NA L)

@RI &EANZERA E (MECHIE)

BEFEIMEL—Y

77 REEE - RRT4 v JEEE ENAIL - BEBE FEZE (MNO - CSP)
H— B XEEE (Hyper Scaler 2&8%) Ty T — IR X
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AT LPKRICES, BRI NEZEREE ()

e TOVATLDBEEZEELELTCHEBAIELZA 77U TL—LT—7

e« H/NTVR—T774 XL (Hyper Scalers EE4 1Y) A4 77 UX7
L — L7 — 7 OMERFEAZSmartNICF v IR UK EHET ZDOHE L W

o IBEAZHFINAZDIE. SmartNICR > X, Fv IR & . NFYRV X 2%
c F—7 2= T4EHBL. AP =Z—XDA Ty FHRE

o FT7HY—NREVUT DAL
e FIT7 4w RROEIRNL (7O —, TLX MU, HEHER)
e TRy JTICHERABRIBRC 7L —LT—7
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ZarA v b ()

EDLSITFERAIgEN?FRLI-VLWAHA? (A—R T —X)

ED LD IGREDERDBEIZDD?

e dXaZT 4 DOFEDY
e I a7 4A4ZM~AD/N—FILIF?

« ST EAD NIz, 74—FRXy I LTHRLWSEIZHEHD?
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Z DM SmartNIC BAE TH I X THELAREGFEE
CXLZE., XA v&x—ax7 b
OCP Open Domain-Specific Architecture (ODSA)

 how to accelerate the design and production of new domain-specific hardware
« |P blocks (chiplets)

VMware Project Monterey
« ESXi/NA/NX—=NAH—=%SmartNIC_ETEIH 3 B
« SmartNIC: Intel, Pensando, Nvidia
« H—/X:Dell, HPE, Lenovo

« The goals behind this project include:

 Improving security and manageability by using the SmartNIC hypervisor to act as an
air gap and secure supervisor

« Enhancing storage and network |I/O performance by offloading these to the SmartNIC

 Providing bare metal OS support, allowing the SmartNIC hypervisor to manage and
deploy the OS on the host
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"Keynote 4 - AMD Pensando DPUs and Projects", AMD Pensando, Krishna Doddapaneni

(%) SmartNIC NE87 — X /XX =1t 7 75— b

Seamless Upgrades in Production without Host Reboot

Hitless Software Upgrade Graceful Software Upgrade

Datapath Ver. A Datapath Ver. B Datapath Ver. A
Forward table/state Ver A Forward table/state Ver B Forward table/state Ver A

(OF] 0s
Software datapath Software datapath

Control plane Control plane
Management plane Management plane

Ethernet Ethernet

All links remain up - PCle link remains up during upgrade

Minimum to no traffic impact - Upgrade datapath program

Build new P4 program in partition B + Rebuild forwarding table and relearn session state (if needed)
Build table in partition B and sync flow state from A + No restriction on kernel upgrade

Continue data forwarding with A until B is fully built - No extra memory reserved for upgrade

Need extra memory for Partition B

AMDZ1

together we advance_
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