PAT wy {
H. H. PoX% OCGCAE\N X “Hdp

u 3 “Eel'(* D R |

EKpIuAX “ | InfoTech| DCop T X G

ITOYOTA
INFOTECH

" PATW U B. H. hoX% OGCAEN X'Hip . u ¢ T EekK' > ﬂﬁug(;i?



\

Data Aggregation / CDN
Edge

((‘K))/-\@?@j

Multi Cloud / Hybrid Cloud

Image
@}@@ processing @ Customers

) Real-time Data
@) '@ processing G Store
A \_/|j WAN
Mobile Network Devalrere
T ' High Performance
- % Operation

Data-collection rules

#£(Society) ~OEw

TOYOTA — e ol

Ve ? L,:;g:_:f:h?;zg:"o. Virtual Agem&o\g
EeK DI T o1 [CASE| * BROBHEH £ RIEX. WELE, Al N % i
> | . BE F-sSHHEEEEALALIXMAE Y omemcien e &
E K P [ n A >Kb P OoOn. | O [%<] BROWE - BRAREL TLET, &Y =

...... Data Center [l
TNLOBEE FIROTATYT AT 1 - BIER - S = =il

~ Companies
E K P ' M AX * W ATBILick>T, BERO=—XLHA, HER : store Anafae 5
FEERRTS [ECYT4H—ER] ORFUCHEL 3 i v .
InfoTech, DCo p T X G s, H oW A
Collect A Deliver
: Connected(a %771 v F)
| o (« X8
https://www.toyota _-tokyo.tech/ Sz e ST T
= . z : Electric(E&1k) m

_ . . ‘ - . JANOG 52
TT&I%E& PATwW Y4 BH. H. PoX% OCAE\N X 'Hdp LU ¢ EeK'™ >


https://www.toyota-tokyo.tech/

LOmZ0 yEaTS |
: Product Design and Development  SupportJapan Market Entry
Management and Board member  Technical Consulting / Support

\, A // ", 4 https://www.linkedin.com/in/ebiken/ .
_— of Startup Companies Open Source Community
R EREEEELEEREERIEEEREERNE ~lo years ....................................... : ) ] . . .
: Lo Switch Design & Development Service Automation & Container
Product Intro and Support for OperatorS Flow Router, IPv6/v4 Translation (nat64) Operation/Business Support System
Data Center Operation (energy eff|C|ency) __ Senior Product Manager l I Solution Architect
: SZI 72 Sable Networks Parallels
Technicalleam Management 5 Apr 2008 ~ Nov 2010 Dec 2010 ~ Mar 2014

Network (Enterprise / Telecom / ISP)
ATM, VPN(IPsec), xDSL, MPLS

OpenFlow, FPGA, WhiteBox NOS 8%, Network Automation

VP of Technology SDN Controller, Orchestrator
“’ Research & Support Engineer Riava Lagopus
Netmarks [ | Jul 2014 ~ Sep 2015 OF Switch Principal Engineer
MARKS Mar 1998 ~ Jun 2001 I 7 Lumina Networks
Co-Founder, CTO - Nov 2018 ~ Aug 2020
. Ponto Networks gt
Content Delivery Network & Storage Dec 2015 ~ Jun 2018 K XPlonk
Web/Streaming Cache & LB, NFS/SAN :
Regional manager. Global Support Center ...................................................................................................................................................................................
Jul 2001 ~ Dec 2006 § ] E
~© Network Infrafor Connected Cars ~ Operator Network Technology IR [ I Bl
Data Center & SaaS (MEX/SGI) ] & Tech Consultant
Energy Efficiency, DesktopVPN (SaasS) L Principal Researcher @ Research Professor Terrasence
. . . D ToYotTA TOYOTA Motor Corp. NTT Ltd. s a sole proprietor
Director of Service Development Operation D Nov 2016 ~ Present NTT Dec 2020 ~ Present Apr 2010 ~ Present
35 SGI Japan P
e Feb 2007 ~ Sep 2008 | TOYOTAInfoTechnology (Nov 2016 ~ Mar 2019)

Merged to TOYOTA Mortor Corp on Mar 2019
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P4y / sP4 s raison d Ctre
2023 P4 Workshop @SanJose
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T

Revenue down 1%

$2.1B

T ° "4t Quarter Earnings Presentation" @ https://www.intc.com/

Intel, Tofino Yx t+ Q6

Operating Income down 84%

Operating

$58/M/_Marg|n 3%

Q422

s 2022

Network and Edge Group (NEX)

Revenue

Q4Q g - 2023/01/26 *x

= Slightly lower revenue driven by TAM
weakness, offset by ramp of IPU products

Operating Income

« Lower operating income on increased
investment in process and product

roadmap and segment mix

ings+Deck_Final+PDF.pdf

https://d1io3yog0Ooux5.cloudfront.net/_2cead9b6413ala9lde449423742eea20/intel/db/887/8894/earnings_presentation/Q4%272022+Earn

TOYOTA

INFOTECH
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Intel bTu€awukE I'Op E : https:/download.intel.com/newsroom/2023/corporate/q422 -investor - call-remarks.pdf

Earning Comments from CEO Pat Gelsinger and CFO Dave Zinsner

We are making tough decisions to right -size the organization, and we further
sharpened our business focus within our BUs (business units) by rationalizing product
roadmaps and investments. NEX continues to do well and is a core part of our
strategic transformation, but we will end future investment on our network

switching product line , while still fully supporting existing products and
customers. Since my return, we have exited seven businesses, providing in excess of
$1.5 billion in savings. We are also well underway to integrating AXG (Accelerated
Computing Systems and Graphics) into CCG (Client Computing Group) and DCAI
(Data Center and Al Group), respectively, to drive a more effective go -to-market
capability, accelerating the scale of these businesses while further reducing costs.
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https://www.intc.com/
https://d1io3yog0oux5.cloudfront.net/_2cead9b6413a1a91de449423742eea20/intel/db/887/8894/earnings_presentation/Q4%272022+Earnings+Deck_Final+PDF.pdf
https://download.intel.com/newsroom/2023/corporate/q422-investor-call-remarks.pdf

2023 P4 Workshop @SanJose (2023/04/25~26)
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https://www.barebottle.com/

P4 s

P4's raison d'etre,

missing features and works done

rai sdPdy o Ctxr e

2023 P4 Workshop @SanJose ~ Key Note 1 & 2

The Power of Fully -Specified Data Planes

Andy Fingerhut, Intel

p4’s raison d’étre

. “reason for being”

. The same as it has been since it was created:
. To program packet processing devices that achieve the best
price/power/performance ratios that anyone knows how to build.

. Hardware architectures are usually some variant of RMT, DRMT, or “array
of small RISC cores”
. If P4 did not exist, many people would (and did) invent variants of it

. But each even more target-specific than P4 is today

[TOYOTA
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P4 Workshop, 2023

Rob Sherwood

The Power of
Fully-Specified Data Planes

NEX Cloud Networking Group, CTO

intel

Rob Sherwood, NEX Cloud Networking Group, CTO
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a P4 s raison d Ctre

0. KOii. p Pk OXbp Ow” 0. KPih.psa X Tw”
data plane programming language fully - specified data plane language
"H 46 B
THE BLINO BIND THE. ELEPHBINT .
% OCAE\ 'D' H Q | OUR OWN EXPERIENCE. 1S RARELY THE WHOLE TRITH 'ﬂ' - K (DUM - P
X Pk DOXbpO J3nNEoO
NO, 1TS A WAL s Fixed Function ASIC Y X X
K. 9AE N ¥
Pk OxbpD rr ex’
s ASIC, FPGAX
.Lll;l'(dbf/’l;p adr ol”™ w”
API6 ' Formal Language
(P4RU ntl me) ékd"'hp\anab; 2= The parable of the blind and the elephant
https://sketchplanations.com/the  -blind -and-the-elephant
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https://sketchplanations.com/the-blind-and-the-elephant

Slides & Video (Key Note) Total 32 tems| 7]
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https://opennetworking.org/events/2023 -p4-workshop/

Title (amended by ebiken to make it easier to understand what's been talked)

In-depth Talk

Working Group

Lightning Talk

Demo

Poster

Session Type

Keynote 1 - P4's raison d'etre, missing features and works done (Welcome + Recognition)

Keynote 2 - The Power of Fully-Specified Data Planes (Intel)

Keynote 3 - From Programmability to Fungibility (Rice University)

Keynote 4 - AMD Pensando DPUs and Projects

Keynote 5 - Fireside Chat with Nick McKeown

Keynote 6 - Laconic: Streamlined LB for SmartNICs, Xenic: SmartNIC-Accelerated Distributed Transactions (University of Washington)
Keynote 7 - P4 HAL for Network Virtualization (Google Cloud)

»—-»—\»—~>—->—\»—->—'KeyN0te

Key Note

In-depth Talk

11 - Escaping Babel: The Flow Must Go On

12 - OpenConfig Co-Existence with P4 Using TDI

I3 - Formalizing and Extending P4's Type System

14 - Effective DGA Family Classification using a Hybrid Shallow and Deep Packet Inspection Technique on P4 Programmable Switches
I5 - Segment Routing Proxy Device Implemented Using P4 on FPGA with Zero CPU Overhead

16 - Hardware Offload Driver with P4-TC

I7 - P4TC: Linux Kernel P4 Implementation Approaches And Evaluation

I8 - Augmenting P4-DPDK software pipelines with accelerators: the IPsec use-case

O N U S N N

Working Group
Lightning Talk (LT)

Demo/Poster (LTEEE D& S)

P4 Working Groups - Reports & Future of P4 Panel

1
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https://opennetworking.org/events/2023-p4-workshop/

2023 P4 Workshop @Sandose~J A€ a p
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A s 1 —x 2022 P4 Workshop
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OPEN SRV6 PROJECT: OPEN SOURCE FOR PBASED EDGE ROUTER

CENI: China Environment for Network Innovations s { 40 9 6'OMI DR KAEM. p*x G-SRv6 H

Overview of Open SRv6 Project

( A SRv61. XX ° P4 (Tofino ASIC) + SONIC

® The project was initiated by China Mobile, Beijing University of Posts and Telecommunications,;

and other companies. It aims to provide a complete set of SRv6-based Open source network system;. A E p E K N )K ¢ Ope n Dayl Ig ht (O D L)

@ The 1st phase has been completed, including an ODL-based controller, a Sonic-based operating system, and

a data surface based on the Tofino chip, with full support for the G-SRv6 protocol. A LBVPN over G - SRV6 -E) . P I X D A D ﬁ

ODL, a carrier-grade open sour( . 3 = .
SRVE expansion capabilities, i China Environment for Network Innovations 3

control and scheduling of WAN

is based on cloud network conv

SONIC-device ope + China Environment for Network Innovations (CENI) is an advanced, open, flexible, and international experimental network inf

- ’ « CENI covers 40 cities in China. The capacity of the system is 80*100G/200G and will be upgraded to 400G in the future.

SONIC, an open source netw

SAl as a north-south intercol « CENI has 2 planes, namely the SDN network plane (Plane A) and the Segment Routing plane (Plane B).

software and hardware deco

SAI Adaptation

3 (YouTube)
https://www.youtube.com/watch?v=wHkadd9HbVQ

@ P4-Network equig
' Network equipment can be

chips, implement the G-SR!

A pop

@ Plane A: SDN Backbone *’@
2 Beiiing " "\/ D | " ":@
Private Cloud*~ “~—Plane B: SR Backbone —*

4 =" s ZennR H X
https://zenn.dev/ebiken sdn/articles/elab7c9a803abd

“Public Cloud

The world's first backbone experimental network with SDN white box
Supports the double-plane with SDN plane and SR plane

TOYOTA : : . ‘ . . JANOG 52
TI&D%CH PATw U4  HB. H. PoX% OCAEVN X'Hip . u 5 EeK' »>



https://zenn.dev/ebiken_sdn/articles/e1ab7c9a803abd
https://www.youtube.com/watch?v=wHkqdd9HbVQ

ALIBABA]
THE JOURNEY TOWARDS PREDICTABLE NETWORK IN ALIBABA CLOUD

SNA*: a hyper-converged programmable gateway Nito i

000 SNA ... Smart Networli Appliance
"""""""""""""""""""""""""""" PA6 M®6 D

1Da
. e T 5

Hostl

LSS
2 4 $ R |

Hardware NF Offloading &

Control Plane & . ding ¢ Smart
Complex NFs Logic & Table Packet Switching

Extension

2022 P4 Workshop
"The Journey towards Predictable Network in Alibaba Cloud" uFab-C

Dennis Cai, Head of Network Infrastructure » Send probes with fetch core information back + Check failures locally and in neighbors

: i -nd- - + Schedule packets to paths * Summarize total bandwidth subscription on each link
https://opennetworking.org/2022  -p4-workshop -gated/ ot e e et Ak e e © Piggyback the preceding informatian with INT
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https://opennetworking.org/2022-p4-workshop-gated/
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Cisco Silicon One (P4), NVIDIA Spectrum (P47?), Broadcom (SDKLT)

r.r.o xn.16 80 xs 6xHBb. E

A G-SRv6 (CENI ... China Environment for Network Innovations )
A Smart Network Appliance (Alibaba)
A In-Network Computing for Hyperscale ML

r.F"NtWYw ¢ HyperScaler Tf Yaz VY |
:$> Wy A> " LUp NYP4s ASICXx dk Okbp D6Hb. E
b. dpoceébyYvndUeEEI T IY nmdoTpubo
r. T hoXnx ®k O bIP3 T P h. Hbho XY

T PATWw U B. H. B X% OCAE\N x'Hdp o ¢ S EeKk' > ﬂ]mg(;ilz



T

Tofino O r e 5

0pPs fX

S 2

Nick McKeown Fireside Chat W Rob Sherwood (Intel NEX CTO) x Key Note Tt
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ADO Y Q 6B  wWTwxor YO
A Alibaba " 1 TH T boMU

APAdzwr Yy +yO
AP4apOt I pAY nYyoy YoYpyoMY
A IPU (Mount Evans) ( Intel Tpuox ET
A DPDK (IPDK),P4TC o ¢ " WbTEj ©t mx P4 F
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Fireside Chat

With Nick McKeown

JANOG 52
in NAGASAKI



Intel Vision: Common Programming Model with P4, 2023 ver

2021 P4 Workshop @online 2023 P4 Workshop @SanJose
"P4 AT INTEL" "The Power of Fully - Specified Data Planes"
Guido Appenzeller, CTO, Data Platforms Group, Intel Rob Sherwood, CTO, NEX Cloud Networking Group
P4 at Intel Intel Vision: Common Programming Model with P4

Broad enablement across product families e
P rogram

(
&y = {ipv4.dstAddr : Ipm; }
P4 Program = (drop; route; )
12048;
Open Abstraction for L .
Programming Infrastructure

& Advanced Applications

P4 Compiler

FPGA/SmartNIC

Back-end DPDK Back-end

Platform

= E C Model
Platform x@

Tofino Switch

SmartNIC Xeomﬁ + FPGA Card Software Switch (DPDK, eBPF)

Platforms Group | Office of the CTO |ntel 1

0. KOii. p6dK OXblYutpU" pM= W s Cisco Silicon One, Broadcom, etc. X
r.rnm.it1>23880 opl Kblpl _ ®. Hbp Xs SmartNIC/Software x Y~ 10U
Tlgr.g";ﬁ " PATwW U B. H. BgX% OCAE\N X 'Hlp U 3 S EeK' >



Tofino Architecture P. ®p3' EbBUTumY YV
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- A RISCVy Wx PhDTeamt WY dzw 3HH. | YKY"
SiFiveY Y ocHApt Ad VO w6 D)6

A Tofinot hoo XeEEITI6 " YvBdY TR
" AYvr ocEbBWUIr®6 °~  pBUYtoAutywy DY

“Ireside Chat

With Nick McKeown
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P4y / sP4 s raison d Ctre
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L.K®ii.p T ployx P4

KAEM. pXo20t1TuW J3Y

"The Power of Fully -Specified Data Planes", Rob Sherwood, CTO, NEX Cloud Networking Group, Intel

The Importance of Layering

* Independent but compatible innovation at each layer

T;MFQYapr'b KpE6 BUHT WA
EPEK. ndun. ppf. Kdin. pY
Oop/1L. ep,pGRé('L')DBBqH,Yr 100

YouTube: https://www.youtube.com/watch?v=YHeyuD89n1Y &t=259s
Scott Shenker, 2011 - Net wor ki ng Needs AbDb

_ . . : - . JANOG 52
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https://www.youtube.com/watch?v=YHeyuD89n1Y&t=259s
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"Keynote 7 - P4 HAL for Network Virtualization", Parveen Patel, Google Cloud , 2023 P4 Workshop @SanJose

O. KPi.p J31ip6 s Switchx

EpEk. xt 0" O. K®ih.p J3ihpb6s APX 6 a

Lessons Learnt: P4 has two related yet distinct use-cases!

e HAL for SDN applications Orion SDN

o  Google SDN Controllers SR Controller

o Target-independent P4, avoid vendor extensions B. Pl Wt 03y
e SDK for programmable hardware SEpEK. Xx. X

OHol x WY M

- Barefoot,Cisco, AMD

o Target-specific P4, custom optimization extensions

P4 SDK Non-P4 SDK

Fixed Function ASIC
P4 Switch ASIC Fixed Function ASIC F oa HAL'O 11 E

TOYOTA : : . . . y JANOG 52
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"Keynote 7 - P4 HAL for Network Virtualization", Parveen Patel, Google Cloud , 2023 P4 Workshop @SanJose

Vd

O. KOnn. p Jd3Inmp 6 s SmartNIC

Google’s Network Virtualization journey

Guest VM
Guest
Host
VM Monitor Payload copy
(VMM) Descr validation
- Flow lookup (tx)
K A E M i p Snap Ratelimiting
~ Software NIC Enoap/decap
S tati
v 31nghb
Encryption
Network
O1 Dr T

Andromeda 2.0
2016 - 10 Gbps,
minimal offloads

INeoTeon PATw 4 B. H. o X%

fTOYOtA

Guest VM

Snap
Software NIC

Andromeda 2.2
2019 - 100 Gbps,
partial offloads

OCAE\

X HAp

Guest

Host

Descr validation
Flow lookup
Ratelimiting
Encap/decap

Network

Segmentation
Steering / RSS
Encryption
Payload DMA

; Guest
Host
vMM
Network
Snap Fastpath Accelerated

Fastpath and
offloaded slowpath

SmartNIC

Andromeda 3.0
2022 - 200 Gbps,
fully offloaded Google

“EeK' >
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Snap: a microkernel approach to host networking

Blog: https://hub.packtpub.com/google

C

https://dl.acm.org/doi/10.1145/3341301.3359657

J
App 1

CC
JJ
App 2

Monolithic

Kernel

(@)

v

NIC

Google @ SOSP'19

SOSP 19, October 27-30, 2019, Huntsville, ON, Canada

S

CS

s J
App 1 App 2
fn call fn call
Network Network
Library Library
|
NIC

(b)

-ai-introduces -snap-a-microkernel -approach -to - host - networking/

( shared memory reads/writes

J
App 1

T

Marty and De Kruijf, et al.

((lnl

S5

App 2

Userspace process ) J

Microkernel
Network Module

OCP, Networking/NIC Software: https://www.opencompute.org/wiki/Networking/NIC_Software
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(c)

S EekK'
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NIC

Figure 1. Three different approaches to organizing networking functionality: (a) shows a traditional monolithic kernel where
applications make system calls, (b) shows a library OS approach without centralization and with application-level thread
scheduling of processing, and (c¢) shows the Snap microkernel-like approach leveraging multicore for fast IPC.
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"Kevnote 7 - P4 HAL for Network Virtualization", Parveen Patel, Google Cloud, 2023 P4 Workshop @SanJose

M. XXj ©1 J3iip6s HALX ¥~

Pay

AYoUM. Xj ©61 s SmartNICXx T b. Tup IB U x @ 33X [ O
A " X NIC6 “ b o BUBct1 "HAL" Y

AP4p " Q oKAEM. pyx "HAL"

A cO. BY powM{
A APIs + behavioral model + validation tests

o " BUO. BFKUs Kpuox_ |1 gAYty MOOM Q
A % o APIY s High-performance P4Runtime X

A Millions table ops/sec for per -connection insert/delete, bulk ops, counter reads
A X E ° Local controller only, no need for the overhead due to serialization

A
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"Keynote 7 - P4 HAL for Network Virtualization", Parveen Patel, Google Cloud, 2023 P4 Workshop @SanJose

SmartNIC 0 | P4h

0

X Qs Googlex

A sketch of a P4 HAL for Network Virtualization

-

ITOYOTA

INFOTECH

P4 HAL
¢ P4Runtime Local

¢ Table Driven Interface (TDI)

Provides high performance
4 Millions table ops/sec
Enable a variety of targets

4 Manual or compiler-driven

Enable rapid development of features

¢ No intermediary between HAL and target
backend

" PATw U4 BHB. H. Bp X% OCAE\

X

Smart NIC

Offload CPU Complex

HAL

P4Runtime Local

User
provided

TDI Frontend
TDI Target-specific Backend Vendor
[} provided
Low Level Driver

Hardware Pipeline
NIC Fastpath

Google
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O. Kbdi.p Tw pOoyP4r Wdr T oUH T — 2023 P4 Workshop, "The Power of Fully -Specified Data Planes", Rob Sherwood

[ |l Exe 3

AEPEK. nodii.pxrl Ee 3
Ad. Koin. p6HTE|] ©t s e.g. P4ADPDKx T 'l E6D
AClICheéYy »>Y 31
AB. Pl eégnygM. Xj 6t 6 s e.g. Switch ASIC, SmartNICX

Ao. Koin.pxrFl EY 3
AT1TEX"T D“sr.Yu | X 3
ATl EOCGAEY
AQB xads OCAEX

p4dtestgen : Automated Test Generation for Real -World P4 Data Planes
https://opennetworking.org/wp _ -content/uploads/2022/05/Fabian _ -Ruffy-Final-Slide-Deck.pdf
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https://opennetworking.org/wp-content/uploads/2022/05/Fabian-Ruffy-Final-Slide-Deck.pdf

O. Kbdi.p Tw pOoyP4r Wdr T oUH T — 2023 P4 Workshop, "The Power of Fully -Specified Data Planes", Rob Sherwood

M. XKj 6t Jdxe 3

KU "HTEj ©1f X"¢ "M. Xj 61t Y'mPb. Es b. TupIdxr T¢

. X_v
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A> GEpourt . "Xpd" P "ML XKj &t YT bIA®r T
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p Tw” pOoy P4t WYr ToUlH T — 2023 P4 Workshop, "The Power of Fully -Specified Data Planes", Rob Sherwood

T
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HTE] 61 D3’ PTkK. Xxed3

PAG MO HTEj 6t 0. Kdii. p e

A ~0UBMRYT WY" A. Kdih. px9O3Y 31
AM. Xj 61t bTk . XY 31 s Clearer semantics for hardware -offload

A Example #1: Linux Kernel Traffic Classification (TC) System

A LinuxTCx P41 WU R
AWTEj] 6t n* _ ®XAET>. 31 &a oPTK. XYr

A Example #2: P4 for Kubernetes
A Calico P4 Plug-in, k8s.p4 6 Mo " WTEj 61t n*“
A Kernel dataplane (iptables, iproute) \ 6 IPUT P T K . Xr
A https://ipdk.io/documentation/Recipes/PaaSOffloadKubernetes/
A https://github.com/ipdk  -io/k8s -infra - offload
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https://github.com/ipdk-io/k8s-infra-offload
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Intel Vision: Common Programming Model with P4

P4 Program

table routing {
key = {ipv4.dstAddr : Ipm; }
actions = { drop; route; }
size : 2048; }
control ingress() {
apply {
routing.apply(); }

P4 Compiler

P4 Compiler Front-end

IPU Back-end B G smariic DPDK Back-end
Back-end

alempieH
auljedid ¥ada

Platform

NICs & Host (P4
DPDK)

2023 P4 Workshop @SanJose "The Power of Fully - Specified Data Planes”, Rob Sherwood, CTO, NEX Cloud Networking Group
’ JANOG 52
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%
NextGeninfra.io PRESENTED BY CONVERGE! NETWORK DIGEST AND AVIDTHINK % [ . 1- p \] )K ﬁ o € p' p ~ p T K o )I( 6 I q\

Converge! @ AvidThink

— 2 0 2 2 S ma rt N I C S Explore related Next-Gen sites

2021 Open RAN | 2021 Service Assurance = 2021 Private Mobile Networks

Cc_)nvﬁrge! M AvidThink®

2022 SmartNICs and Infrastructure Acceleration Gt | @i

SmartNICs and Infrastructure
Acceleration Report 2022,

Report o
The 2(‘)32 SmartNICs and Infrastructure Acceleration Report aims to educate and update executives and i i Sma rtN I CS and InfraStru Ctu re

technologists at CSPs and enterprises on developments in network acceleration that involve SmartNICs,

DPUs/IPUs, FPGAs, and related trending technologies. Acceleration Re port 2022

Enabling the Next Generation of Digital Services

Infrastructure Acceleration Highlights from Industry Thought leaders
. . . THE TILF RESEARCH BRIEF
RS Microsoft  napa:tech; [ Jiinux  TLF o JUNIPEL

=8 lnfrastructure Acceleratlon SmartNICs DP
/

A e—— 1%
SmartNICs, DPUs, FPGAs & more || | | I - AN rpit
\INFRA‘V » JCTURE - [ e Pt e
AcceeaTion

5223 B Youlube
https://nextgeninfra.io/smartnics -infrastructure -acceleration/
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42 Years of Microprocessor Trend Data

gl I I ]
10 & Transistors Moore s Law
D e ¥ S (thousands) Amdahl s Law
; N | Single-Thread Dennard Scaling Principles
N SN L ¥y ; - -
10 | : : ‘ Performance 5
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5 | “ Typical Power
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L om Y v Vv : T
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i ! ! !
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Year

Original data up to the year 2010 collected and plotted by M. Horowitz, F. Labonte, O. Shacham, K. Olukotun, L. Hammond, and C. Batten
New plot and data collected for 2010-2017 by K. Rupp

https://github.com/karlrupp/microprocessor -trend -data
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A 2015 Google: Profiling a warehouse -scale computer
A https://dl.acm.org/doi/10.1145/2749469.2750392

A They found that the diversity of workloads would benefit from flexible architectures, and
i denti fy a —-~datacenter tax®° i n thateompricewmearlyl ayer s
30% of cycles across jobs and that are prime candidates for hardware specialization and
acceleration.

A 2020 Facebook: Accelerometer: Understanding Acceleration Opportunities for Data
Center Overheads at Hyperscale

A https://dl.acm.orq/doi/10.1145/3373376.3378450

A Another study by Facebook published in 2020 found that microservices spend as few as
18% of CPU cycles executing core application logic. The remaining cycles were spent in
common operations not core to the application logic, including I/O  processing, logging, and
compression. FaceBook believed that accelerating standard building blocks can significantly
improve data center performance and they built a model to project possible hardware
speedup in microservices.
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THE CHANGING DATA CENTER

Top-of-rack Switch

Multi-core e

Server
CPUs S~

Server

NVMe ~ Server

Storage //
Server

Evolution from CPU-centric, siloed systems, to SmartNIC-directed
and orchestrated shared resource pools ;

Resources Under Management Top-of-rack Switch
Muétli;ljore Memory DC Resources
= SmartNIC Composed set of

Higher speed connectivity - as DC Resources dynamic
PCle Gen 5, CCIX, CXL, NV-Link Orchestrator resources -
and 0C Resources storage pool, GPU
NVMe Gatekeeper pool, CPU pool
GPUs :

Storage DC Resources

\

X AvidThink® avidthink.com
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A BT E|j ©1 (Software Based)
A~ 1 Kernel Network Stack mnD“ nb4d\ x 0 H1uHp Ol
A Linux Kernel p 0 Kd
A eBPF, XDP, AF_XDP (eXpress Data Path, Address Family XDP)
A vDPA (virtio data path acceleration)
A sEpr3occt®scC. €gpm " PYl. HP3 T umy Y MXx
A Linux Kernel p 0 0
A DPDK (VPP, IPDK, OVS-DPDK)
A s VPP " NFVM. p K . Xm¥ Y Mx

A M. Xj 6t (Hardware Based)
A OCAEN 1s CPUWYx 008" XKpp 31 xXM. X 61 6
A ASIC, NPU, FPGA, SoCs Many-core®dk J Ah. 8¢« 37 H Dg YAO®X
A NCIl xT>.3TtpKt []JAb" IPUDPUpF Qwb U (SmartNIC )

‘ IPU/DPU/SOC/ASIC /INPUetc. gy o TYoW" UpMNTtWYdYocUA> YKU
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"SmartNIC" x K o @

"Choosing the Best SmartNIC", NIVIDA, Sep 14,2021 6t A ©62Mo |

https://developer.nvidia.com/blog/choosing _ -the-best-dpu-based-smartnic/

IPU/DPU FPGA Many Core
(ASIC/NPU) Processor (SoC)
Ok OXbIP3 Ty | & %M AT %M AT %M
PK DXIDYX 3 O M £ 3
ODUMBN s SDK6 X s HDLX "Of Y x |s C-likea®” Y Mx
33 [*] AT M %0 | Y %03 M
Intel IPU F2000X - PL
S X Intel IPU E2000 Intel IPU C5000X-PL NVIDIA BlueField DPU
AMD Pensando DPU AMD Alveo SN1000, U25N Marvell OCTEON DPU

TF XxUpny a

[*] 3 sy U TW4 o¥ 3BUBG z Y FPGA: Intel (Altera), AMD (Xilinx)
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Intel IPU E2000 (MountEvans) & FPGA Cards

https://www.intel.com/content/www/us/en/products/details/network

-io/ipu.html

Products

Intel® IPU E2000

TOYOTA

INFOTECH

PATw U

Features

2 x 100 GbE or 1 x 200 GbE
connectivity

Up to 16 Arm Neoverse N1 Cores
PCle 4.0x16

Up to 48GB DRAM

2 X 100 GbE connectivity
Intel® Agilex-F FPGA

Intel® Xeon D-1736 Processor
32GB DRAM

2 x 25 GbE connectivity

Intel® Stratix® 10 DX FPGA
Intel® Xeon D-1612 Processor
20GB DRAM

B. H. Po X% OCAE\

Target Acceleration Workloads

Packet processing

ovs

NVMeQF and Storage

RDMA/RoCEV2

Traffic shaping and QoS

Security: Inline and Lookaside Crypto with
Compression

Packet processing
ovs

NVMe-oF
Security/Isolation
Crypto
RDMA/RoCEV2

Packet processing
Qovs
RDMA/RoCEV2

X ‘HA p

Related Documents

White paper: IPU Based Cloud

Solutipn brief: Data Center
Acceleration with Intel FPGAs »

White paper: IPU Based Cloud
Infrastructure »

Solutiqn brief: Data Center
Acceler_a_\tion with Intel__l_:PGAs y
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AMD Pensando DPU

Portal : https://www.amd.com/en/accelerators/pensando

AMD Pensando DPUs and Projects

Shipping 1st generation DPU in 2019, 2nd generation shipped 2021
Full stack solution, native P4 hardware with a full P4 centric software
Many years of DPUs in production at Cloud and Enterprise customers

P4 Applications in Production
* Multiple SDN Stacks in Clouds
» Enterprise DPU Distributed Firewall
» Storage Target Offload
Storage NVMEOF Initiator
SDN Disaggregation
VPN/NAT/Cloud GW

Deployed in Various Physical Form Factors
« PCle card in server
« Smartswitch
* SDN Network Accelerator Appliance
» Storage Target AMDZU

together we advance_

"Developing Real World Applications”, Krishna Doddapaneni, AMD, 2023 P4 Workshop
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AMD Alveo SN1000, U25N SmartNIC

https://www.xilinx.com/products/boards - and-kits/alveo.html
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