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RegstE7” kN1 1) DYLEE




ReggtEr” KN DiR(EIR

K. BERORMETH S, EROEATRESNTWVS

Fortinet: CVRF Cigfit

Cisco Systems: CVRF/CSAF Tigfft. CVRFZ XL TWLWBR—=JHBHD
Juniper Networks: HTML (D& ?

Palo Alto Networks: MITRE CVE 4.0 JSON Format THgfit

Arista Network: —&R CSAF Tigft. HTML/PDF DA DIEEH B D
YAMAHA: HTML D& ?

NEC: HTML D & ?
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@ NVD DERZFEZIE?>EFERARL......
O MEsEMET7 ENAHF U DREADNS. ND TEDIAEFNS FTICHELAHMDSZDHDH
O ST RNAHFUEND DETRETEZIN-2avhHBEAB>TVWRDLDHEHDD
®@ ITo>—T7ULEATTZRWV
O https://www.fortiguard.com/psirt/FG-IR-012-001
® HTML %° PDF D& DIgfH
O HTIMLAEEREZEDH>TWT, HIMLASIBEREEIG T2 CICKkKRT 355D
@® Web hlx ¥ CVRF/CSAF TEENBHEE S
O Web IROEFARABED CVRF/CSAF ICRBEENTULWEREWI D
@ THINZEUSH N2 D RE
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HMEICINETELVREET7 FNT TV HE3H52

@ CVRF/CSAF DfxtkZEimicLTWaWL - @BLT7 s —ILRZFALAGL
O CVEIDH 1BEFRICEE®HTEVTHSD. Notes ICAITHEWVWTLES

@ REDFERMNMZELL......
O TRNAFVIEIZERZN— 3 Vil
6.0.0 to 6.0.4, lower than 3.2.0, 7.3.0 through 7.3.1,5.4.0 and 5.4.1, ...
O HEBTAZIN—2ariFEIhbEIFzT?
B 42:4200r(=4.2.0,=<4.2.x)
B 5.2.2andbelow, 5.0.11 and below: (= 5.0.11, =5.2.2) or (£5.0.11, =2 5.2.0, =5.2.2)
or (=5.0.0,=5.0.11,=5.2.0, =5.2.2)
O FELAREVWEEBODNAN—Ca zBRLTWS
FortiExtender 5.3 all versions (ref: https://www.fortiguard.com/psirt/FG-IR-22-048

FortiExtender 5.3 |FTETE L 7E L) ? (ref: https://docs.fortinet.com/product/fortiextender/5.3
14
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O API TV RNAH UK. 7 RNAH ) REZRE

O Indexof D& SAU X NTHEFEET RN Zig{H

O FHALGETHHEET RN E—DICFOHTIRME

O Git Repository Tiefit
@ EMMICAIBT BRIHRD 7 +—< v b EFKAT 3

O CVRF/CSAF. OVAL. MITRECVE. OSV A REse4BEmzsEchd 327 +—< v MIRLH S
® 7 RNAHEAEATREDEA—EICEEF->TWVS

O FVWHEDHLSFLLWBHDDELTT., ECICfAEEZLLH. E5KREFEITBIHMDHE—INTWLS
® NHLIEVRENAHFUMSEXFa) o8B EENZD? CVWSEHEZFD
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SNMP ZHWI=2y O — BB DEFE

sysDescr, entPhysicalMfgName, entPhysicalName, entPhysicalSoftwareRev 'S CPE \

$ snmp2cpe v2c --debug 192.168.1.9
2023/03/28 14:16:54 DEBUG: .1.
2023/03/28 14:16:54 DEBUG: .1.
2023/03/28 14:16:54 DEBUG: .1.
2023/03/28 14:16:54 DEBUG: .1.
{“192.168.1.99”:{"entPhysicalTables”:

{"1":{"entPhysicalMfgName":"Fortinet","entPhysicalName":"FGT_50E", "entPhysicalSoftwareRev":"FortiGate-50E
v5.4.6,build1165b1165,171018 (GA)"}}}}

.1 -> FGT_50E

b o B

6. .47.1.1.1.1.12.1 -> Fortinet

6.

6. .10.1 -> FortiGate-50E v5.4.6,build1165b1165,171018 (GA)

38
31
3%
3

$ snmp2cpe v2c 192.168.1.99 public | snmp2cpe convert
{"192.168.1.99":["cpe:2.3:h:fortinet:fortigate-50e:-:*:*x:k:*x:x:x:%x" "cpe:2.3:0:fortinet:fortios:5.4.6:*:*:xx:x:*x:%x"]}

https://github.com/future-architect/vuls/tree/master/contrib/snmp2cpe
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BULARVARBTHIEEMBDEEBDHE—INTUVEWVED., EDBBREFEIITERETIHDHH5HL
(SNMP DY > FILAERIBIICED TULVZARL......

O Juniper Networks MX240
B sysDescr.0: Juniper Networks, Inc. mx240 internet router, kernel JUNOS 20.4R3-S4.8, Build date: 2022-08-16 20:42:11 UTC Copyright (c) 1996-2022
Juniper Networks, Inc.
entPhysicalMfgName.1: Juniper Networks
entPhysicalName.1: CHAS-BP3-MX240-S
entPhysicalSoftwareRev.1: 20.4R3-54.8
O Juniper Networks SRX4600
sysDescr.0: Juniper Networks, Inc. srx4600 internet router, kernel JUNOS 20.4R3-54.8, Build date: 2022-08-16 20:42:11 UTC Copyright (c) 1996-2022
Juniper Networks, Inc.
entPhysicalMfgName.1:
entPhysicalName.1:
entPhysicalSoftwareRev.1:
O Juniper Networks EX4300-32F
sysDescr.0: Juniper Networks, Inc. ex4300-32f Ethernet Switch, kernel JUNOS 20.4R3-54.8, Build date: 2022-08-16 21:10:45 UTC Copyright (c) 1996-
2022 Juniper Networks, Inc.
entPhysicalMfgName.1: Juniper Networks
entPhysicalName.1:
entPhysicalSoftwareRev.1: 20.4R3-54.8
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https://github.com/future-architect/vuls/blob/master/contrib/snmp2cpe/pkg/cpe/cpe_test.go
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BT RNAHFUE 636/ R—Tx— 3> /Web, CVRF

FortiGuard Labs

ATINET

NEWS / RESEARCH SERVICES THREAT LOOKUP PSIRT RESOURCES

» Home / PSIRT / FG-IR-23-076

Q

» Home / PSIRT

Refine
& PSIRTs (641)

Filter by Date:
Al

2023

O June (21)
OMay (9)

O April (21)

O March (15)
© February (40)
O January (5)
2022

2021

2020

2019

2018

2017

2016

2015

2014

2013

2012

https://www.fortiguard.com/psirt

PSIRT Advisories

Monthly PSIRT Advisories

e 2023: Jun, May, Apr, Mar, Feb , Jan

* 2022: Dec, Nov, Sep , Aug, Jul , Jun, May, Apr, Mar, Feb

« 2021: Dec, Nov, Oct, Sep . Aug, Jul, Jun, May, Apr, Mar, Feb , Jan
¢ 2020: Dec

The following is a list of advisories for issues resolved in Fortinet products. The resolution of such issues is
coordinated by the Fortinet Product Security Incident Response Team (PSIRT), a dedicated, global team that
manages the receipt, investigation, and public reporting of information about security vulnerabilities and
issues related to Fortinet products and services.

For details of how to raise a PSIRT Issue with Fortinet, please see our PSIRT Policy here.

FortiADC & FortiADC Manager - Command injection vulnerabilities in cli commands
Multiple improper neutralization of special elements used in an os command ('OS Command Injection’)
vulnerabilties [CWE-78...

FortiADC 7.2.0,7.1.2,7.1.1, 7.1.0, 7.0.5,7.04,7.0.3, 7.0.2, 7.0.1, 7.0.0, 6.2.6, 6.2.5, 6.2.4, 6.2.3, 6.2.2, 6.2.1, 6.2.0,
6.1.6,6.1.5,6.1.4,613,61.2,61.1,61.0,604,603,60.2,60.1,600,545 544,543,542 541,540,537,
536,535,534 533,5.32 53:1, 53.0,52.8 527,526 525524 523,522,521,570
FortiADCManager 7.1.0,7.0.0, 6.2.1, 6.2.0, 6.1.0, 6.0.0, 5.4.0, 5.3.0, 5.2.1, 5.2.0

Jun 12,2023 Severity @ @ ® ® = High IR Number: FG-IR-23-076 ~ CVE-2023-26210

FortiADC - Command injection in diagnose system df CLI command

IR FG-IR-23-076
Number

Date  Jun12,2023
Severity @ @ @ @  High
cvssv3 7.8

Score

Impact  Execute unauthorized

code or commands

CVEID CVE-2023-26210

Affected FOrtiADC : 720712711

Products 710,705, 704.703,702,70.1,
700.626,625,624,623,622.
621,620,616,615, 614,613,
612.61.1,610,604,603,602.
601.600,545,544,543,5.4.2
541,540,537,536,535,534,
533.532,531,530,528,527
526,525,524,523,322,521,
520
FortiADCManager : 710,
700.62.1,620,6:1.0,600,5.40,
530,521,520

CVRF Download

PSIRT Advisories

FortiADC & FortiADC Manager - Command injection vulnerabilities in cli commands

Summary

Multiple improper neutralization of special elements used in an os command (OS Command Injection’)
wvulnerabilties [CWE-78] in FortiADC & FortiADC Manager may allow a local authenticated attacker to
execute arbitrary shell code as “root” user via crafted CLI requests.

Affected Products

FortiADC version 7.2.0

FortiADC version 7.1.0 through 7.1.2
FortiADC 7.0 all versions
FortiADC 6.2 all versions
FortiADC 6.1 all versions
FortiADC 6.0 all versions
FortiADC 5.4 all versions
FortiADC 5.3 all versions
FortiADC 5.2 all versions

At least

FortiADCManager version 7.1.0
FortiADCManager version 7.0.0
FortiADCManager 6.2 all versions
FortiADCManager 6.1 all versions
FortiADCManager 6.0 all versions
FortiADCManager 5.4 all versions
FortiADCManager 5.3 all versions
FortiADCManager 5.2 all versions

Solutions

Please upgrade to FortiADC version 7.2.1 or above
Please upgrade to FortiADC version 7.1.3 or above
Please upgrade to FortiADCManager version 7.2.0 or above
Please upgrade to FortiADCManager version 7.1.1 or above
Please upgrade to FortiADCManager version 7.0.1 or above

Acknowledgement

Internally discovered and reported by Théo Leleu and Giulia Clerici of Fortinet Product Security team.

Timeline
2023-06-09: Initial publication
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CVRF ProductTree Tld 7 <. Notes IC Affected & Fixed Version % E0ih

Scofe Affected Products o0

Impact  Execute unauthorized FortiADC version 7.2.0

code or commands <Note Title="Aff ed Prod " Type="D
FortiADC version 7.2.0 FortiADC version 7.1.0 through 7.1.2 FortiADC 7.0 all versions FortiADC
6.2 all versions FortiADC 6.1 all versions FortiADC 6.0 all versions FortiADC 5.4 all versions

FortiADC version 7.1.0 through 7.1.2

CVEID CVE-2023-26210 i -
FortiADC 7.0 all versions

’::;ZCJ:; f?i??is‘:ﬂ:fz:: Fnrh:ADC 6.2 allveFS?DﬂS FortiADC 5.3 all versions FortiADC 5.2 all versions At least FortiADCManager version 7.1.0
ARSI FortiADC 6.1 all versions FortiADCManager version 7.0.0 FortiADCManager 6.2 all versions FortiADCManager 6.1 all versions

el FortiADC 6.0 all versions FortiADCManager 6.0 all versions FortiADCManager 5.4 all versions FortiADCManager 5.3 all
STLASHeLAATI TS A FortADC 5.4 all versions versions FortiADCManager 5.2 all versions
6.1.2,6.1.1,6.1.0, 604, 6.0.3, 6.0.2, " = </ ”UTL‘::'
A L FortiADC 5.3 all versions
A R, FortiADC 5.2 all versions
532,532,521,530,528,527 At least <Note Title= utions" cription">
526,525,524,523,522,521 FortiADCManager version 7.1.0 Please upgrade to FortiADC version 7.2.1 or above Please upgrade to FortiADC version 7.1.3 or
2 FortiADCManager version 7.0.0 above Please upgrade to FortiADCManager version 7.2.0 or above Please upgrade to FortiADCManager
FortiADCManager : 7.10. FortiADCManager 6.2 all versions version 7.1.1 or above Please upgrade to FortiADCManager version 7.0.1 or above

7.00,62.1,6.20,5.10,600,540,

FortiADCManager 6.1 all versions </Note>
FortiADCManager 6.0 all versions
FortiADCManager 5.4 all versions

530,521,520

CVRF Download

FortiADCManager 5.3 all versions
FortiADCManager 5.2 all versions

Solutions

Please upgrade to FortiADC version 7.2.1 or above
Please upgrade to FortiADC version 7.1.3 or above
Please upgrade to FortiADCManager version 7.2.0 or above
Please upgrade to FortiADCManager version 7.1.1 or above
Please upgrade to ForiADCManager version 7.0.1 or above

25

[1] https://www.fortiguard.com/psirt/FG-IR-23-076 [2] https://www.fortiguard.com/psirt/cvrf/FG-IR-23-076



B CVE DRIV T WA I5E. CVRFICLAEWLWTARL

IR
Number

Date
Severity

CWSSv3
Score

Impact
CVEID

Affected
Products

CVRF

FG-IR-23-015

Jun 16, 2023

o000 Medium

6.4

Denial of service
CVE-2023-33306

FortiOS : 724723722721,
7.20,7.09,7.08, 7.07. 7.0.6, 7.0.5.
7.04,7.03,7.02.7.0.10,7.0.1, 700,
647 648 647 646 645 644,
643,642 6412, 6411,6410,641,
640

FortiProxy : 723,722,721,
7.20,7.09,7.08, 7.07. 7.0.6, 7.0.5.

704,703,702 701,700

Download

<cvrfdoc xmlns:xsd="ht

<DocumentTitle>Forti0S
<DocumentTr i

CVE-2023-33306
- CVE-2023-33307</
ulnerability>

[1] https://www.fortiguard.com/psirt/FG-IR-23-015 [2] https://www.fortiguard.com/psirt/cvrf/FG-IR-23-015

FortiProxy: authenticated user null pointer dereference in SSL-VPN<

umentTitle>
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-+ R /\—® Affected Products h'7 LV S all versions AN 2 Z & HVAE

FortiWeb 5.1 RDTE I ) =X >T? M7 RNAHF U RF a2 X2 MYIC5.1.4?

» Home / PSIRT / FG-IR-21-132

» Home / PSIRT / FG-IR-14-013

FortiWeb

Select version:

PSIRT Advisories

FortiWeb Cross-Site Request Forgery Vulnerability

IR

FG-IR-21-132

PSIRT Advisori

FortiWeb - Stack-based buffer overfl

rch in Product

Show All

Admin Guides

-IR-14- Summa

IR Number FG-IR-14-013 DeseHBHGR Nunis ry
Date May 2, 2014 P Date  Feb1, 2022 Multiple stack-based buffer overflows [CWE- FortiWeb Administration Guide Other Resources

i i i iliti ist i i ini " - an authenticated attacker to achieve arbitrary
Severity @ ® @ Medium Mulﬁpl.e CSRF. vulnerabilities exist in the FortiWeb web admlr.us.tl Severity @ @ @ @ High e SRS EEE
Impact Authorization Bypass protection. This could allow remote attackers to perform adminis | ~yssy3 6.3 - Administration Guide (HTML) & Last updated Jan. 24, 2019
CVEID  CVE-2014-3115 Score Affected Products
CVRF Download Impact Detail CVEID CVE-2021-36193 Fortiweb 6.4.1 and earlier.

A remote unauthenticated attacker may be able to trick a user int
web administration interface, via link or JavaScript hosted ona m
may be treated as authentic and result in unauthorized actions in
successful attack would require the administrator to be logged in
FortiWeb administration URL.

Affected Products
FortiWeb 5.1.x and lower.

Solutions
Upgrade to FortiWeb 5.2.0 or higher.

Acknowledgement
This vulnerability was separately reported by both William Costa

Affected FortiWeb : 642,641,640, 635,

Products 638 637.636.635.634.633.632

CVRF

6316,6315,6314,6313,6312,
6311,6310,63.1,630,626,625,

624,623.622,621.620,612.611

610,607,60.6,605 604,603,602,

601,600,59.1,590,587,586,585.

583382,581,580,373,372,57.1,

570,562.561,560,557.556.555,

554,5.53,552,551,550,5.4.1,540,

539538,537,536,535534,533

532,531,530,524,523,522,521,

520,514,513,512,511,510,506,

505504,503,502. 501,500

Download

FortiWeb 6.3.15 and earlier.
FortiWeb 6.2.5 and earlier.
FortiWeb 6.1.2 and earlier.
FortiWeb 6.0.7 and earlier.

All FortiWeb versions 5.x are also affected.

Solutions

Upgrade to FortiWeb 6.4.2 and later.
Upgrade to FortiWeb 6.3.16 and later.
Upgrade to Fortiweb 6.2.6 and later.
Fixes for older versions to be confirmed.

Acknowledgement

Internally discovered and reported by Giusepp

[1] https://www.fortiguard.com/psirt/FG-IR-14-013 [2] https://www.fortiguard.com/psirt/FG-IR-21-132 [3] https://docs.fortinet.com/index.php/product/fortiweb/5.1

Reference Manuals

FortiWeb Log Message Reference

- Log Reference

Release Information

Fortiweb Release Notes

* Release Notes

Fortiweb CLI Reference
« CLI Reference (PDF)
* CLI Reference (HTML) &
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7 RNAHFUE: 4691/ R

v

DbhoDpbPDbDDDDDDDODPDDDD D DDD

>

Itemns per page: 20

ADVISORY

D

Cisco AnyConnect Secure Mobllity Client Software for Windows and Cisco Secure
Glient Software for Windows Privilege Escalation Vulnerabllity

Cisco Expressway Series and Cisco TelePresence Video Communication Server
Privilege Escalation Vulnerabilities

Cliseo Unified Communications Manager IM & Presence Service Denlal of Srvice
Vulnerabilty

Gisco Adaptive Security Appliance Software and Firepower Threat Defense
Software for Firepower 2100 Series Appliances SSL/TLS Denial of Service
Vulnerability

Gisco Small Business 200, 300, and 500 Serles Switches Web-Based
Management Stored Cross-Site Scripting Vuinerability

Cisco Unified Communications Manager Denial of Service Viulnerability.

Gisco Secure Workioad Authenticated OpenAPI Privilege Escalation Vulnerability

Cisco 10x Application Hosting Environment Command Injection Vulnerability

Cisco Unified Intelligence Center Reflected Cross-Site Scripting Vulnerability

Cisco Firepower Threat Defense Software CLI Arbitrary File Write Vulnerability

Cisco Small Business Series Switches Buffer Overflow Vulnerabilities

Gisco 10S XE ROM Monitor Software for Catalyst Switches Information Disclosure
Vuinerabilty

Cisco Smart Software Manager On-Prem SQL Injaction Vulnerability

Gisco Identity Services Engine XML External Entity Injection Vulnerabilities

Gisco Identity Services Engine Path Traversal Vulnerabilities

Cisco Identity Services Engine Command Injection Vulnerabilities

Cisco Identity Services Engine Arbitrary File Download Vulnerabilities

Cisco Identity Services Engine Arbitrary File Delete and File Read Vulnerabilties

Cisco DNA Center Software API Vulnerabilities

Cisco Business Wireless Access Points Social Login Guest User Authentication
Bypass Vunerability

—Ux

IMPACT

@ High

@ Critical

@ High

@ High
Medium
Medium
Medium

@ High
Medium
Medium

@ Critical
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium

Medium

CVE-2023-20178

GVE-2023-20105
CVE-2023-20192

CVE-2023-20108

CVE-2023-20006

GVE-2023-20188

CVE-2023-20116

CVE-2023-20136

CVE-2023-20076

CVE-2023-20058

CVE-2021-34761

CVE-2023-20024
CVE-2023-20156 ...

CVE-2022-20864

CVE-2023-20110

GVE-2023-20173
CVE-2023-20174.

CVE-2023-20166
CVE-2023-20167

CVE-2023-20163
CVE-2023-20164

CVE-2023-20077
CVE-2023-20087

CVE-2023-20106
CVE-2023-20171 ...

CVE-2023-20182
CVE-2023-20183

CVE-2023-20003

[1], ') R | [2] / Web,

LAST UPDATED VERSION
2023 Jun 09 12
2023 Jun 07 1.0
2023 Jun 07 1.0

{3 cisco Securty Advisory

CVRF, CSAF

Cisco I0x Application Hosting Environment Command Injection Vulnerability

Advisory ID:
First Published: 2023 February 1 16:00 GIT
LastUpdated: 2023 June 11534 GMT
Version 1.5: Final

Workarounds: o workarounds avallzble.

ClscoBugIDs:  CSOWeaseaz

cvssscore:  Base72 @

Summary

could allow an

&
*

Email

A vulnerability in the Cisco IOx application hosting

attacker to execute arbitrary commands as root on the underlying host operating system.

This is due to of

Download CVRF

remote

that are passed in for activation of

an application. An attacker could exploit this vulnerability by deploying and activating an application
in the Cisco IOx application hosting environment with a crafted activation payload file. A successful
exploit could allow the attacker to execute arbitrary commands as root on the underlying host

operating system.

Cisco Security

Cisco Security

CVRF Repository

Cisco Security Advisories are available below in CVRF format.

rivescwxdU4Kw_cvrf

cisco-sa-asafid-ssl-dos-uu7mV5p6_cvif
cisco-sa-smb-s¥ss-OPYIZUME cwrt

€iSC0-5a-CuCm-dos-4Ag3YWH!

ciS00-Sa-CuCM-IMp-0os-49GLTZT_curt

ciSC0-Sa-expressway-priv-esc-Ls2BIITD_cvrt

ity Policy

To learn about Cisco security
vulnerabilty disclosure
policies and publications, se¢
the Security Vulnerability
Policy. This document also
contains instructions for
obtaining fixed software and
receiving security vuinerabiit
information from Cisco.

Subscribe to Cisco

cisco-sa-dnac-mulliple-kTQKGUS _curf

i

cisco-sarise-injection-sRONSEU

cisco-5a-5-Web-multi- SIg4NKqy_cvrt

iSCo-5a-Chw-aulh-DyPass-ggnAdZ_cvrt

Security

Related to This Advisory

Cisco has released software updates that address this
address this vulnerability.

This advisory is available at the following link:
https://sec.cloudapps.cisco.

There are no

iox-8whGn5dL

Affected Products

Vulnerable Products

that

This vulnerability affects Cisco devices that are running Cisco 10S XE Software if they have the
Cisco IOx feature enabled and they do not support native docker.

This vulnerability also affects the following Cisco products, which do not support native docker, if
they are running a vulnerable software release and have the Cisco IOx feature enabled:

« 800 Series Industrial ISRs
+ CGR1000 Compute Modules

« IC3000 Industrial Compute Gateways (releases 1.2.1 and later run native docker)

« IR510 WPAN Industrial Routers

For information about which Cisco software releases are vulnerable, see the Fixed Software

section of this advisory.

[1] https://sec.cloudapps.cisco.com/security/center/publicationListing.x [2] https://sec.cloudapps.cisco.com/security/center/cvrfListing.x
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Leave additional feedback

CiSCO-Sa-ise-Ke:

£9607TCm_cvif
cisCo-sa-S5m-SqI-XIMMISYN_curt

cisco-sarise-l

gelete read PKSGNDDY_curt
cisco-savise-traversal ZTUgMYhy_cvrf
cisco-sa-pi-epnm-cRPWAXLe curf

cisco-sa-co30!

ace-ye{YgnNQ_curf
cisco-saviox-priv-escalate-Xg8zkyPk_cvrf
clsto-sa-5pa-unauth-upgrade-

cisco-saipp-ooburite-BeMFSTU_gurf

Iy TWW_curt

cisto-sa-ped-xss DXpM7_cvit
cisco-5a-20170629-Snmy

€isC0-5a-CISC0-aNg-dos-KmzwEy2Q_cvrt

€isCo-sa-Dw-

jos-KEdJCxLs cvrf
cisco-sa-cml-auth bypass-4fUCCeGS_curf
cisco-saind CAeLFKGY_cvif

cisco-sa-roomos: ite-rHKwegKf

cisco-sa-staros-ssh-privesc-BmWeJC3h_cvrf

cisco-sa-sdwan-ymanage-wingmYhN_cvif

cisco-sa-sb-vO1x_va2x_ree-nzAGWWDD._gurt
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Cisco Software Checker TZr T 11iZ fixed version HBA3H 5 7Ly (10S and 10S XE Software

Fixed Releases

In the following table, the left column lists affected Cisco platforms. The right column indicates
whether a release is affected by the vulnerability that is described in this advisory and the first
release that includes the fix for this vulnerability. Customers are advised to upgrade to an
appropriate fixed software release as indicated in this section.

800 Series Industrial ISRs 15.9(3)M
CGR1000 Compute Modules 1.16.0.1
1C3000 Industrial Compute Gateways 142
10 XE-based devices configured with IOx 1765
17.92
17.10.1

For mare information, see the Cisco I0S and I0S XE Software Checker in
the next section

IR510 WPAN Industrial Routers 11001

The Cisco Product Security Incident Response Team (PSIRT) validates only the affected and fixed
release information that is documented in this advisory.

Cisco 10S and 10S XE Software

To help customers determine their exposure to vulnerabilities in Cisco I0S and I0S XE Software,
Cisco provides the Cisco Software Checker. This tool identifies any Cisco security advisories that
impact a specific software release and the earliest release that fixes the vulnerabilities that are
described in each advisory (“First Fixed”). If applicable, the tool also returns the earliest release that
fixes all the vulnerabilities that are described in all the advisories that the Software Checker identifies
(“Combined First Fixed”).

To use the tool, go to the Cisco Software Checker page and follow the instructions. Alternatively, use
the following form to determine whether a release is affected by any Cisco Security Advisory. To use
the form, follow these steps:

1. Choose which advisaries the tool will search-only this advisory, only advisories with a Critical or
High Security Impact Rating (SIR), or all advisories.

2. Enter a release number-for example, 15.9(3)M2 or 17.3.3.
3. Click Check.

Only this advisory .
15.9(3)M

Cisco Security
Cisco Software Checker

(1)
L

software release(s)

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iox-8whGn5dL

o Results for selected Cisco Security Advisories:

Show advisory list & Export Selected

Security Advisories That Affect This Release @

The following resulis include the first fixed or not affected release that addresses all vulnerabilities in a security advisory. The availability of security fixes
after the End of Sale is defined in the product's End of Sale bulletin, as explained in the Cisce End-of-Life Policy. Please refer to the Ci Security
\Vulnerability Policy for additional information.

FIRST FIXED OR NOT
TITLE PUBLICATION DATE IMPACT prsibtog
. . 15.9(3)M0a
Cisco 10x Application Hosting Environment Command Injection 2023 Feb 01 High 15.9(3)M3a
Vulnerability 15.9(3)M7

'COMBINED FIRST FIXED OR NOT AFFECTED e

15.9(3)M0a,15.9(3)M3a,15.9(3)M7
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first fixed release H*Note ICEWLVTH S

o000

<cvrf:Note Title="Fixed Software" Type="General" Ordinal="5">When considering software upgrades
["https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes"], customers are
advised to regularly consult the advisories for Cisco products, which are available from the Cisco Security Advisories
page ["https://www.cisco.com/go/psirt"], to determine exposure and a complete upgrade solution.

In all cases, customers should ensure that the devices to be upgraded contain sufficient memory and confirm that current
hardware and software configurations will continue to be supported properly by the new release. If the information is not
clear, customers are advised to contact the Cisco Technical Assistance Center (TAC) or their contracted maintenance
providers.
Fixed Releases

At the time of publication, the release information in the following table(s) was accurate. See the Details section in the
bug ID(s) at the top of this advisory for the most complete and current information.

Cisco Device First Fixed Cisco I0S XE ROMMON Software Release First Fixed Cisco IOS XE Software Release
Catalyst 3600 Series Switches 5.06 16.12.7 Catalyst 3800 Series Switches 5.08 16.12.7 Catalyst 9200 Series
Swittchesil 780l 17563 and 178 1 Catalyst 9300 Series Switches 17.8.1r 17.8.1 Catalyst 9400 Series
Switches 17.8.1r 17.8.1 Catalyst 9500 Series Switches 17.8.1r 17.8.1 Catalyst 9600 Series Switches 17.8.1r
1770
ROMMON software is a bootstrap program that initializes the hardware and boots Cisco IOS XE Software when a device is
powered on or reloaded. ROMMON software is bundled with the Cisco I0OS XE binary, which can be downloaded from the Software
Center ["https://software.cisco.com/download/navigator.html"] on Cisco.com. It is not available as a standalone binary.

Customers who want to upgrade ROMMON to a fixed release will need to upgrade the Cisco I0OS XE Software to a fixed release.
On first boot, Cisco I0S XE Software will check the installed ROMMON release and upgrade it to the included release if the
device is running an older release. A second reboot will be required to activate the upgraded ROMMON.

The Cisco Product Security Incident Response Team (PSIRT) validates only the affected and fixed release information that
is documented in this advisory.</cvrf:Note>

https://sec.cloudapps.cisco.com/security/center/contentxml/CiscoSecurityAdvisory/cisco-sa-iosxe-info-disc-nrORXjO/cvrf/cisco-sa-iosxe-info-disc-nrORXjO_cvrf.xml
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Channel Type Clear A

Security Advisories (1,010)
[ Knowledge Base (8,160)
[[] Technical Bulletins (777)

Severity Level ~

[ Critical (120)
[ Hign #47)
[ Low (37)
[J Medium (352)
[] None (39)

Category Group ~

[J Eos (220)

[ os (616)

[ Product (969)

] security Advisories (995)
[] Technology (18)

Category ~

Search

Q
[ sIRTAdvisory (988)

] Junos (694)

[] Routers (638)

[ switches (457)

[ Security (527)

[] Junos OSEvolved (98)
[ Network Management (85)
[] SIRTNotices (91)

+

Show more

Product Series/Feature ~

Search

Q
] aFx-Series (403)
[] PTX-Series (365)
[ SRX-SeriesHE (449)
[ Mx-Series (429)
[] Ex-Series (397)
[ Acx (320

[[] virtual SRX (131)
[ M-Series (401)

+

Show more

7 RN H U 1010/ R—Jx—> 3> /Web

Channel Type: Security Advisories x Clear AllF
Results 1-10 of 1,010in 0.43 seconds RELEVANCE DATE
2023-01 Security Bulletin: Junos Space: Multiple vulnerabilities resolved in 22.3R1 20230

release

applies to
CVS5 3.1 Base Score 3.7 (Integrity impacts).
Articleld: JSA70185

typically in clients €V553.1Base Score 5.3 (Availability impacts).

2015-10 Out of Cycle Security Bulletin: NTP.org announcement of multiple 20230

vulnerabilities.

Workaround:Juniper has published J5A10613 and JSA10663 previously to mitigate attacks and exploits .. KB1644¢: Common
Vulnerability Scoring System (CVSS) and Juniper's Security Advisories .
Articleld: JSA10711

2017-04 Security Bulletin: Junos: Multiple vulnerabilities in NTP [VU#633847] 20230

In some cases, a Maintenance Release is not planned to be available in an appropriate... Severity Assessment:Information for how
Juniper Networks uses CVSS can be found at KB 16446 "Common
Articleld: JSA10776

2021-04 Security Bulletin: Junos OS and Junos OS Evolved: Multiple NTP vulnerabilities 20230
resolved.
mask <mask addr> noquery commit Note 1: With the above all . address & mask...T
issue s being tracked as PR 1269141, 1446493 and 1446497
Articleld: J5A11171

20230

2023-04 Security Bulletin: Junos OS: QFX10000 Series, PTX1000 Series: The dcpfe
process will crash when a malformed ethernet frame is received (CVE-2023-1697)
Title:2023-04 Security Bulletin: Junos OS: QFX10000 Series, PTX1000 Series: The depfe process will .. Affected platforms: PTX101
Series, QFX10000 Series Severity Level:MediumCVSS Score:6.5 (...

Articleld: JSA70612

2023-04 Security Bulletin: Junos OS: ACX Series: IPv6 firewall filter is not installed in PFE 20230
when "from next-header ah" is used (CVE-2023-28961)
This fssue was tion usage. .. 2023-04-12: Initial P Related ion:KB16613: Overview of the
Juniper Networks SIRT Quarterly Security Bulletin Publication
Articleld: JSA70586

2023041

2023-04 Security Bulletin: Junos OS: Multiple vulnerabilities in J-Web

Junos OS: Multipl
these vulnerabilities, an unauthenticated network-based
Articleld: JSA70587

JWebArticle ID:JSA70587Product .. By chaining exploitation of

2023-01 Security Bulletin: Junos Space: Multiple vulnerabilities resolved in 22.3R1 release

Article ID Jsa70185  Created 2023-01-11  LastUpdated 2023-05-22

Product Affected

Severity Assessment (CV5S) Score

These issues affect all versions of Junos Space. 9.8 (CVSS:3.L/AVN/AC-LPR-N/UEN/S:U

JCH/LH/AH)

Problem

Multiple vulnerabilities have been resolved in the Junos Space 22.3R1 release by updating third party software included with Junos Space or by fixing
vulnerabilities found during external security research.

These issues affect Juniper Networks Junos Space versions prior to 22.3R1.

Juniper SIRT is not aware of any malicious exploitation of these vulnerabilities.

These i i ing ity research.

Important security issues resolved include

CVE cvss ‘Summary
74 Anissue was discovered in rsync before 3.2.5 that allows malicious remote servers to write arbitrary files inside
(CVSS:3.1/AVIN  thedirectories of connecting peers. The server chooses which files/directories are sent to the client. However,

CVE-2022-29154 the rsync client performs insufficient validation of file names. Amalicious rsync server (or Man-in-The-Middle
attacker) can overwrite arbitrary files in the rsync client target directory and subdirectories (for example,

overwrite the ssh/authorized_keys file).

98
(Cvesayavn  Auseafter-freevuinerability was found insystemd. This issue occurs due o the on.stream ol function and

Cveanirere e dns_stream_complete() function in resolved-dns-stream.c’not incrementing the reference counting for the
T Dnsst biect. Therefore, other nd callbacks c. the DNSStream object,
T causing the use-after-free when the reference isstill used later.

Vulnerability in the Oracle Java SE, Oracle GraalVM Enterprise tof Oracle Java SE (component;
Hotspot). Supported versions that are affected are Oracle Java SE: 7u343, 8u333,11.0.15.1,17.0.3.1, 18.0.0.1;
Oracle GraalVM Enterprise Edition: 20.3.6, 21.3.2 and 22.1.0. Difficult to exploit vulnerability allows

59 unauthenticated attacker with network access viamultiple protocols to compromise Oracle Java SE, Oracle
(CVSS:3.1/AVIN Edition. Successful attacks of an result in creation,
CVE-2022-21541 /ACH/PRN deletion or modification access to critical data or all Oracle Java SE. Oracle GraalVM Enterprise Edition
accessible data. Note: Tt ility applies to Java typically incli sandboxed Java
‘Web Start applicatiens or sandboxed Java applets, that load and run untrusted code {e:g, code that comes from

theinternet) and rely on the J for security. This il 50 b in
the specified Component, e.g, through a web service which supplies data to the APls. CVSS 3.1 Base Score 5.9
(Integrity impacts). CVSS Vector: (CVS5:3. L/AVN/AC:H/PRN/UEN/S:U/C:N/EH/AN).

2

https://supportportal.juniper.net/s/global-search/%40uri?language=en_US#sort=relevancy&f:ctype=[Security%20Advisories]

l & Print l l & Report aSecurity Vulnerability

People also viewed

2015-10 Out of Cycle Security Bulletin: NTPorg announcement of
multiple vulnerabilities.

2017-04 Sec
[VU#633847]

Junos: Multiple inNTP

2021-04 Security Bulletin: Junos OS5 and Junos OS5 Evolved: Multiple
NTPvulnerabilities resolved.

2023-04 Security Bulletin: Junos OS: ACX Series: IPv firewall filter is
not installed in PFE when “from next-header ah"is used
(CVE-2023-28961)

2023-04 Security Bulletin: Junos OS: QFX10000 Series, PTX1000
Series: The depfe p amal
is received (CVE-2023-1697)

net frame

2023-04 Security Bulletin: Junos OS and Junos OS Evolved: If
malformed IPvé router advertisements are received, memor
corruption will occur which causes anrpd crash (CVE-2023-28981)

2023-04 Security Junos OSand Junos OSE
rib sharding scenario an rpd crash will happen shortly after a specific
CLI command is issued (CVE-2023-28960)

2023-04 Security Junos OSand Junos OSE:
iowhen a route s frequently pd

memory leak will occur (CVE-2023-28982)

2023-04 Security Bulletin: Junos OS: Multiple vulnerabilities in J-Web

2023-01 Securit in: J
resolvedin 22.3R1 release

Multiple
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affected version DECIR IFEFNZEN

Problem

Multiple vulnerabilities have been resolved in the Junos Space 22.3R 1 release by updating third party software included with Junos Space or by fixing
vulnerabilities found during external security research.

These issues affect Juniper Networks Junos Space versions prior to 22.3R1.

Juniper SIRT is not aware of any malicious exploitation of these vulnerabilities.

Problem

Multiple NTP vulnerabilities have been resolved in Juniper Networks Junos OS and Junos OS Evolved by updating third party software where vulnerabilities
were found during external security research.

These issues affect:

Juniper Networks Junos OS:

12.3 versions prior to 12.3R12-515 on EX Series;
12.3X48 versions prior to 12.3X48-D95 on SRX Series;
14.1X53 versions prior to 14.1X53-D53;

15.1 versions prior to 15.1R7-56 on EX Series;

15.1X49 versions prior to 15.1X49-D190 on SRX Series;
16.1 versions prior to 16.1R7-56;

16.2 versions prior to 16.2R3;

17.1 versions prior to 17.1R2-511, 17.1R3-51;

17.2 versions prior to 17.2R1-59, 17.2R2-58, 17.2R3-53;
17.3 versions prior to 17.3R2-55, 17.3R3-56;

17.4 versions prior to 17.4R2-57, 17.4R3;

18.1 versions prior to 18.1R3-58;

18.2 versions prior to 18.2R2-57, 18.2R3-51;

18.3 versions prior to 18.3R1-55, 18.3R2-52, 18.3R3;
18.4 versions prior to 18.4R1-54, 184R2-51, 18.4R3;
19.1 versions prior to 19.1R1-53, 19.1R2;

19.2 versions prior to 19.2R1-51, 19.2R2.

Juniper Networks Junos OS Evolved
« All versions prior to 20.1R1-EVO.
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2023-04 Security Bulletin: Junos OS: MX Series: If a specific traffic rate goes above the DDoS threshold it will lead to an FPC crash

(CVE-2023-28976)

Article ID J5A70601  Created 2023-04-12 LastUpdated 2023-04-12

| & Print | [ 2 Report a Security Vulnerability

Product Affectad Severity Severity Assessment (CVSS) Score
iThi lcts ll veeslone of s O, s 75 (CVSS3VAVN/ACLPRN/ULN/SU
JCN/EN/AH)
Problem
AnImproper Check for Unusualor Except Juniper 05 onMX Series
i Service (DoS).
fic i ion limit c

e
of this traffic wil create a sustained DoS condition.

This issue affects Juniper Networks Junos OS on MX Series:
Allversions prior to 19.1R3-510;
19.2 versions prior to 19.2R3-57;
193 versions prior to 19.3R3-58;
19.4versions prior to 19.4R3-511;
202 versions prior to 20.2R3-55;
20.4 versions prior to 20.4R3-56;
211 versions prior to 21.1R3-55;
212 versions prior to 21.2R3-54;
21.3versions prior to 21.3R3;
214 versions prior to 21.4R3;

22.1 versions prior to 22.1R2.

Juniper SIRT is not aware of any malicious exploitation of this vulnerability.
‘This issue was seen during production usage.
This issue has been assigned CVE-2023-28976.

Solution

issue: 19.4R3-511, 20.2R3-55, 20.4R3-56, 21.1R3-55, 21.2R3-54, 21.3R3, 21.4R3,

22.1R2,22.2R1, and all subsequent releases.

This issue s being tracked as 1647532

Note: Juniper SIRT's policy is not End OF) or End of Life (EOL).

Workaround

There are no known workarounds for this ssue.

Modification History

- 2023-04-12: Initial Publication

Related Information

« KB16613: Overview of the Juniper

« KB16765: Inwhich releases are vulnerabilities fixed?
« KB16446: C d Junip
« Report tact the Team

« CVE-2023-28976 at cvemitre.org

~ AFFECTED PRODUCT SERIES / FEATURES

MX:-Series

https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-0S-MX-Series-If-a-specific-traffic-rate-goes-above-the-DDoS-threshold-it-will-lead-to-an-FPC-crash-CVE-2023-28976?language=en_US

People also viewed

2023-04 y Bulleti 3
aspecific IPv6 packet an integrity check fails (CVE-2023-28979)

Junos OS and Junos O Evolved: In aBGP.

memory leak will occur (CVE-2023-28982)

2023-04 y v Junos OS and Junos OS Evolved: In aBGP

CLI command i issued (CVE-2023-28980)

2023-04 Security Bulletin: Junos OS and Junos OS Evolved: If

hich. d crash

2023-04 Security Bulletin: Junos OS: QFX10000 Series, PTX1000
Series: i

is received (CVE-2023-1697)

Security Junos OS: ACX Series: i
notinstalled in PFE when “from next-header ah is used
(CVE-2023-28961)

i
USB devices are inserted (CVE-2023-28975)

2023-04 Security Bulletin: Junos OS: Multiple vulnerabilities in J-Web

2023-04 Security Bulletin: Junos OS: QFX Series: The PFE may crash
when alot of MAC addresses are being learned and aged
(CVE-2023-28984)

202210 Security Bulletin: Junos OS: EX4300-MP, EX4600, QFX5000
Series:In VL
leak leading to a PFE crash (CVE-2022-22226)

y Junos 0S: SRX
observed when malformed GPRS trafficis processed
(CVE-2022-22235)

v AFFECTED PRODUCT SERIES / FEATURES

MX-Series
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T RN )E:328) R—TIR— 3> [/ Web, MITRE CVE 4.0 JSON
Palo Alto Networks Security Advisories

Q Search 1 1-250f328

Eiltar | iClear cvss Summary Versions Affected Unaffected Published Updated
(CVE-2023-0009 GlobalProtect App: Local Privilege Escalation (PE) Vulnerability GlobalProtect App < 6.1.1 on Windows >=6.11 2023-06-15 2023-06-15
version 6.1
GlobalProtect App < 6.0.5 on Windows >26.05
version W 60
GlobalProtect App < 5.2.13 on Windows >=52.13
'severity 5.2
O CRITICAL (CVE-2023-0010 PAN-OS: Reflected Cross-Site Scripting (XSS) Vulnerability in Captive Cloud NGFW none Al 2023-06-15 2023-06-15
Y "
O HIGH Roda Atilhesitcanon PAN.OS 110 Lol Palo Alto Networks Security Advisories / CVE-2023-0009
PAN-0S 10.2 <1022
MEDIUM 255 .
g PAN-0S 10.1 <1016 CVE-2023-0009 G App: Local g (PE)
O Low PAN-0S 10.0 <100.11
O NONE PAN-0S 9.1 <9116 Aack vecor LOCAL  cone UNCHANGED m@‘@ =2
PAN-0S 9.0 <9.017 o
product e Lai Aok Compesty LOW Sty et 960010 2023.06-15
O AutoFocus 5 Prisma Access. Friesy & Upcared 2023-06-15
Eiceec Reied integrty Impact HIGH
O Bridgecrew 6 CVE-2023-0007 PAN-OS: Stored Cross-Site Scripting (XSS) Vulnerability in the Cloud NGFW none HICH Reterence GPC16078
Bridiesiew Chackav o Panorama Web Interface User nerscton NONE  Avaabity impact HIGH ecovarad cxtarall
B Bridg PAN-0S 110 none PencEmely
O Cloud NGFW 13
0O Cortex Data Lake o EANOS102 none
O Cortex XDR . PAN-0S 10.0 <10.0.7 on Panorama Alocal priviiege escalation (PE) vulnerabilty i the Palo Alto Networks GlobalProtect app on Windows enables a local service account or user with token impersonation privileges (o execute programs with elevated privileges.
0 Cortex XDR Agent “ PAN-0S 9.1 <9.1.16 on Panorama Product Status
Cortex XSOAR 19 =
a Versions Affected Unaffected
Cortex XSOAR PowerShell PAN-0S 9.0 <9.0.17 on Panorama
. 1 GlobalProtect App 6.1 | <6.1.1 on Windows | >=6.1.1
meag PAN-0S 8.1 <8.1.25 on Panorama
O Cortex Xpanse & GlobalProtect App 6.0 | <6.0.5 on Windows | >=6.0.5
- View addiional  none > _
0O Demisto 1 products GlobalProtect App 5.2 | < 5.2.13 on Windows | >=5.2.13

Severity:MEDIUM

CVSSV3.1 Base Score:6.7 (CVSS:3.UAV:LACUPRHIULNIS:UIC:HIHIAH)

Exploitation Status
Palo Alto Networks is not aware of any malicious exploftation of tis issue.

Weakness Type

-807: Reliance on Unirusted Inputs in a Security Decision

Solution

‘This issue is fixed in GlobalProtect app 5.2.13, GlobalProtect app 6.0.5, GlobalProtect app 6.1.1, and all later GlobalProtect app versions.

Acknowledgments

@6 Palo Alto Mohammad fr h Insurance for di 'd reporting this issue.

Timeline

2023-0615 0 Inital publication

https://security.paloaltonetworks.com/
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CVE-2023-0010 PAN-OS: Reflected Cross-Site Scripting (XSS) Vulnerability in Captive Portal Authentication

— DED 6] o) i
] 2023-06-15
LW jow
& 2023-0615
LOW Low PAN-191662
NONE NONE externally

Description

Portl os lowa c a c
Product Status
Versions | Affected | Unaffected
Cloud None
PAN-0S110 [ None A 510
PAN-0S102 [ <1022 1022 LL"}133 33}
Improper Neutraliza f Input
PAN-0S10.1 | <1016 |>=1016 =
{ o
PAN-0S 10.0 10011 |>=100.11 Portal f
f an authenticated Capti
PAN-0S 9 <0116 16 -
:[{"refso : :
PAN-C g%:eng", H ) 1ic y irewalls
Portal aut 0On PAN-0S 10.0 anc ate s L t S e applies
PAN-OSB1 | <8124 |>=8124 ve als abled t ort: i . You can verify that the token is
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PSIRT Advisories

The following advisories and referenced materials are provided on an "as is" basis for use at your own risk. Arista
Networks reserves the right to change or update the advisories without notice at any time.

Security Advisory 0087

On the affected platforms running EOS, a malformed DHCP packet might cause the DHCP relay agent to
restart. Arista is not aware of any malicious uses of this issue in customer networks.

The CVE-ID tracking this issue: CVE-2023-24510

Read More >

Security Advisory 0086

On affected platforms running Arista EOS, an authorized attacker with permissions to perform gNMI requests
could craft a request allowing it to update arbitrary configurations in the switch. This situation occurs only
when the Streaming Telemetry Agent (referred to as the TerminAttr agent) is enabled and gNMI access is
configured on the agent.

This situation occurs only when the Streaming Telemetry Agent (referred to as the TerminAttr agent) is
enabled and gNMI access is configured on the agent.

The CVE-ID tracking this issue: CVE-2023-24512

Read More >

Security Advisory 0085

This advisory details the impact of two issues discovered on Arista CloudEOS;

CVE-2023-24545: On affected platforms running Arista CloudEOS an issue in the Software Forwarding Engine
(Sfe) can lead to a potential denial of service attack by sending malformed packets to the switch. This
causes a leak of packet buffers and if enough malformed packets are received, the switch may eventually
stop forwarding traffic.

CVE-2023-24513: On affected platforms running Arista CloudEOS a size check bypass issue in the Software
Forwarding Engine (Sfe) may allow buffer over reads in later code. Additionally, depending on configured
options this may cause a recomputation of the TCP checksum which could be leveraged in DDoS attacks.

Read More >

https://www.arista.com/en/support/advisories-notices

Security Advisory 0087
Date: May 31, 2023

Revision Date

1.0 May 31, 2023

The CVE-ID tracking this issue: CVE-2023-24510

CVSSv3.1 Base Score: 7.5 (CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/I:N/A:H)

Common Weakness Enumeration: CWE-755 Improper Handling of Exceptional Conditions
This vulnerability is being tracked by BUG753188

Description

On the affected platforms running EOS, a malformed DHCP packet might cause the DHCP relay agent to restart.

Arista is not aware of any malicious uses of this issue in customer networks.

Vulnerability Assessment

Affected Software

EOS Versions

This issue was introduced in EOS version 4.20.5.

« 4.29.1F and below releases in the 4.29.x train
» 4.28.6.1M and below releases in the 4.28.x train
* 4.27.9M and below releases in the 4.27.x train
« 4.26.9M and below releases in the 4.26.x train
+ 4.25.10M and below releases in the 4.25.x train

% PDF Y\ CSAF

« Note: While earlier EOS software versions may be affected, EOS software trains 4.24 and earlier have reached end of support and are no longer

maintained.
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Security Advisory 0007 = POF
Date: October 20th 2014

Revision Date Changes

1.0 October 20th 2014 Initial release

SSLv3 is vulnerable to potential man in the middle attacks (CVE-2014-3566)

On October 14th, Arista became aware of a vulnerability in the Secure Sockets Layer version 3 (SSLv3) protocol which has been assigned
CVE-2014-3566 and commonly referred to as “POODLE”. POODLE stands for Padding Oracle On Downgraded Legacy Encryption. This vulnerability

allows a man-in-the-middle attacker to decrypt cipher text using a padding oracle side-channel attack. More details are available in the public advisory.

Current clients negotiate TLS by default, but they may fall back to SSLv3 if the negotiation to use TLS has failed. An attacker performing an MITM
to SSLv3 and by iting this vt decrypt a subset of the communication.

attack could trigger a protocol

This affects the versions of SSLv3 protocol that was used in EOS version 4.12.0 through 4.12.7.1 and 4.13.0 through 4.13.6. Other versions of EOS are
not affected. Additionally this vulnerability only affects systems with Arista eAPI enabled with https transport.

Exploiting this is not easily d. Man-in-the-middle attacks require large amounts of time and resources. While the likelihood is
low, Arista recommends implementing only TLS to avoid flaws in SSL. The latest releases of EOS include patches for this vulnerability. A software
patch (RPM extension) is available that addresses the vulnerability for releases that are affected as below:

Releases affected Releases not affected Releases fixed

4.12.0 through 4.12.7.1 4.10.x all releases 4.12.8 or later

4.13.0 through 4.13.6 4.11.x all releases 4.13.7 or later

Earlier releases are unaffected 4.14.0 or later
BugID 83779 addresses the issue.

All models of the Arista 7000 Series of fixed and modular systems are affected.

Security Advisory 0087
Date: May 31, 2023

Revision Date Changes

1.0 May 31,2023 Initial release

The CVE-ID tracking this issue: CVE-2023-24510

CVSSv3.1 Base Score: 7.5 (CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:N/1:N/AH)

Common Weakness Enumeration: CWE-755 Improper Handling of Exceptional Conditions
This vulnerability is being tracked by BUG753188

Description

On the affected platforms running EOS, a malformed DHCP packet might cause the DHCP relay agent to restart.

Arista is not aware of any malicious uses of this issue in customer networks.

Vulnerability Assessment

Affected Software

EOS Versions

This issue was introduced in EOS version 4.20.5.

* 4.29.1F and below releases in the 4.29.x train

» 4.28.6.1M and below releases in the 4.28.x train
* 4.27.9M and below releases in the 4.27.x train

+ 4.26.9M and below releases in the 4.26.x train
* 4.25.10M and below releases in the 4.25.x train

% PDF 3\ CSAF

« Note: While earlier EOS software versions may be affected, EOS software trains 4.24 and earlier have reached end of support and are no longer

maintained.
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Affected Software

CVE-2021-28508

EOS versions (When Octa is in use on the device) :

« 4.23.11 and below release in the 4.23.x train
« 4.24.9 and below release in the 4.24.x train

+ 4.25.7 and below releases in the 4.25.x train
« 4.26.5 and below releases in the 4.26.x train
« 4.27.1 and below releases in the 4.27.x train

TerminAttr versions:

« TerminAttr v1.10.10 and all prior releases
« TerminAttr v1.16.7 and all prior releases in the v1.11.x-v1.16.x trains
« TerminAttr v1.18.1 and all prior releases in the v1.17.x-v1.18.x trains

CVE-2021-28509

EOS versions (When Octa is in use on the device) :

+ 4.23.11 and below release in the 4.23.x train
+ 4.24.9 and below release in the 4.24.x train

« 4.25.7 and below releases in the 4.25.x train
» 4.26.5 and below releases in the 4.26.x train
+ 4.27.3 and below releases in the 4.27.x train

TerminAttr versions:
« TerminAttr v1.10.10 and all prior releases

« TerminAttr v1.16.7 and all prior releases in the v1.11.x-v1.16.x trains
« TerminAttr v1.19.1 and all prior releases in the v1.17.x-v1.19.x trains

1] htps://www arista.com/en/support/advisories-notices/security-advisory/15484-security-advisory-0077
Flarista_networks_security_advisory_T7 json

on TerminAttr

sion TerminAttr-v
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Affected Platforms

All EOS-based platforms that support IPsec or MACsec with the versions identified above are affected with TerminAttr or Octa enabled on the device.
Arista EOS-based products that support IPsec:

+ DCS-7020SRG
+ DCS-7280CR3MK

Arista EOS-based products that support MACsec:

o 722XP series
« 7050X3 series
« 7280R/R2/R3 series
« 7388X5 series
« 7500R/R2/R3 series
« 7800R3 series

The following products are not affected:

« Arista EOS-based products

710P series

750X series

7010/X series

7050X/X2/X4 series

7060X/X2/X4 series

7130 series

7150 series

7160 series

7170 series

7250X series

7260X/X3 series

7300X series

7320X series

7358X4 series

7368X4 series

7388XS5 series
« Arista Wireless Access Points
« CloudVision WiFi, virtual appliance or physical appliance
« CloudVision WiFi cloud service delivery
« Arista 7130 Systems running MOS
« Arista Converged Cloud Fabric and DANZ Monitoring Fabric (Formerly Big Switch Nodes for BCF and BMF)
« Awake Security Platform

1] htps://www.arista.com/en/support/advisories-notices/security-advisory/15484-security-advisory-0
Flarista_networks_security_advisor




YAMAHA




W7 RN U 50/ 1R /Web

FRNL—%— 1) —XDFAQ/ Security

.

_MApache Log4jic 13 BERED A — FH'RATAIBEREHIE) I2DLT

TPRNBDL—R—ICH BEROBEHE IcDWT

MISCDHCPIZH1F BNy I P A —N—TJ O—OHHE) IZDVT

MPRNBOEBDR Y b T — I BBICH1F 54— E LEBIHE (DoS) DEEHIE] I2DVT
_TOpenSSL IC#EMORE3ME| I2DULT

MPRNHOEEDR Y b7 —IHBICEF BEBORY ) T LY 193 OIS IKOWT
MKEVL D XA > E— RICHN T DBIRICHT BB IDWT

TCPUIEH T BH A EF v RILBEE) ISDOWT

TWi-Fi Protected Access Il (WPA2) \> B> A ZI2BEWT Nonce 8L Uty > a VRN BRIBAIN 3R I2DWT

OSPF®Link State Advertisement (LSA) DB Y BEEFIEICDOVT
_TOpenSSL IC#EM DRSS I2DLT
_TOpenSSL IC#EMORBSME| I2DULT
_TOpenSSL IC#EM DRSS I2DLT

lglibc I2/\y 7 7 A —=/\= 7 O—DO#EFHHE) I2oWT
_TIKE/IKEV27'01 + 2L HDOSIIRIC B S N BHBE8ME) ISDLT
_TOpenssL ¥ ORE3BME| I2oLT

MEBIL—RIEHIB D) v IV v v I RBEOTEOBFBIE) IDVT

LS 70 b INICEFZEEBTNIY ILDE DT L — REBE RITEN 551 (Logiam)) #F€ TOpenSSL DM OHESEHE) ICDVWT
ISSL/TLS DEREHEHI L — KD RSA #% 213 AN BRIR (FREAK %)) 3L OpenSSL DEMDMESE IZOWT

ntpd DABESH1E(VU#96605606) I DL\ T

SSLV3/TLS 7O b UVICEESL F— R ZRFE SN BHSME) LU (XEY U —2Ic & B4 —E JEMEIHE (DoS) OHFHE) IEOWT

GNUBash 0S AY¥FA>Y 17> 3] ORFBHICOVT
OpenSSL IChange Cipher SpecX vt — 42| QBEFIEIZDONT
FYNRY hT—2i38130penSSL MHeartbleed | MBHOHEEBIF EHA
AYB—Fy PP EOHBICE BV INL=F—DU T = FEIZDNT
isti# A% fF > 7-DDOSWEEIC B Y B FEMBICOWNT
#—=7>1)VIL/IX—(Open Resolver) I3 % FBMRICOWNT
RECOIBROFEA % #20 ¥ 3 50SPRV2OME I DT
A \ORIFAICEY B EMIEIC DOV T
IPQREIC B 54— EFAHE (DoS)DEEFIEIZ DN T
EICUNIX/LinuxE Y =R RE LIct v 2—F v bRV —NO¥¥ 2 U T BFICET ZFTREICOVNT
IPv6 70 b DVIC S B — £ 2 BAGE(DoS) BB IOV T
TCPOEEIC B51 B4 — K BRI (DoS) DEEFMEIZ DN T
SSHBEILEVWT—8F—ZHBI VT BEHEHICONT
MD57)L V) XL DS
REASIP/INT B

BGP UPDATEX vt {EDHESSHEICDVT

UPnPHEEICBI T BABSBIEICD LT

WWWI SOFICEBREICHIFZIORYA - YOI b - T4—2 1) OFEFEEICOVT
Pv6 DRSS (VU#267289)IC DWW T

WinnytH - ERTI#EE(Winny 7 ¢ JLZ)ICDOWVT

ISAKMPICEE% 5 X 5 33814 (NISCC273756)Ic DLW\ T
TCPDAESSH(VU#102014)ICDWT

JAVADTH28BEAICDO VT

1Psec ffEg81IC DV T

TCPDAESSH(VU#637934)ICDWT

TCPOME3H (US-CERT TA04-111A) I DWT

Blaster7 — L& & U OEMIC L BHEICOVT

EEt BISDNEHRO RESRIEG A ¥ X —F v b EGHTRE - BH'5 501G ORM)

http://www.rtpro.yamaha.co.jp/RT/FAQ/Security/index.html

RIS =ZDtFa) 71 —ICHlT3FAQ

MPINUOL—2—I25| BEBOMFBIE IOVT

wE
JPCERT/CC & DU T O LRBUNBRETNEL 1.

+ JPCERT/CC JUNVU#91161784 ¥ I NMDIL—2—I 513 5 HMOBHBHE
CORBUOHBERIZVTINRY FI—IURN BB LHPNDE LT
(v B, - FERY)

JVN No. CVE No. UTMP7 7572 X (BRLANT S XBA 2 b |L2/L321 v F

2ZAFIx=N

JVNVU#011617g4 | VE-2021-20843 v - - -
VE-2021-20844 =

REHEICOTHELTIATECRBLEI L.

OPINN=Z— LU 771774 IIOVT

(25
FRAL—Z—D Web GUI ALUFORBEOL LR, BELAVMEERTIE SNEARMHBD T,

LXSSH(ZORYA FRIVTRAYIL—TaY)
2LHTTPLREY ZAYHA YTz 003>

FRBUEEBT S LICLIBESTNZELEBLLTRUTLAEDET.
EEREN L—F—OCUIR—SEHVTVS) BIC NL—2—OABICH SXSSIRBIMEAE N BR—T) ATV ERTZET. L—2—OREERREORRLLABAEET 3 LHHRET.

NREBIWBELVI7—LITT

Wl BEI7-LYIT
RTX830 |Rev.15.02.17 b4
INVR510 _ [Rev.15.01.18 L
INVR700W [Rev.15.00.19 LU
RTX1210 |Rev.14.01.38 b4}

& RCRHELTO VRIS TERYTY,
*HE
CORBUANOHRE LEUTFO T 7— LV T FADVESa Y7y T2EMVLET.

Wil HEABT7—LIIT
RTX830 [Rev.15.02.20
INVR510 |Rev.15.01.21
INVR700W |Rev.15.00.22
RTX1210 |Rev.14.01.40

Tr—LVT L)  MFOVWThHOHETERT SN TEET,

« httpd service off EE L. HTTPY—/\—WIERNDICTS
«+ httpd host none ZEL. 2TOKFZ FHSOCUIREEEADT 7R ERETS

46



affected R R E T +—< v EHER D

RIS —=XDtF2) 71 —ICHTSFAQ

MPINUDN—F—I 51 BBORBE) IKOVWT RTSU—ZDtF2) 7+ ICBT 3FAQ

mE A FODI—F 1 T Ay Z DTV IIPV6H DoSKERIC DN B BIAEM D 5 3 MBI OV T

’ 5 o y
JPCERT/CC & DU T O LRBUNBESNE L 1. BLZEH 2018/Nov/06

« JPCERT/CC JVNVU#91161784 ¥ I NBDIL— 2 — 2513 3 MM OHIHE XEH X 51K

CORBUEOKBERITZIVINRY FI— UKD BZHDDDELL.

BATODI—F 1 YT ANy LB Ehh3EARKEDH 3 SOV T
(v B4, - )
JVN No. CVE No. 77':;47*[_"‘ UTMP 751 72 X (IBIBLANT 2 £ 21 2 b L2[L3R1 v F RFC246035 & URT 1) — X DIPVEIEED LHRICIU T DRSNS 2 Z L A HD L Teo
JNVUs01161784 CUE2021:20843 v - - - St T OBE
VE-2021-20844

« US-CERT Vulnerability Note VU#267289
NEAEICOTELTRUTECRRILES L, JVNVU#267289

IPVBIL—TF 1 YT 21T TWBBEICIRD. 214 T0DIL—F 1 YT ANy LIV IPVe A DoSHBICEDN BTSN BN £ T

YINN—B= BEG TP ATI 4= ITDUT
O SY2TATIE HREBIREELV T 7—LITT
BHitrEE « RTX1000 : Rev.7.01.3514F%
« RTX1100, RTX1500, RTX2000, RTX3000, SRT100, RT250i, RT107e, RTV700, RT57i,RT58i : $RTD T 7—LT 7
RN\ L= 5~ Web GUI X 5. BELAL s nET,
LXSSHZARY A RRIVTRAYIN—S3Y) HE
LHTTPLARY ANy HA>ST95 3> « BHRTEATODI—F 1 ST Ay SHULIPVEIRAIBE TITHRT 3.4 51 LIRS T 7— Ao T PICUES 32T v 7T, COLE. ipvérh0 discard I K IETIRE(on)ICKE S 30
BB EET S LA SBEINSTLLEL LTEUTEADET, e ; e
wEN L SEBUTOS) BIC DL pe AENEEA—T) ATIERTZET, - A OREERREOBAL LABAEET 52 LAHRET, 20LENoVOBRATE Y =2 SN TS HIRAS 27— L0 TR FORD T
HRELIB/BESTI7—LITT WAl NEEZ T F—LYIT
IRev.8.01.2414F%
IRTX1000
#a [BEos—Loz7 Rev.7.01.530%
RTXB30_[Rev.15.02.17 5i RTX1100|Rev.8.03.6041%
INVR510  |Rev.15.01.18 LA#i IRTX1500 [Rev.8.03.6054 f%
INVR700W |Rev.15.00.19 LA#] IRTX2000 |Rev.7.01.53L4F#
RTX1210 |Rev.14.01.38 L{#i IRTX3000 [Rev.9.00.24 4%
N 7 r ISRT100 |Rev.10.00.1954&
3 RCRELTVALAIRS TS TT, rr2sor |Revs.025008
- RT107e |Rev.8.03.600(/%
CORBEAONEE LAUTOT 7~ A9 T PADUES 2 YTy TEERILET. RIVI00 [Rev8.00 84517
IRT5Ti Rev.8.00.89L4f%
WA mAsT7 L7 RTS8 |Rev.9.01.208%

RTX830 |Rev.15.02.20
INVR510 |Rev.15.01.21
INVR700W |Rev.15.00.22
RTX1210 |Rev.14.01.40

ek

I7—LIx « UFOWTFhhOBETERT LA TEES .

« httpd service off L. HTTPY —/\—HiEE|MMICT 3
« httpd host none £EL. 2TOFZ FHSOCUIREEEANDT I L2AERILT S

47




NEC




BT RNAHFUE: 2/ U~ /Web

Home > ME > NECTL-THEEFIUTWE > £FaUF(HR

F-h > WA > OR-EOTOUNES-N > UNVERGEXLY-X > HEMWANS > REEWE

NECHN—THRt*2 5
PEST

BRBYE >

TALI7RY MR (RED

»3u8) ? e

BN (HEOBIND) >
V23006
BRI S~ >

By >y i V23005

V23000

23003

23002

V23001

X271 1ER

REEMERDIES ma (EE)
strL

VNVUsBAIS5938 20230021

‘apache HTTP Server 7

VNVUs91253151 20230421

‘apache ABEBE (0o5) DML
NVUsI213188 20230021

OnensSLZHHORES

VNVU#99928083 20230421

‘apache HTTP Server 7Tt

avnvuss2673251 202310327

OnenSSLTHHOBES:

cvE2023 25011 20230210

BEOEF2YT1ER

[1]https:j

it 2 hety

[3]htpsi)

htmi 4] htt

UNIVERGE IX> 1) =X

R

HESAFyT

N=FD TR

R ES

BRSNS

Yya-vay

RFF—ER

@

€OAVTAIETI

>

%

O - BAT - SEERE |

OEETF

HE - PIREOBESE

BADEESE

[ OF

UNIVERGE# 1 b
DRAITFY RIS

>

UNIVERGE IX

HESERMEICET 355

ma
201)=Z_TOnenSSH 512 5B 12

Freerm
1X20001X3000% ) =Z_TOpenSSLIZNHOBEIE!
ey
1X2000/X3000 Y =X_TTC: cl
1X2000IX3000% =X TIKEVL DX £ =K

= v S
B

EREAK ]

Y—X BERISHNSE

202211730

2021005720

2020105720

20180821

20172122

201601006

2016003003

2015011009

2015008008

2015003730

20141020

20141020

2013008004

2013008004

2012007123

2008109125

2008108125

2008005117

Foh > YUa-vay.¥—ER > UNVERGE > UNVERGEWALU—X > HIMWANSY > RBEMECHTSHMSE

UNIVERGE WA >1)—

FHURAT 1 718
RFF—EZ

FAQ

&) >y

UNIVERGE# 1 k >

BREFRY FT—I8E >

>

>

UNIVERGE WA U — X #5155k

HESSRIREICE T 25/ 5 8

2022463898

2020435188

WASU—ZICH13% 10SATY A>Tz Y

V) ORBIEMTZEASE >

WASU=ZIcH13 Mook ORBIECRTZER5E >

Foh > MB > 2yb0-0NE > SESRESUNE > UNVERGEPS0LY-X > HEWE

o
it
ov7ze28
UNIVERGE IPa800s
-
20172210 aerAmE
=2z >
amsoinisn
2165108 wgs 1 ry7 >
wrensze
20163m  EERTE >
sova-k 5 aowseAmE
511
i ssoinza
wserE
s > meswave
15548
oseosnya
5715 ones0snon
201082102 oios10808
wosorAuE
sw00nE
cs00R8
xorgoenna
aosenAin
osioomzon
osiooRzon

HESSHERIREICRI T 3 R 5

IOHCPY —COMIE (CVE202120990) | BT EHE
fprrcenpes RGENTIL) | WS 5HE
rOSPERUAIE (VUsTOM96) | (SIIY A T8
r " s oy 5
s ) cmyaCEs
e s2679) | KBS HIHE
_ISSL30DME(POODLE) KMTEINE
e RPN
nTPomER | CRTECEE
rrcpzar ALOmER | CHTEIEE
s = cmy s
2 CHTEIHE

iy Routing Header Type ODBE) KT 5 WS

rcpoack c RPN

49



IXI—RICBETE7 RNAHUIX2BFRTIEEINTWVWS (ZRNCMTFUU I NEDETIEKRD AL

Fon > NB >8R > > > st > wEREE

IXJL—&

UNIVERGE X=X > UNIVERGE IX>U—X ##ifERI&Mst

i
JVNVU#90813125 = < . -
2022/12/09 Crebe . HRESHRMEICET S5 E
e - = - = .
OpenSSLOBN mod sqri()ic ST 2ENIEERO & FICHEIBI— T3S 98 e ] >
kL] EHE
VIO TS >
1X2000IX3000: ) =X_[OnenSSH (1 S (o
TE— . Ko 2022113
= s 1XC0001X30002 ) =X OpenSSLI HIOMEE!
1X1000/1X2000/1X30003/ 1) — X a-vay > snramms s
<zarn > o 42k = 202005120
Yoomer 5 1X200013000: ) = X MIKEVL @3t B KIS
2018/11/06 JVYNVU#93409761, VU#857035 m;mw&ummmmmﬂ i
FAQ >
HITPY =Pt = OARL E R MR
IKEVl D AA E—F Iy RFY—ER > mrziEem
o 5 ww 2016110006
2017/01/31 JVNVU#98667810
XA000X2000X30003 Y~ X._TIKEVL KEVZADOSHE
€0aAXTAIEFN > womss ms«gmn“ S 201600303
- LIVNVU#91475438) 1 (BT B0
OpenSSLICIEH OSSN LR AT BERRE |
OBETE Y= A Db A =L 5
PPV ETeeS s - 2015011009
BE - PIRKOBETE >
y-z
x Zu BT = .
BAOEEE & > sy Gy
y_x L~
[ U4 < ORSARE B — c 2015033
UNIVERGE# A i
BREGFY FI— BB =z T .
= = e P 20141020
Py
oy M= ol 20141020
1X2000130005 ) = XTCPREHR IS 5 JH 201308008
%ﬂmf!{lﬂmm{_'iflﬂsﬁml o
1X1000/X20001X3000 1) = X ISAKMPHEE = T
v ]
1X1000/2000/X3000 1) = XONSHEE
(VUE00ICT E S 200enezs
1X1000/X20001X300051) = X Psecs
2005005017

[1] https://jpn.nec.com/security-info/sec.html [2] https://jpn.nec.com/univerge/ix/Support/Security-Info/index.html TEMBHCOUTONRE



HBITRENAHFVIZISDORT, PENAFUDT#—< v bH

—TNTLRL

S@mATdV

1X3315,1X3110,1X3015,1X2310,1X2235,1X2215,1X2207,1X
H SR 2106,1X2105
(FOAY 71 7EFIEEYD)

VIR TFR—¥3

HB|YIEIIF Ver.8.7L40

FOpenSSLICEH O] OBEINZFE L RWES L UOE
-

TN 3RE]
£BEHBESHL. - EAKE (DoS) RECLZTEESBDET.

[REE RIS BRMH]
SSHH — /e

[ELE75 3 - EIRAE]

LFownwshhoRETERLT TV,

QAVIrIITFEN=VaAVTYvIT 5
b) VI I TEBHTIBVRSIE. UTFOLSICMHNLT 3,
- SSHY —/\HgE:
SSHY—NADT 7 ZF, IPsecBHOHEFAT 5.
EJFS
SSHY —/ISAN\OF 7 RAICTFIEXVA M ERETHI LT,
PRELLEROHT I EAFHT T 5.

HEEN— 3]
Ver10.6.21/Ver10.5.22/Ver.10.2.35(1X21050 &) U I

[1]httpsy, "
2] ttps:/jpn.nec.com)univergeix/Support/CERT/vuB00113.html

DNSHfE33 1 RIRE(VU#800113) D F RIS N2 &

HEERT RN

KT 2oDRMICEHT 3BE. ORBEMBOREERIET.

PEFALTUSY 7 b9 70/T— 325 ver6.0.29 ~ ver 81151 M.
(ver7SOBA. ver7 5 TIUMHEIBL)
DNS# v v > aMERALTUS.

ver6029

ans vers. oA bzl verz573 vera 210008
oo,
baons, BECRIECA | BEEROET  UU-ZHRN | UU-ARA
aozo, paoso
naons BEERIEA | BEERUET  UU-RNRN | UU-XNEA
oot - BEERIET | BESRUECA | UU-HEA
aoos - BELEUET | REERUIUA | REERHIUA
baoio BECRITEA | BEERIET | BEGRUIEA | BEEEUSEA
ois - BEE0ET | REERUIvA | REERIIUA
w10 BECRIEeA | BEERIET | BESRUICA | BEEEUECA
10 - BEERIET | BEERUEUA | REEEVECA
DNS# v v > 1 ERRORXE

FryLaR =V IREE, A FW=EN 5 L 7DN Ty P EEDY <

EREDEEERITET.

ZN—B T v FORBTT FEBRSYILTREL, B

3 I OMAT A B S TREINET.
BEERSLBZHILDBELLIPY FLRERRSNBARENBDET. CORBICE>
> SRS RIPT KL
AL - BEDEEA.

BEVI bIITFADN-S3>TyT

#EEY 7 R 7 TS, DNS query /17y h OB~ FEONS quenyTE IS5 Y H LT BT LR LD,
FryLaRAXZ S IRENHNT SREEERLTOET,
HEYT RO TTHEELEVREICOLTIE, KRG THER & SEE) FEEL TRV,

BEYT FITTOAFIOUTI, AUHESAL LFOBRE THET IV,

BREIC & B EE

TH. DNS# 475 HVESELT
B,

DNS# v > 2 MEISF 7 4 )L - T30 TT
ABLTUSI—ia. UFOITY FERAL TRIEL T RS,

Router(config)# no dns cache enable () BEZIFE
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$ curl -s https://access.redhat.com/labs/securitydataapi/cve.json | jq
[
i

irl -s https://access.redhat.com/hydra/ t/securitydata/cve/CVE-2023-24535. json

"panic when parsing an incomplete number",

or": null,

ntial num

odeExecution - Qut-of-bol write when loading PDB type records in msdial40.
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IndeXx of

Index of /pub/projects/security/cvrf-cve/

=L

LICENSE 23-May-2022 14:20 226
README 13-Apr-2022 11:56 627
README~ 15-Jun-2021 13:54 322
cvrf-CVE-1999-0063.xml 089-Jun-2021 08:29 3217
cvrf-CVE-1999-00877 . xml 02-Feb-2023 03:38 145K
cvrf-CVE-1999-0183. xml 30-Nov-2022 04:12 5268
cvrf-CVE-1999-08195.xml 17-Jan-2023 @3:50 41K
cvrf-CVE-1999-08517 . xml 03-Feb-2023 03:21 79K
cvrf-CVE-1999-8519. xmL 31-Aug-2022 00:47 3161
cvrf-CVE-1999-0524 . xml 06-Apr-2023 01:47 171K
cvrf-CVE-1999-08548. xml 09-Jun-2021 08:29 3217
cvrf-CVE-2000-08328. xml 89-Jun-2021 08:29 3338
cvrf-CVE-2000-0508. xmL 089-Jun-2021 @8:29 3266
cvrf-CVE-2000-08573.xml 09-Jun-2021 08:29 3413
cvrf-CVE-20008-0666.xmL 89-Jun-2021 08:29 3379
cvrf-CVE-2000-0800.xmL 089-Jun-2021 @8:29 3351
cvrf-CVE-2000-0916.xmL 09-Jun-2021 @8:29 3457
cvrf-CVE-20008-1254 . xml 02-Feb-2023 03:38 170K
cvrf-CVE-2001-0168.xmL 089-Jun-2021 08:29 3481
cvrf-CVE-2001-8328.xml 089-Jun-2021 08:29 3538
cvrf-CVE-2001-08465 . xml 26-Nov-2022 03:04 T4K
cvrf-CVE-2001-08554. xml 089-Jun-2021 08:29 3513
cvrf-CVE-2001-8775.xml 089-Jun-2021 @8:29 3429
cvrf-CVE-20081-08851.xml 26-Nov-2022 03:04 T4K
cvrf-CVE-2001-1013.xml 089-Jun-2021 08:29 3750
cvrf-CVE-2001-1267.xml 18-Feb-2023 02:09 49K
cvrf-CVE-20081-1350. xml 089-Jun-2021 68:29 3389
cvrf-CVE-2001-1483. xml 089-Jun-2021 08:29 3528
cvrf-CVE-2001-1487.xml 089-Jun-2021 08:29 3404
cvrf-CVE-20081-1593 . xml 20-Mar-2023 03:05 6041
cvrf-CVE-2002-0029. xmL 089-Jun-2021 08:30 4003
cvrf-CVE-2062-0389.xml 15-Feb-2023 03:08 4764
cvrf-CVE-2002-0392 . xml 26-Nov-2022 03:04 36K
cvrf-CVE-2002-0399. xml 02-Feb-2023 @3:38 50K
cvrf-CVE-2002-08435.xml 089-Jun-2021 @8:30 3gl1e
cvrf-CVE-2062-08510. xmL 09-Jun-2021 08:30 3440
cvrf-CVE-2002-8651. xmL 089-Jun-2021 @8:30 3691

https://ftp.suse.com/pub/projects/security/cvrf-cve/
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Index of / Index of foval/

Last Modified
Name Last Modified

Wed, 14 Jun 2023 05:44:59 +0000
Mon, 24 Oct 2022 17:58:13 +0000
Mon, 24 Oct 2022 18:06:28 +0000
Mon, 24 Oct 2022 17:58:16 +0000
Wed, 14 Jun 2023 18:08:01 +0000
Wed, 14 Jun 2023 05:39:15 +0000
Tue, 13 Jun 2023 14:11:35 +0000
Mon, 24 Oct 2022 17:58:34 +0000
Wed, 14 Jun 2023 05:38:44 +0000
Mon, 24 Oct 2022 17:58:16 +0000
Wed, 14 Jun 2023 05:45:05 +0000
Wed, 14 Jun 2023 05:38:56 +0000
Wed, 14 Jun 2023 18:08:10 +0000
Wed, 14 Jun 2023 05:38:55 +0000
Wed, 14 Jun 2023 05:38:46 +0000
Fri, 10 Mar 2023 01:33:12 40000
Wed, 14 Jun 2023 05:38:58 +0000
Wed, 14 Jun 2023 19:22:57 +0000
Wed, 14 Jun 2023 14:07:43 +0000
Wed, 14 Jun 2023 14:07:56 +0000
Wed, 14 Jun 2023 14:07:45 +0000
Wed, 14 Jun 2023 14:07:47 +0000
Wed, 14 Jun 2023 14:07:45 +0000
Wed, 14 Jun 2023 14:09:02 +0000
Wed, 14 Jun 2023 15:07:42 +0000
Wed, 14 Jun 2023 05:39:12 +0000
Wed, 14 Jun 2023 05:44:51 +0000
Wed, 14 Jun 2023 05:41:45 +0000
Mon, 24 Oct 2022 18:06:24 +0000

Mon, 24 Oct 2022 17:59:19 +0000

[1] https://access.redhat.com/security/data/cvrf/ [2] https://www.redhat.com/security/data/oval/v2/RHEL9/




Git Repository

-\{( index : ubuntu-cve-tracker

[no description]

summary refs log tree commit diff

Branch Commit message

CVE-2021-37146 cve file syntax

add-ros-esm-support remove extra space

addin_nvd_to_ubuntu_table_pkg_status Adding --nvd priority filter to ubuntu-table and pkg_status scripts
bionic-to-esm make ubuntu/bionic ecl in cve_lib

cve_alert_nvd_score Adding hability to list CVE affected packages by NVD priority
making_this_only_opt Making this_only_affected opt and fixing minor issues
master scripts/report-pending-fixes: better format warning message
ros-esm update supported packages for kinetic/melodic ros esm
the-mass-unretiring Re-retiring CVEs after final fixes

usns usngrep: add reverse to —-usns

L.

Tag Download

v22.10 commit 82f0c65883...

v22.04 ccommit a3397479bb...

jammy-open commit 396cf2a3f7...

v21.10 commit 53f69111bc...

git-conversion ‘commit dc3f64a0df...

Age ‘Commit message

118 min. scripts/report-pending-fixes: better format warning message
5 hours merge cve updates from kernel team

5 hours kernel/CVE-2021-20320: fix local fixes titles

6 hours Adds panol3's changes

6 hours updated CVE-2021-44960 priority to negligible

6 hours updated CVEs with USNs

8 hours Triage apparmor CVE-2016-1585 a bit more

8 hours kernel CVEs: update release info USN-6162-1

9 hours merge cve updates from kernel team

9 hours assign CVEs to myself

[.-1

Clone

git://git.launchpad.net/ubuntu-cve-tracker
git+ssh://git.|launchpad.net/ubuntu-cve-tracker
https://git.launchpad.net/ubuntu-cve-tracker

https://git.launchpad.net/ubuntu-cve-tracker/

summary refs log | tree | commit diff
path: root/active/CVE-2023-34969

blob: 6f1bf59¢03500c67a357e30eb99865e311a49a67 (plain)

1

4

5

6

8

9

10

11

12

Author ¥
flercabral
florcabral

Leonidas S. Barbo:
Nishit Majithia
Leonidas S. Barbot
Leonidas S. Barbo:
Rodrigo Figueiredc
florcabral

Camila Camargo d
Mark Esler

Author

Steve Beattie
Steve Beattie
Steve Beattie
Steve Beattie
Steve Beattie

Author

Rodrigo Figueiredc
Rodrigo Figueiredc
Thadeu Lima de 5t
George-Andrei losi
elvric

Marc Deslauriers
Alex Murray
Rodrigo Figueiredc
Rodrigo Figueiredo Zaiden
Amir Naseredini

Candidate: CVE-2023-34969

PublicDate: 2023-06-89

References:

https://cve.mitre.org/cgi-bin/cvename. cgi?name=CVE-2023-34969
Description:

D-Bus before 1.15.6 sometimes allows unprivileged users to crash
dbus-daemon. If a privileged user with control over the dbus-daemon is
using the org.freedesktop.DBus.Monitoring interface to monitor message bus
traffic, then an unprivileged user with the ability to connect to the same
dbus-daemon can cause a dbus-daemon crash under some circumstances via an
unreplyable message. When done on the well-known system bus, this is a
denial-of-service vulnerability. The fixed versions are 1.12.28, 1.14.8,
and 1.15.6.

Ubuntu-Description:

Notes:

mdeslaur> This is only an issue if a privileged user is currently using a
mdeslaur> debugging tool, and only causes a DoS, so setting priority to
mdeslaur> low.

mdeslaur> 1.8.x and older are not affected.

Mitigation:

Bugs:

http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=1037151
https://gitlab.freedesktop.org/dbus/dbus/-/issues/457

Priority: low

Discovered-by: hongjinghao

Assigned-to:

CVss:

Patches_dbus:

upstream: https://gitlab.freedesktop.org/dbus/dbus/-/merge_requests/408
upstream dbus: released (1.12.28,1.14.8,1.15.6)
trusty dbus: ignored (out of standard support)
trusty/esm dbus: not-affected (code not present)
xenial dbus: ignored (out of standard support)
esm-infra/xenial_dbus: needed

bionic_dbus: ignored (out of standard support)
esm-infra/bionic_dbus: needed

focal dbus: needed

jammy dbus: needed

kinetic_dbus: needed

lunar_dbus: needed

devel_dbus: needed
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MessiE 7

IR
Number

Date
Severity

cvssv3
Score

Impact

CVEID

Affected
Products

CVRF

Language

FG-IR-22-398

Dec 12, 2022
® @ 0 o o Critical
9.3

FNAHFUDREDS NVD THDIAFNSD X T,

PSIRT Advisories

FortiOS - heap-based buffer overflow in sslvpnd

Summary

Aheap-based buffer overflow vulnerability [CWE-122] in FortiOS SSL-VPN may allow a remote
unauthenticated attacker to execute arbitrary code or commands via specifically crafted requests.

Exploitation status:
Fortinet is aware of an instance where this vulnerability was exploited in the wild, and recommends

Execute.
code or commands
CVE-2022-42475

FortiProxy : 721.720707.
706.705,704.703.702.701.
700.209.208.207.206 205,
204.203.202.2011.2010.201
200129,128127.126125,
124122122 12121212, 1281
1210,121,120 116,115,114,
112.112.111.110,107. 106,
105,104,102, 102.101.100
FOrtiOS : 722.721.720.708.
707.706,705,704.703.702.
701.700,649,648.647.046,
645.644,642,6426410.641
540.625.620.627.626.625,
s2062262262116210.021
620609,608.607.606 605,
604.602,602.6015.6014.6013,
4012,6011,6010,601,600.565.
568.367.566,563.564,563
562.5614,5613.5612.5611,
5610,501,560.547.548,547.
546,545,544,542,542.5412
5412,5411,5410,541,540.52,
528.527,526,525,524,522.
5225215, 5214, 52135212,
5211,5210.521.520. 509,508,
507.506,503,504,503.502.
5014,5013.5012.5011.5010,
s01.500

Download

English

alidating your systems against the following indicators of compromise:

Multiple log entries with:
Logdesc="Application crashed” and msg=
received, Backtrace: [...]"

..1 application:sslvpnd,[...], Signal 11

Presence of the following artifacts in the filesystem:
/data/1ib/1ibips.bak

/data/1ib/1ibgif.so

/data/1ib/1ibiptcp.so

/data/1ib/1ibipudp.so

/data/lib/libjepg.so

/var/ . sslvpnconfigbk

/data/etc/wxd.conf

/flash

Connections to suspicious IP addresses from the FortiGate:
188.34.130.40:444
103.131.189.143:30080, 30081, 30443, 20443
193.36.119.61:8443, 444
172.247.168.153:8033

139.180.184.197

66.42.91.32

158.247.221.101

107.148.27.117

139.180.128.142

155.138.224.122

185.174.136.20

For more information on how to check for the presence of the indicators of compromise above, please visit
this Knowledge Base entry, and contact customer support for assistance.

Disable SSL-VPN.

Changelog:

2022-12-12: Added FOS6K/k

2022-12-22: Added FortiProxy

2022-12-27: Corrected typo in IOCs: 192.36.119.61 => 193.36.119.61

[1] https://www.fortiguard.com/psirt/FG-IR-22-398 [2] https://nvd.nist.gov/vuln/detail/CVE-2022-42475

AXCVE-2022-42475 Detail

Description

Aheap-based buffer overflow vulnerability [CWE-122] in FortiOS SSL-VPN 7.2.0 through 7.2.2, 7.0.0 through 7.0.8, 6.4.0 through 6.4.10, 6.2.0
through 6.2.11, 6.0.15 and earlier and FortiProxy SSL-VPN 7.2.0 through 7.2.1,7.0.7 and earlier may allow a remote unauthenticated attacker

to execute arbitrary code or commands via specifically crafted requests.

Initial Analysis by NIST 1/09/2023 12:3

:58 PM

severity IR

CVSS 3.x Severity and b

Added CPE
Configuration
a CNA: Fortinet, |
NVD Analysts use publicly ave
CVE List from the CNA.
Note: The NVD and the CNA he
CNA s given a checkmark to s
Added CPE

Configuration

Added CPE
Configuration

Added  CVSSV3.1

Added  CWE

Changed  Reference Type G-IR-22-398

17 RIFED D B5%ED

QUICK INFO

CVE Dictionary Entry:
CVE-2022-42475

NVD Published Date:
01/02/2023

NVD Last Modified:
01/09/2023

Source:

Record truncated, showing 500 of 1700 characters. Fortinet, Inc.

View Entire Change Record

AND
OR
“cpe: os:*:*1t4:4242 versi (including)
6.0.0up to (including) 6.0.14
“cpe: os:*:t1t4:4244: versi (including)
6.2.0 up to (including) 6.2.11
*cpe:2.3:0:fortinet:fortios:*:*:*:*::4:x (including)
6.4.0up to (including) 6.4.9
“cpe: os e i (including)
7.0.0 up to (including) 7.0.7
OR

cpe:2 3hifortinet:fim-7901e
Record truncated, showing 500 of 600 characters.
View Entire Change Record
OR
*cpe:2.3:aifortinet:fortiproxy:"
1.0.0up to (including) 1.0.7
*cpe:2.3:arfortinet:fortiproxy:*:
1.1.0up to (including) 1.16
*cpe:2.3:arfortinet:fortiproxy:*:
1.2.0up to (including) 1.2.13
*cpe:2.3:arfortinet:fortiproxy:"
2.0.0up to (including) 2.0.11
*cpe:2.3:aifortinet:fortiproxy:":";

* versions from (including)

+* versions from (including)

 versions from (including)

+* versions from (including)

versions fr
Record truncated, showing 500 of 954 characters.
View Entire Change Record
OR
*cpe:2.3:0rfortinet:fortios:
up to (including) 5.0.14
*cpe:2 3o fortinet forti
up to (including) 5.2.15
*cpe:2.3:0rfortinet:forti
up to (including) 5.4.13
*cpe:2.3:0rfortinet:fortios:
up to (including) 5.6.14
*cpe:2.3:0rfortinetifortios:

* versions from (including) 5.0.0

versions from (including) 5.2.0

* versions from (including) 5.4.0

* versions from (including) 5.6.0

: versions from (including
NIST AV:N/ACL/PRAN/ULN/S:U/C:H/1H/AH

NIST CWE-787

No Types Assigned

G-1R-22-398 Exploit, Mitigation, Vendor
Advisory
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IR Number  FG-IR-13-014

Date Jul 8,2013

Severity e ee High

Impact Security Bypass
CVEID CVE-2013-1414
CVRF Download

PSIRT Advisories

Multiple CSRF Vulnerabilities in FortiGate

Summary
This field is not shown on advisory.The issue is tracked in Mantis 158276, 204901

@ Description

Multiple CSRF (Cross-Site Request Forgery) vulnerabilities exist in FortiGate because GUI pages are not
protected by CSRF token. It could allow remote attackers to hijack the authentication of arbitrary users
under certain conditions.

Affected Products
FortiGates running FortiOS$ 4.3.12 and prior versions, FortiGates running FortiOS 5.0.2 and prior versions

Solutions
Upgrade FortiGates to FortiOS version 4.3.13 or 5.0.3.

JXCVE-2013-1414 Detail

Description

Multiple cross-site request forgery (CSRF) vulnerabilities in Fortinet FortiOS on FortiGate firewall devices before 4.3.13 and 5.x before 5.0.2

allow remote attackers to hijack the authentication of administrators for requests that modify (1) settings or (2) policies, or (3) restart the

device via a rebootme action to system/maintenance/shutdown.

[1] https://www.fortiguard.com/psirt/FG-IR-13-014 [2] https://nvd.nist.gov/vuln/detail/CVE-2013-1414

Up to (including)
Show Matching CPE(s)> 4.3.12

¥ cpe:2.3:0:fortinet:fortios:5.0:***:* %%
Show Matching CPE(s]>

¥ cpe:2.3:0:fortinet:fortios:5.0.1:%:*:**:*:*;
Show Matching CPE(s)»
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NVD @ 15.9(3) Kl 15.8B3)MmI B ZEIEL TULBIZTH. 15.8B)MmIRBREDL >V JIZXtIind B CPEAEDOH

=

)

Expand All Collapse All

15.9M
15.9.3M7a(MD)
15.9.3M7(MD)
15.9.3M6b(MD)
15.9.3M6a(MD)
15.9.3M5(MD)
15.9.3M4(MD)
15.9.3M3(ED)
15.9.3M2a(ED)
15.9.3M2(ED)
15.9.3M1(ED)
15.9.3M(ED)

158

15.8M

15.8.3M9(MD)
15.8.3M8(MD)
15.8.3M7(MD)
15.8.3M6(MD)
15.8.3M5(MD)
15.8.3M4(MD)
15.8.3M3(ED)

15.8.3M2a(ED)

[1] https://software.cisco.com/download/home/286287074/type/280805680/release/15.9.3M7a [2] https://nvd.nist.gov/vuln/detail/CVE-2023-20076

829 Industrial Integrated Services Routers

Release 15.9.3M7a MD
A My Notifications

File Information

UNIVERSAL @
ir800-universalk9-bundle.SPA.159-3.M7a.bin
Advisories [

UNIVERSAL - NO PAYLOAD ENCRYPTION @&
ir800-universalk9_npe-bundle.SPA.159-3.M7a.bin
Advisories []

Related Links and Documentation

570\ (=NVD Tl Cisco I0S AT D /IN— 3 VLA A

Release Notes for 15.9(3)M7a

Release Date

24-Mar-2023

24-Mar-2023

DRAM/FLASH
512/1024

512/1024

INTVRWESD., IRTHIET S LHAW

1k cpe:2.3:0:cisco:829_industrial_integrated_services_router_firmware:*:* ***1*  Up to (excluding)
Hide Matching CPE(s)_a 15.9\(3})

No Matching CPE(s) found in CPE Dictionary

1k cpe:2.3:0:cisco:829_industrial_integrated_services_router_firmware:15.9\(3\)m:*:*:* ¥ 1*%*
Show Matching CPE(s]>

¥ cpe:2.3:0:cisco:829_industrial_integrated_services_router_firmware:15.9\(3\)m1:*:* %% %%
Show Matching CPE(s)>

K cpe:2.3:0:cisco:829_industrial_integrated_services_router_firmware:15.9\(3|)m2:*:*:*:*:*:*:*
Show Matching CPE(s)~

ik cpe:2.3:0:cisco:829_industrial_integrated_services_router_firmware:15.9\(3\)m2ar*:* ¥ ¥ **
Show Matching CPE(s)>

1k cpe:2.3:0:cisco:829_industrial_integrated_services_router_firmware:15.9\(3\)m3:
Show Matching CPE(s)>

K cpe:2.3:0:cisco:829_industrial_integrated_services_router_firmware:15.9\(3|)m4:*:*:*:*:*:*:*
Show Matching CPE(s)>

K cpe:2.3:0:cisco:829_industrial_integrated_services_router_firmware:15.9\(3\)mdaz** ¥ **a*
Show Matching CPE(s)>

ok ke

1k cpe:2.3:0:cisco:829_industrial_integrated_services_router_firmware:15.9\(3\)m5:
Show Matching CPE(s)>

JK cpe:2.3:0:cisco:829_industrial_integrated_services_router_firmware:15.9\(3\)mBa:*:*:*:*:*:1*:*
Show Matching CPE(s)*

K cpe:2.3:0:cisco:829_industrial_integrated_services_router_firmware:15.9\(3\)m6h:*:*:* %% %%
Show Matching CPE(s|>

Running en/with

cpe:2.3thicisco:829_industrial_integrated_services_router:-:*:*:*:*:*i*:*
Show Matching CPE(s)>
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Q, Search Results (refine search)

Search Parameters:
» Keyword: fortigate 1100
e CPE Status: FINAL
¢ CPE Naming Format: 2.3

Vendor Product

There are 2 matching records.

Version Update Edition Language
cpe:2.3:h:fortinet:fortigate_1100e:-:*:*:*:*1*1%:1% oy CVES
fortinet fortigate_1100e -
cpe:2.3:h:fortinet:fortigate-1100e:-:*:*:***1*:*  view CVEs
fortinet fortigate-1100e -
62

https://nvd.nist.gov/products/cpe/search/results?namingFormat=2.3&keyword=fortigate+1100



Description DECIRE EH B Y 7 NI T T DHFIEHNER S
PN I0SXEDAFIETETN TS

Description IC &k % & 10S & I0S XE |

IXCVE-2017-6742 Detail
MODIFIED

REBIBEOR

Known Affected Software Configurations switch to cpe 2.2

Configuration 1 (hide)

This vulnerability has been modified since it was last analyzed by the NVD. It is awaiting reanalysis which may result in further changes to

the information provided.

Description

The Simple Network Management Protocol (SNMP) subsystem of Cisco 10S 12.0 through 12.4 and 15.0 through 15.6 and 10S XE 2.2 through
3.17 contains multiple vulnerabilities that could allow an authenticated, remote attacker te remotely execute code on an affected system or
cause an affected system to reload. An attacker could exploit these vulnerabilities by sending a crafted SNMP packet to an affected system via
IPv4 or IPv6. Only traffic directed to an affected system can be used to exploit these vulnerabilities. The vulnerabilities are due to a buffer
overflow condition in the SNMP subsystem of the affected software. The vulnerabilities affect all versions of SNMP: Versions 1, 2, and 3. To
exploit these vulnerabilities via SNMP Version 2c or earlier, the attacker must know the SNMP read-only community string for the affected
system. To exploit these vulnerabilities via SNMP Version 3, the attacker must have user credentials for the affected system. All devices that
have enabled SNMP and have not explicitly excluded the affected MIBs or O1Ds should be considered vulnerable. Cisco Bug IDs: CSCve54313.

https://nvd.nist.gov/vuln/detail/CVE-2017-6742
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code or commands via specifically crafted requests. fortiguard.com/psint /FG-IR-23
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» Home / PSIRT / FG-IR-012-001

FG-IR-012-001

Feb1,2012

Information
Disclosure.

CVE-2012-0941

Download

PSIRT Advisories

Potential Information Disclosure Vulnerability in FortiGate

Summary
On January 27, 2012, vulnerability-lab.com publicly released news of discovered vulnerabilities discovered
in FortiGate UTM WAF Appliances platforms.

O Description

On January 27, 2012, vulnerability-lab.com publicly released news of discovered vulnerabilities discovered
in FortiGate UTM WAF Appliances platforms.

Impact Detail

Based on limited information provided, Fortinet believes they have identified areas within the
administrative GUI which could be considered vulnerable to activity conducted by malicious administrators,
or expected behaviour when administering affected FortiGates from compromised hosts.

Affected Products

Versions of FortiGate appliances believed to be affected include FortiOS v4.3 through FOS 4.3.5. At this
time, there is no knowledge of other Fortinet offerings being affected, although precautionary measures are
being taken to prevent similar occurrences.

Solutions
Fortinet is working towards an updated firmware release to address the issues.
These issues will be fixed in FortiOS 4.3.6 and higher.
Update March 26, 2012: FortiOS 4.3.6 is now available. Firmware images can be obtained from
hitps:/support fortinet.com .
The following precautions are also recommended:
« Ensure all GUI sessions use encryption (via HTTPS);
« Configure the FortiGate to only allow GUI admin access from trusted hosts or networks;
« If administrative access to FortiGates is required from untrusted hosts, SSH access is recommended as
SSH is not affected;
* Refrain from administering FortiGate appliances from untrusted or shared computers.

For more information, customers ged to contact Customer Support at
References

« Vulnerability Research Laboratory (VLD 144)

« Secunia Advisory SA47693

« Security Focus (51708)

- 1BMISS (72761)
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Olnformational

PSIRT Advisories

Monthly PSIRT Advisories
« 2023: Jun, May , Apr , Mar , Feb , Jan
« 2022: Dec, Nov., Sep , Aug, Jul, Jun, May , Apr , Mar, Feb
« 2021: Dec, Nov, Oct, Sep , Aug, Jul . Jun,, May , Apr, Mar , Feb , Jan
* 2020: Dec

The following is a list of advisories for issues resolved in Fortinet products. The resolution of such issues is
coordinated by the Fortinet Product Security Incident Response Team (PSIRT), a dedicated, global team that
manages the receipt, d public reporting of on about v ilities and
issues related to Fortinet products and services.

For details of how to raise a PSIRT Issue with Fortinet, please see our PSIRT Policy here.

Potential Information Disclosure Vulnerability in FortiGate
On January 27, 2012, vulnerability-lab.com publicly released news of discovered vulnerabilities discovered
in FortiGate UT...

Feb 01,2012 IR Number: FG-IR-012-001

Severity @ @ Low CVE-2012-0941
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Channel Type

Security Advisories (1,011)
[[] Knowledge Base (8,162)
[ Technical Bulletins (783)

Severity Level

[ Critical (120)
[ High (448)
] Low 37)
[ Medium (352)
] None (39)

Category Group

[ eos (220)
] os (s17)

1 Dradurt (@700

Channel Type: Security Advisories X Clear All Filters
Results 1-100 of 1,011 in 0.49 seconds RELEVANCE DATE v
2023-06 Qut-of-Cycle Security Bulletin: Junos OS and Junos OS Evolved: A BGP session 2023-06-21
& will flap upon receipt of a specific, optional transitive attribute (CVE-2023-0026)

All versions prior to 20.4R3-58-EV0;21.1 version 21.1R1-EVO and later versions prior to 21.2R3-56-EVO;21. ... Juniper considers
configuring this option to be a Best Common Practice (BCP) as it ...
Article Id: JSA71542

2023-01 Security Bulletin: Junos Space: Multiple vulnerabilities resolved in 22.3R1 2023-05-22
release

Note: This vulnerability applies to Java deployments, typically in clients running ... CVSS 3.1 Base Score 5.3 (Availability impacts). ...
CV5SS 3.1 Base Score 3.7 (Integrity impacts).

Articleld: JSA70185

Article Id: JS5A69892

2022-10 Security Bulletin: Junos OS: EX2300 and EX3400 Series: One of more SFPs might 2022-10-12
& become unavailable when the system is very busy (CVE-2022-22234)

This issue affects Juniper Networks Junos OS on EX2300 Series and EX3400 Series: ... IMPLEMENTATION: Software Releases, patches

and updates are available at https:/support.juniper.net/ ...

Articleld: JSA69890

2022-10 Security Bulletin: SBR Carrier: Multiple Vulnerabilities resolved in version 2022-10-12
8.6.0R16 64-bit Solaris and Linux editions

Many EC algorithms are affected, including some of the TLS 1.3 default curves. ... It will be made available in 1.0.2zc when it is released.
... This makes the MAC key trivially predictable.

Article Id: JSA69881

htty portal.juniper.

_UStsort= b =[Security’ isories]

£ coveo
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Security Advisory 0007 % PDF
Date: October 20th 2014

Revision Date Changes

1.0 October 20th 2014 Initial release

SSLv3 is vulnerable to potential man in the middle attacks (CVE-2014-3566)

On October 14th, Arista became aware of a vulnerability in the Secure Sockets Layer version 3 (SSLv3) protocol which has been assigned
CVE-2014-3566 and commonly referred to as “POODLE". POODLE stands for Padding Oracle On Downgraded Legacy Encryption. This vulnerability
allows a man-in-the-midd|e attacker to decrypt cipher text using a padding oracle side-channel attack. More details are available in the public advisory.

Current clients negotiate TLS by default, but they may fall back to SSLv3 if the negotiation to use TLS has failed. An attacker performing an MITM
attack could trigger a protocol downgrade to SSLv3 and by exploiting this vulnerability decrypt a subset of the communication.

This affects the versions of SSLv3 protocol that was used in EOS version 4.12.0 through 4.12.7.1 and 4.13.0 through 4.13.6. Other versions of EQS are
not affected. Additionally this vulnerability only affects systems with Arista eAPI enabled with https transport.

Exploiting this vulnerability is not easily accomplished. Man-in-the-middle attacks require large amounts of time and resources. While the likelihood is
low, Arista recommends implementing only TLS to avoid flaws in SSL. The latest releases of EQS include patches for this vulnerability. A software
patch (RPM extension) is available that addresses the vulnerability for releases that are affected as below:

Releases affected Releases not affected Releases fixed

4.12.0 through 4.12.7.1 4.10.x all releases 4.12.8 or later

4.13.0 through 4.13.6 4.11.x all releases 4.13.7 or later
Earlier releases are unaffected 4.14.0 or later

BugID 83779 addresses the issue.

All models of the Arista 7000 Series of fixed and modular systems are affected.

https://www.arista.c isori ices/security-advisory/1015-security-advisory-7
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OpenSSL Security Advisory [26 Jan 2017]

IR FG-IR-17-019
Number

Summary

The OpenSSL project released an advisory on Jan 26th, 2017, describing 3 Moderate, 1 Low severity
Date Jul 13,2018
vulnerabilities, as listed below:A

Severity ® @ ®  Medium CVE-2017-3731: Truncated packet could crash via OOB read

CVssv3 5.3 CVE-2017-3730: Bad (EC)DHE parameters cause a client crash
Score CVE-2017-3732: BN_mod_exp may produce incorrect results on x86_64
Impact  Denial of Service CVE-2016-7055: Montgomery multiplication may produce incorrect results <Note Titl ffe Produ Type="D t \
CVEID  CVE-2016-7055 Forti0S versions 5.4.5 and below are impacted by CVEs:CVE-2017-3732CVE-2016-7055FortiAnalyzer versions 5.4.2 and below
Affected FortiWeb : 570 Affected Products are impacted by CVEs:CVE-2017-3731CVE-2017-3732FortSwitch versions 3.5.2 and below are impacted by CVEs:CVE-2017-3731CVE-
Hrodkets ED::\I;:“EHIEMSE:W Fortin worsions 4,3 s below are egcied Iy e 2017-3732CVE-2016-7055FortiAP versions 5.4.2 and below are potentially impacted by these CVEs:CVE-2017-3731CVE-2016-7055
or Isann CVE-2017-3732
FortiClientMac : 542 CVE-2016-7055 No

FortiClientEMS : 103
FortiClientAndroid : 540
FortiSandbox : 233
FortiAnalyzer : 552 5210

FortiAnalyzer versions 5.4.2 and below are impacted by CVEs:
CVE-2017-3731
CVE-2017-3732

FortiMail : 53z, 525 FortSwitch versions 3.5.2 and below are impacted by CVEs:
FortiSwitch : 350 CVE-2017-3731
FortiDDoS : 430 CVE-2017-3732
FortiClientiOS : 543 CVE-2016-7055

Ascenink : 7215 FortiAP versions 5.4.2 and below are potentially impacted by these CVES:

CVE-2017-3731
CVE-2016-7055

FortiTester : 250
FortiTokenAndroid : 30.4
FOrtiADC : 471
FOrtiWAN : 531
FortiClientWindows : 5.2 Solutions

Fortios : s4s 529,520,527 For FortiOS: Upgrade to firmware version at least 5.4.6, 5.6.0

TV For FortiAnalyzer: Upgrade to firmware version at least 5.4.3 or 5.6.0

52115210,521,520,509,508.
N L For FortiSwitch: Upgrade to firmware version at least 3.5.3 or 3.6.0
K14 Sna AP} A For FortiAP: Upgrade to firmware version at least 5.4.3 or 5.6.0
501500
FortiVoice : 522 References
FortiCache : 415.04.20
M e * https:/www.openssl.org/news/secadv/20170126.txt
FSSO (all dist.) : sozs¢
FortiRecorder : 251.243
FOrtiAP : 5.41
SSL_VPN : 40252
FortiTokenlOS : 305

CVRF  Download
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2.2.10 Vulnerability CVE Type Model

Vulnerability measures given as defined in the MITRE standard Common Vulnerabilities and Exposures (CVE) model and are expected to be in a specific form to enhance interoperabil
« The CVE value MUST be completely matched by the following regular expression:

CVE-[0-9\-]+

» [CSAF-2.2.10-1]

6.8 Vulnerability - CVE
| Element vuln:CVE

«The vuln:CVE element MUST be present zero or one time in any vuln:Vulnerability and if present its value holds the MITRE standard Common Vulnerabilities and Exposures (CVE) tracking number for the vulnerability and this value MUST match the pattern documented in section 2.2.10 Vulnerability

CVE Type Model. » [CSAF-6.8-1]
Non-normative comment:

\ CVE is a standard for vulnerability naming that provides improved tracking of vulnerabilities over time across different reporting sources,

Example 56:

<CVE>CVE-2010-3864</CVE>

1 cmlns=" //d
CVE-2014-2721 password issue<
br / 2014-2722 key issue</CV
br / 2014-2723 permission issue

Ins="http://d 0:
-11896 to 2020-11914-

[1]http:
3] htps:/jw

en.orgcsa/csaf-cvrfjv1.2/cs0
fortiguard.compsirt/curf/FG-IR 20-

af-curf-v1.2-cs0Lhtmi (2] https:

fortiguard.com/psirt/cvrf/FG-IR-14-010

Des-
eription

Produst
[}

Des-
cription

Mare information about CVE domain values can be found in section 2.2.10 Vulnerability CVE Type Model.
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6.10.1.1 Vulnerability - Product Statuses - Status - Product ID

| Element vuln:ProductID

« The vuln:ProductID element MUST be present one or more times inside a vuln:Status element and defines a product as having the status defined in the parent element’s Type attribute. » [CSAF-6.10.1.1-1]
The reference is made via value by using the unique ProductID attribute of a Full Product Name element that is defined in the Product Tree
« A single Product ID MUST not be assigned more than one status type within the same Vulnerability. » [CSAF-6.10.1.1-2]

Example 59.

The three products "Microsoft Windows Vista (RTM)", *Microsoft Windows Vista Service Pack 1", and "Microsoft Windows Vista Service Pack 2" have been defined in the product tree as follows:
<ProductTree>
<FullProductName ProductID="CVRFPID-8000">
Microsoft Windows Vista (RTM)
</FullProductName>
<FullProductName ProductID="CVRFPID-8881">
Microsoft Windows Vista Service Pack 1
</FullProductName>
<FullProductName ProductID="CVRFPID-8002">
Microsoft Windows Vista Service Pack 2
</FullProductName>
</ProductTree>

1f Windows Vista RTM and Service Pack 1 are known to be affected, and Service Pack 2 is known not to be affected, it can be documented as follows:
<Vulnerability Ordinal="1">
<Product Statuses>
<Status Type="KnownAffected"> LN J
<ProductID=CVRFPID-0086</ProductID=>
<ProductID>CVRFPID-@081</ProductID>

</Status> <Note Title="Aff Produ Type="Descripti >

<Status Type="KnownNotAffected"> FortiADC version 7.2.0 FortiADC version 7.1.0 through 7.1.2 FortiADC 7.0 all versions FortiADC

</;rt);(tlﬁ:Etm>cmppmi@0@2qpmﬂunm> 6.2 all versions FortiADC 6.1 all versions FortiADC 6.0 all versions FortiADC 5.4 all versions
</Product Statuses> FortiADC 5.3 all versions FortiADC 5.2 all versions At least FortiADCManager version 7.1.0

</Vulnerability> FortiADCManager version 7.0.0 FortiADCManager 6.2 all versions FortiADCManager 6.1 all versions

FortiADCManager 6.0 all versions FortiADCManager 5.4 all versions FortiADCManager 5.3 all
versions FortiADCManager 5.2 all versions
/Note>

te Title="Solutions" Type="D iption">

Please upgrade to FortiADC version 7.2.1 or above Please upgrade to FortiADC version 7.1.3 or
above Please upgrade to FortiADCManager version 7.2.0 or above Please upgrade to FortiADCManager
version 7.1.1 or above Please upgrade to FortiADCManager version 7.0.1 or above

ote>

[1] http://docs.oasis-open.org/csaf/csaf-cvrf/v1.2/cs01/csaf-cvrf-v1.2-cs01.html [2] https://www.fortiguard.com/psirt/cvrf/FG-IR-23-076
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Affected Products

FortiExtender version 7.0.0 through 7.0.3 Aﬂ:ecte d PdeUCtS
FortiExtender version 4.2.0 through 4.2.4

FortiExtender version 4.1.1 through 4.1.8 FortiGates running FortiOS 4.3.12 and prior versions, FortiGates running FortiOS 5.0.2 and prior versions
FortiExtender version 4.0.0 through 4.0.2
FortIExtender verslon 3.3.0 through 3.3.2 Aﬂ:ected PdeUCtS Aﬂ:ectEd PdeUCtS Affected Products
FortiExtender version 3.2.1 through 3.2.3 FortiMail
FortiExtender 5.3 all versions FortiGate (FortiOS): FortiManager and FortiAnalyzer < version 5.0.7 50.0->5.2.9,
FortiExtender 3.1 all versions A2/ and Belou 530-> 538
FortiExtender 3.0 all versions o
4212 and below Affected Products
Some FortiGate units are affected. The following lists affected FortiOS units and versions, along with
Affected Products 4.1.10 and below release status:
FOFﬁSWitCh: s v4.2 - FortiGate 60C Units Only
FortiOS 6.0.0 to 6.0.4 > Release TBA
. 3.4.2 and below « v4.3 - All FortiGate Units < v4.3.8
FortiOS 5.6.0 to 5.6.7 > Fix in v4.3.9, Released 8/20/2012
FortiOS 5.4.0to0 5.4.12 « V5.0 Beta - All FortiGate Units Affected Products
FortiOS 5.2 branch and below Affected Products » Fixin Beta 6, Release Scheduled 8/23/2012  FortjManager/FortiAnalyzer: 5.0.0 - 5.0.11, 5.2.0 - 5.2.5
FortiManager 5.2.0 to 5.2.7, 5.4.0 and 5.4.1 Affected Products
AﬁectEd PdeuctS FortiManager: 5.0.0 - 5.0.11, 5.20- 525

FortiAnalyzer: 5.0.0 - 5.0.12,5.2.0-5.25
The Reflected XSS impacts FortiWeb versions between 5.0.0 and 5.3.4 included.
The OS command injection and the password field with autocomplete enabled impact all supported
FortiWWeb versions lower than 5.3.5. 73
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Affected Products

ITRIN=3FEIHBETET?

FortiOS with CAPWAP enabled: %L: Solution %%EEE{ LTH.

5.2.2 and below

5.0.11 and below

Affected Products D' SEBDEBERMNTE S

2 & 37 EANRLLY

1. =50.11,=<52.2

Solutions 2 é 5.0.11, g 5.2.0, é 5.2.2

Upgrade FortiOS to the following versions: 3 g 500, é 5011, g 520, é 5.2.2
54.0

523

5.0.12

https://www.fo

rtiguard.com/psirt/FG-IR-15-002
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Affected Products

FortiAnalyzer versions 5.4.1, 5.4.0, 5.2.9 and below are impacted by CVEs:
*2016-2177

*2016-2178

*2016-2179

*2016-2181

*2016-2182

*2016-2183

*2016-6302

*2016-6303

* 2016-6304

*2016-6305

* 2016-6306

*2016-6307

*2016-6308

FortiAnalyzer version 5.4.0 through 5.4.1
FortiAnalyzer version 5.2.0 through 5.2.9
FortiAnalyzer version 5.0.0 through 5.0.13
FortiAnalyzer version 4.3.0 through 4.3.8
FortiAnalyzer version 4.2.0 through 4.2.6
FortiAnalyzer version 4.1.0 through 4.1.5
FortiAnalyzer version 4.0.0 through 4.0.4

Solutions
Please upgrade to FortiAnalyzer version 5.2.10 or 5.4.2 or 5.6.0

Please upgrade to FortiAnalyzer version 5.4.2
Please upgrade to FortiAnalyzer version 5.2.10

https://www.fortiguard.com/psirt/FG-IR-16-048
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5.4.2 |& affected or fixed ?

Affected Products
FortiAP-W2 version 5.4.0 through 5.4.2

Solutions

Please upgrade to FortiAP-W2 version 5.4.2

https://www.fortiguard.com/psirt/FG-IR-16-048
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FortiExtender 5.3 all versions £ ZWTH D, B R/N—ICIE532HDFEINTVWBED. RFa XY FTIESIEFEFEELHEVWELSICARS

Number
Date
Severity

CVSSv3
Score

Impact

CVEID

Affected
Products

FG-IR-22-048

Feb 16, 2023

ee®ee High
7

Execute unauthorized
code or commands

CVE-2022-27489

FortiExtender : 703,702,
7.01,700,53.2,424,423.422,
421,420,418 417,416.4.15,
414 413412411402 401,
400,332,33.1,330,323,3.22,

321,312 31.1,310.3.02,.3.01,

3.00

@ PSIRT Advisories

FortiExtender - multiple command injection vulnerabilities in webserver

Summary

An improper neutralization of special elements used in an OS command vulnerability [CWE-78] in the

webserver of FortiExtender may allow a privileged attacker to execute arbitrary OS commands via specially

crafted input parameters.

Affected Products

FortiExtender version 7.0.0 through 7.0.3
FortiExtender version 4.2.0 through 4.2.4
FortiExtender version 4.1.1 through 4.1.8
FortiExtender version 4.0.0 through 4.0.2
FortiExtender version 3.3.0 through 3.3.2
FortiExtender version 3.2.1 through 3.2.3
FortiExtender 5.3 all versions
FortiExtender 3.1 all versions
FortiExtender 3.0 all versions

[1] https://www.fortiguard.com/psirt/FG-IR-22-048 [2] https://docs.fortinet.com/product/fortiextender/5.3

FortiExtender

Select version:

4.2
41 -h Hard
40
33
3.2
31

Other

There are no documents to display on this page, please chec

Fortinet FortiGuard

7
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> Products that allows PKC#12 certificate to be imported by an administrator user may be impacted by CVE-2015-289.

Affected Products

FortiADC may be impacted by CVE-2015-0285 and CVE-2015-0291.

FortiOS 5.0.11 and 5.2.3 may be impacted by CVE-2015-0286 when the SSLVPN feature with a PKl user
and client certificate is used.

FortiClient may be impacted by CVE-2015-289 and CVE-2015-0292.

Products that allows PKC#12 certificate to be imported by an administrator user may be impacted by
CVE-2015-289.

Additionally:

CVE-2015-0207: no product impacted

CVE-2015-0208: no product impacted

CVE-2015-0209: no product impacted

CVE-2015-0287: no product impacted

CVE-2015-0288: no product impacted

CVE-2015-0290: no product impacted

CVE-2015-0293: no product impacted

CVE-2015-1787: no product impacted

Solutions

Regardless the exploitability (or lack thereof), all products embedding a vulnerable version of OpenSSL will
be updated. The following list includes the products version that will embed a patched OpenSSL release:
FortiOS: 5.0.12 / 5.2.4 or above

FortiManager: 5.0.11 / 5.2.2 or above

FortiAnalyzer: 5.0.11 / 5.2.2 or above

FortiMail: 4.3.10 / 5.0.9 / 5.1.6 / 5.2.4 or above

FortiWeb: 5.3.5 or above

FortiAuthenticator: 3.3.1 / 4.0 or above

FortiClient: Windows/MAC 5.2.4, Android 5.2.6, i0OS 5.2.1 or above

FortiRecorder: 2.0.1 / 2.1.1 or above

FortiVoice Enterprise: 3.0.6 / 4.0.1 / 4.1.0 or above

Ascenlink: 7.2.3 or above

FortiADC: 4.2.2 or above

FortiAP: 5.2.4 or above

https://www.fortiguard.com/psirt/FG-IR-15-008
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PSIRT Advisories °

<DocumentTitle> Multlple XSS vulnerabthtles in Forthanager GUI</DocumentTitle>

Multiple XSS vulnerabilities in FortiManager GUI

IR Number FG-IR-15-022 —
@ Description
Date Sep 24,2015

The Graphical User Interface (GUI) of FortiManager v5.2.2 is vulnerable to two reflected Cross-Site
Scripting (XSS) vulnerabilities.

2 potential XSS vectors were identified: -

CVEID  CVE-2015-8037 * XSS vulnerability in SOMVpnSSLPortalDialog. - Lnerability » ="http://do g af/ns/csaf f/v1.2/vuln">

Severity [ X X ] Medium
Impact XSS

CVRF Download * XSS vulnerability in FGDMngUpdHistory. >CVE-2015-8037-
The Graphical User Interface (GUI) of FortiManager v5.2.3 is vulnerable to one reflected XSS vulnerability -C >CVE-2015-8038</(
and one stored XSS vulnerability. - nerability>

2 potential XSS vectors were identified:
* XSS vulnerability in sharedjobmanager.
* XSS vulnerability in SOMServiceObjDialog.

JXCVE-2015-8037 Detail

Impact Detail
A remote attacker may be able to execute arbitrary code in the security context of an authenticated user's % -
browser session. DESCI‘I ptIOI‘I
Multiple cross-site scripting (XSS) vulnerabilities in the Graphical User Interface (GUI) in Fortinet FortiManager before 5.2.4 allow remote
Affected Products attackers to inject arbitrary web script or HTML via the (1) SOMVpnSSLPortalDialog or (2) FGDMngUpdHistory.

XSS items 1-2: FortiManager v5.2.2 or earlier. XSS items 3-4: FortiManager v5.2.3 or earlier.

JXCVE-2015-8038 Detail

Description

Multiple cross-site scripting (XSS) vulnerabilities in the Graphical User Interface (GUI) in Fortinet FortiManager before 5.2.4 allow remote
attackers to inject arbitrary web script or HTML via the (1) sharedjobmanager or (2) SOMServiceObjDialog.
79

1] htps://www. fortiguard.com/psirt/FG-IR-15-022 2] https://www.fortiguard.com/psirt/cvrf{FG-1R-15-022
3] tps://nvd.nist. gov/vuln/detail/CVE-2015-8037 (4] ttps//nud.nist.gov/vuln/detail/CVE-2015-8038
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CPE: Common Platform Enumeration

O https://cpe.mitre.org/specification/

O application, operating system, hardware X vendor, product, version R ¥ # RIFTE 3
PURL: Package URL

O https://github.com/package-url/purl-spec
O V7hkoxz7MEIT

SWID: Software ID
O https://nvd.nist.gov/products/swid
O PURLTRIRTETHVWLSBNY T —IIXXRX—2vZ2EORVWITOTSAIRZVABY I I T7Z#HBT S

SWHID: Software Heritage IDs

O https://www.softwareheritage.org/

O NyT—II%—Jy THRTERL B2 LAY—Y T NI T7%2HATS
GTIN: Global Trade Identification Number

O https://www.gs1l.org/standards/id-keys/gtin
O N—=FRK7oz7mrAEl}

GMN: Global Model Number
O https://www.gsl.org/standards/id-keys/global-model-number-gmn
O 1DDGMNICEHBDGTINZMTIFZEHTES
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CPE
PURL

applico(tion Package manager

ope,ro\tinﬂ syst em

hardwaore ecosyste,m
|
‘/ SWID
GTIN, GMN [ :
propne,to\ry
SWHID

| legoncy
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CPE Names © QUICK INFO
- . Created On: 08/23/2016

Read information about CPE Name encoding

&% CPE NAME COMPONENTS SELECT A COMPONENT TO SEARCH FOR SIMILAR CPES

Part: 0
Vendor: cisco
Product: ios
Version: 15.1(2)s2

Metadata

Titles: Text Locale

Cisco 105 15.1(2)S2 en_US

https://nvd.nist.gov/products/cpe/detail/4AEA94F50-E948-4122-9927-3D2B4248755F?namingFormat=2.3&orderBy=CPEURI&keyword=cpe%3A2.3%3A0%3Acisco%3Ai0s%3A15.1%5C%282%5C%2952%3A&status=FINAL%2CDEPRECATED
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@ OVAL
O https://oval.mitre.org/
O LYY, OSonHWAHA'RIFTES

@® CVRF/CSAF
O http://docs.oasis-open.org/csaf/csaf-cvrf/v1.2/csaf-cvrf-v1.2.html
O http://docs.oasis-open.org/csaf/csaf/v2.0/csaf-v2.0.html
O ProductTree THIETIHDIHL VT DRIHHL VWA, 0SonHW ZRIFTES

@ VEX
O https://www.cisa.gov/sites/default/files/2023-04/minimum-requirements-for-vex-508c.pdf
O 0SonHW,VersionZ ID ICL TZENEEBTBIH?

@® MITRE CVE
O https://cveproject.github.io/cve-schema/schema/v5.0/docs/
O L>VtleDH)HRIETES. 0SonHW FRIRTETAL?

® NVD
O https://csrc.nist.gov/schema/nvd/feed/1.1/nvd_cve_feed_json_1.1.schema
O LY. 0SonHWARIRTES
O MeEsiERE 7047 ~OMIIFICCPE ZFIALTWS

® OSsv
O https://ossf.github.io/osv-schema/
O LYJIERIETESH. OSonHW I ISEELZS ?
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