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MHEIEEZITOIE LT, APADIEZTE T U, FReEJ0—(TED

Beacon®{E < - BeaconiE4l
Interworking: 1
il (802.11usdiS23E)
> =
R Interworking=10Di5& PrOb‘em
l &
(Beacont[EHROHE)
AS*1/ANQP*2 > GAS/ANQPIEE
GAS™!/ANQP*2BR ANQPESZUGASHEE /ANQPIE
(BeaconlCEFNTLBLIBIREUITIAN) ‘
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. FQDN—E
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(B TOT7 LRADFQDNA

FQDN—EI(C7EY 3% a 3B EhiEh:)
l

v
—AERREAPDEREEIO—A
X ABRITFEFHE A

*1: Generic Advertisement ServiceDlg, ANQPZIX{ET BIcHDIL—LT—4
*2: Access Network Query Protocol®Bg. 754 7> Nk 1y N - 0IERZEUS S 30/ T)FORIL
(%]
Ruckus. How Interworking Works. https://www.commscope.com/globalassets/digizuite/1528-1358-wp-how-interworking-works.pdf
© 2024 WIRE AND WIRELESS. . (ISCO. Wi-FioSsiifiEnr. https://iwparchives.ip/files/pdf/iwp2014/iwp2014-ch04-03-p201.pdf
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Y—EIRHE(SP)
JOESazy Y4 Mas

JOEIazyIYA M7 IER

i

J’oEya=>yJY94 MHTML)

\ 4

HTTP POST . = \ -
THUYMERM < [CHEW. BRI OI7 AN EER https://developer.apple.com/documentation/devicem
Response: OK anagement/configuring_multiple devices using profil
es
207740 o _ .
4}11_ W B % EAP-TTLSO{SHRY 3:IAE
vy (com.apple.security.pkcs1)(C(ZHRRISEBRE (% ) 25 E%k
() X R ITOT7/ I AOFEEIBIE S RE ST
HTTP GET /path/to/profile 1B 074l
> XML + B&

Response Header
-Content-Disposition: attachment; filename=passpoint.mobileconfig
-Content-Type: application/x-apple-aspen-config; charset=UTF-8
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Cisco OpenRoaming ERXE A%

= C15CO SPACES T Ve e e

Digitization Stats

@1

Cisco Spaces®
OpenRoaming appZiEiR

Create an OpenRoaming Profile

3 2 CHERLETOTFPAILE

CiSCOSPACES | OpenRoaming Wi- F|4J77I:ﬁrﬁ

Te R i il i i
o set up OpenRoaming, you will save your configuration 3) Network configiiration

details as a profile. To create a profile, follow these steps:

@  SetAccess Policy . |Ax-:0‘5fc.r.ml controliers Moraki Networks Gontigurs Marsxi Netweork(s) fer OpanRosming I
| Set your policy on who can access your OpenRoaming network —
@ Pick an SSID and provide configuration details ot B

| Give SSID detalls for your profile Of T swirinacs e contrd wen Cosvisamig Pries

© Configure Carrier Offioad

oyl you
Leverage your Wi-Fi network to provide voice and data service to User Managoment
mobile carrier subscribers
— AN -
3 XT th [ Test your OpenRoaming Network I
. = Ascess Posey
OpenRoaming .

g mobie apg on your phona. Jon

CiscoDNFHET AEINAILT T T [rmomiomamses

1. EDID providerZFI T 5H 2R HEf T AN ERIER AR

2. OpenRoaming|ZFIFHJ ASSID%EIR Cosinonily

3. F¥YTAIO—KFTEHMEER ——
(BNAAILFXYTRIT) ===

https://www.cisco.com/c/ja_jp/solutions/enterprise-networks/dna-spaces/index.html?dtid=0sscdc000283

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Create an OpenRoaming Profile

Set Access Policy Pick an SSID Configure Carrier Offload Summary

Access Policy

Set your policy on who can access your OpenRoaming network
Select the types of users who can access OpenRoaming

Accept all authenticated users (Default)
Accept only users who provide their identity (e.g. email)
Accept users with specified identity types

Accept only your users (You will need to be added as an identity provider)

Preferred Credentials

Set your policy on who can access your OpenRoaming network

® | do not have preferred credentials

O 1 have preferred credentials, which | want to use

Cancel Previous ‘ m

https://www.cisco.com/c/ja_jp/solutions/enterprise-networks/dna-spaces/index.html?dtid=0sscdc000283

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Create an OpenRoaming Profile

Set Access Policy Pick an SSID Configure Carrier Offload Summary

SSID Details Need Help?

SSID Configuration for OpenRoaming [

Enter the SSID details for this OpenRoaming Profile - this is a secure SSID
different from your guest SSID.

@ If you are entering an existing SSID, please ensure the SSID matches exactly on the network

SSID Name

OR123

v Advanced

Default status Fast Transition (802.11r)

~

®  Enable O Disable ®  Adaptive (O  Enable O Disable

https://www.cisco.com/c/ja_jp/solutions/enterprise-networks/dna-spaces/index.html?dtid=0sscdc000283
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&

Set Access Policy Pick an SSID Configure Carrier Offload Summary

Carrier Offload

Leverage your Wi-Fi network to provide voice and data service to mobile
carrier subscribers.

Allow Carrier Offload

If you allow Carrier Offload, you will
select Carriers based on your
existing relationship. You can
choose to skip this step.

https://www.cisco.com/c/ja_jp/solutions/enterprise-networks/dna-spaces/index.html?dtid=0sscdc000283

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Set Access Policy Pick an SSID Configure Carrier Offload Summary

Review your Configuration

Here is a summary of your OpenRoaming profile

Profile Name

OR123

W Access Policy
Allowed Users Accept all authenticated users

Preferred Credential No Preferred Credentials

SSID Details
SSID Name

Default Status

Cancel

https://www.cisco.com/c/ja_jp/solutions/enterprise-networks/dna-spaces/index.html?dtid=0sscdc000283

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Create an OpenRoaming Profile

Profile 'OR123"' created

This profile will be applied to all the connectors with Hotspot enabled.

Make sure the connectors have thier Hotspots enabled

What's Next?

You are just few steps away from completing your OR setup

@ Create OR Profile

2) Enable hotspot on your connectors
3) Configure Controllers

4) Test your OpenRoaming Network

Continue OR setup

https://www.cisco.com/c/ja_jp/solutions/enterprise-networks/dna-spaces/index.html?dtid=0sscdc000283

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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« 3)Network Configuratino—>Meraki Networks

€I1Sco SPACES ~ OpenRoaming

3 ) Network configuration

Configure Network for your O network

OPEN ROAMING

Home AireOS/Catalyst controllers  Meraki Networks Configure Meraki Network(s) for OpenRoaming

Get Started

{':?} Setup

User Management

O / ‘I Meraki are C with Oj Profiles

‘You have not set up CpenRoaming for any of your Meraki Networks yet.

Sensors

RELATED LINKS

Location Hierarchy

«) Test your OpenRoaming Network
Setup Test your OpenRoaming Network using the following methods based on your Access Policy

Download and install the OpenRoaming mobile app on your phone. Join
Cloud / Social your OpenRoaming network by signing on the OpenRoaming mobile app
with your Google/Apple ID
Device Manufacturer

Other Methods

%

OpenRoaming

| DownloadiOS APP |

‘ Download Android APP l

https://www.cisco.com/c/ja_jp/solutions/enterprise-networks/dna-spaces/index.html?dtid=0sscdc000283

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Configure OpenRoaming for Meraki

Choose the Organization to select Meraki Networks for which you want to configure OpenRoaming Need Help?

Meraki Configuartion Guide

CiscoSystems
SSID

Choose the Meraki Networks for which you want to enable OpenRoaming

[“] OpenRoamingTest

https://www.cisco.com/c/ja_jp/solutions/enterprise-networks/dna-spaces/index.html?dtid=0sscdc000283

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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https://www.arubanetworks.com/techdocs/central/2.5.7/content/nms/access-points/cfg/networks/passpoint.htm?Highlight=passpoint

https://www.arubanetworks.com/ja/press-release/wi-fi-alliance-passpoint-2014/
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Passpoint ¥ —EXT707 71

| reians "SRR EDTOT A BEAT I
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i @ FybI—9FPIER
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© 2024 WIRE AND WIRELESS.




7-3.AP/3>b0O—-5D&E (R1) (5YHAR)

o2
w I Wire & Wireless

vSZZERU. PasspointTER I3y NI —Jig &Rk, U -EXIRHEBOIBFREFZE X

[EMEREERIN— T3 1BER)
 AP: Ruckus ZoneFlex R310 Access Point

vSZ: Ruckus Virtual SmartZone
5.2.2.0.317

O YNNI RBBEORE

@ y—ERRMEORE
H—EXRHEEDRealm. RADIUSH—/\-A\DiE
HeEIREEE

(3 WARLANDEIE
Authentication Type = Hotspot 2.0 Access&
FBCET. PasspointitisMAPERS

(@) IMASLAN DM E
JU—-Wi-FiZDEREP. ©,0NDSBEETE
(5 Venue(&15158R) DR E
ESHRR-HE. FINRTRE, HEILIEPEEDIE
SRR
(6) APDIETE
OADBIBERTE

© 2024 WIRE AND WIRELESS.
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W

FiR|

D,

(Service & Profiles/Hotspots & Portals/Hotspot2.0)
Domain Names  * * * * *

@

(Service & Profiles/Hotspots & Portals/Hotspot2.0)
Network Identifier

Name % k %k 3k %k

—®

2)

Realms Encoding UTF-8
EAP-Methods EAP-TTLS
Online Signup & Provisioning

Enable Online Signup &

Provisioning OFF

—Authentication
Realm % %k ok ok ok
Protocol RADIUS

2)
[~ (Service & Profiles/Authentication/Proxy(SZ Authenticator)),
RADIUS

IP Address - RADIUSY ==

Primary IP
Server Port 1812

Shared Secret testing123

Service Protocol

5)

(Wireless LANs/Create)

SSID * % % % *_demo
Authentication Type Hotspot 2.0 Access
Method 802.1X EAP

(Service & Profiles/Hotspots & Portals/Hotspot2.0)

ON (Specified with
connectivity to the Internet)
Access Network Type Free Public

Internet Option

(Service & Profiles/Hotspots & Portals/Hotspot2.0)
Venue Group: Unspecified
Category Type: Unspecified

(Access Points/Access Points)
Hotspot 2.0 Venue
Profile

X Venue
Profile > 88
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 AP: Ruckus ZoneFlex R310 Access Point

vSZ: Ruckus Virtual SmartZone
5.2.2.0.317

leﬂgmﬁto)gﬁun
(1) 2y M- ViR EOBRE
OSUY—N\T{ERIBIWFASEBIZE %S TE

(2) y-ERBMEORE
Enable Online Signup & Provisioning: ON &
IBdE. OSUMILDAPERD

3-1 19—y NRERLANDRE

3-2 OSUMIRARLANDEYE
Authentication Type = Hotspot 2.0
Onboardingtd32ET. OSURDEIRLANZ S TE

(4 SARLANDSEMERE
®,@ICHNZTOANDSBERE

@Venue(Aiﬁ'Iiiﬁ)OD""'"
(6 APDERE
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W
E]

(Service & Profiles/Hotspots & Portals/Hotspot2.0)
Domain Names aaaaaaaaaa
Signup Security ON
Certificate passpoint.wi2.mobi

(Service & Profiles/Hotspots & Portals/Hotspot2.0)
Network Identifier
Name aaaaaaaaaa
Realms Encoding UTF-8

EAP-Methods EAP-TTLS

Online Signup & Provisioning
Enable Online Signup & ON
Provisioning

External Service URL https://******/osu

SOAP-XML
Language English

OSU Service Friendly Name WiredAndWireless
Description
Icon

Provisioning Protocol

https://***i2_Logo.gif

@

R1&E#®

> R1¢FEHR

@

2

2)

(Wireless LANs/Create)
SSID

Authentication Type
Method

(Wireless LANs/Create)
SSID

Authentication Type
Method

5)

aaaaaaaaaa_demo
Hotspot 2.0 Access
802.1X EAP

aaaaaaaaaa_demo_OSU
Hotspot 2.0 Onboarding
Open

(Service & Profiles/Hotspots & Portals/Hotspot2.0)

R1&[FEER

(Service & Profiles/Hotspots & Portals/Hotspot2.0)

R1&[FEER *

(Access Points/Access Points)

R1¢E#H

(Service & Profiles/Authentication/Proxy(SZ Authenticator))
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