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$ sudo ovs-ofctl dump-flows br-dpdk
priority=700,in_port="from-br-acl" actions=group:1

group_id=1: bucketD1&4H
(port0 & portl) TBELE

$ sudo ovs-ofctl -O OpenFlowll dump-groups br-dpdk

group_id=1,type=select,selection_method=hash,fields(ip_dst,ip_src), \
bucket=watch_port=port0,set field=80:a2:35:00:00:01 ->eth dst,output:port0, \
bucket=watch_port=portl,set_field=80:a2:35:00:00:02 ->eth_dst,output:portl
group_id=2,type=select,bucket=watch_port:port0,actions=mod_dl_dst:80:a2:35:00:00:

group_id=3,type=select,bucket=watch_port:portl,actions=mod_dl_dst:80:a2:35:00:00:
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1.  ToR SW1(Z TBGP graceful-shutdown%47,

2.  HRXMldaemonh I NatRE L. flow rulez —RFRJIZIEAN
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$ sudo ovs-ofctl dump-flows br-dpdk SEEErulex BENEML. | | umumbereo s |
priority=700,in_port="from-br-acl" actions=group:1 T [eIFAgroupz #
priority=750,in port="from-br-acl" actions=group:2 vian 200 vian 200

PF PF
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$ sudo ovs-ofctl -O OpenFlowll dump-groups br-dpdk owwmﬁ

SSHA

group_id=1,type=select,selection_method=hash,fields(ip_dst,ip_src), \
bucket=watch_port=port0,set field=80:a2:35:00:00:01 ->eth dst,output:port0, \
bucket=watch_port=portl,set_field=80:a2:35:00:00:02 ->eth_dst,output:portl
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group_id=2,type=select,bucket=watch_port:port0,actions=mod_dl_dst:80:a2:35:00:00:01,output:port0 ‘L
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I/F downB¥,

1.  ERX MMiTxmElink downt&%,
2. OvS watch_porttge CiBIEMRE,

$ sudo ovs-ofctl dump-flows br-dpdk
priority=700,in_port="from-br-acl" actions=group:1

watch portige Tlink-down L 7=1/F (bucket) = B&ht) V) & L PF

OS1 YA h—IVA
SSHA

$ sudo ovs-ofctl -O OpenFlow11 du

od=hash,fields(ip_dst,ip_src), \

group_id=1,type=select,selectiq >
leld=80:a2:35:00:00:01 ->eth_dst,output:port0, \

bucket=watch_port=port0,set

bucket=watch_port=portl,set_field=80:a2:35:00:00:02 ->eth_dst,output:portl

group_id=2,type=select,bucket=watch_port:port0,actions=mod_dl_dst:80:a2:35:00:00:

group_id=3,type=select,bucket=watch_port:portl,actions=mod_dl_dst:80:a2:35:00:00:
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ip rule & routing table2 I TR (L

$ ip rule OSIT&EIPT FL X oH55HE X

0:  from all lookup local
20:  from 192.168.1.2 lookup main
30:  from all lookup 200

32766: from all lookup main
32767: from all lookup default

mainT — 7 /L& 508

ANRY

$ ip route show table main
default via 192.168.1.1 dev eth0

F % Leaf/NIC D #F]

$ ip route show table 200

default src 172.16.1.2
nexthop via 169.254.0.1 dev vf_bgp0 weight 1
nexthop via 169.254.0.1 dev vf_bgpl weight 1

Src IPEMGMT-IPICZE L. % Leaf/NICZEF]
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Lessons Learned (1)

2019FHh b 5FEL FIERAA,
HV 20k&, VM 200k & 342 CIR M,

FRR watchdogfHi&
. systemctl realod frr & daemon-reload Z [EIlFEITY % & SR TsystemdH e #a
. systemd D /N7 #2 K, FRROwatchdogsec=0(Ex1t) T— X34,
. |ssue: https://github.com/systemd/systemd/issues/15356 & https://github.com/systemd/systemd/pull/15370
. Fix: https://git.centos.org/rpms/systemd/c/e8f8de55659f4883530960b5b591eda842b35746
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Lessons Learned (2)

BGP TAP |/F:ExEfE&E
o  ACLEEH -> TAP I/FLIHELE -> BGP timertlfl -> VMEREBHT
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OVS SRv6 tunnel implementation
« OVSv3.2.0h o HHATEE | « OVSCONIZT%18

‘ userspace: Add SRv6 tunnel support. ‘
SRv6 (Segment Routing IPv6) tunnel vport is responsible

for encapsulation and decapsulation the inner packets with Features / TEChnical highlights

IPv6 header and an extended header called SRH
(Segment Routing Header). See spec in:

OVS
https://datatracker.ietf.org/doc/html/rfc8754 ° QOS
This patch implements SRv6 tunneling in userspace datapath. ¢ Improved DPDK adoptlon pProcess
It uses ‘remote_ip' and ‘local_ip' options as with existing e SRv6 Tunnel Protocol
tunnel protocols. It also adds a dedicated ‘srv6_segs’ option ° Big ovsdb performance improvements

to define a sequence of routers called segment list.

Signed-off-by: Nobuhiro MIKI <nmiki@yahoo-corp.jp> OVN
Signed-off-by: Ilya Maximets <i.maximets@ovn.org> PY Significant CPU/mem usage reduction
e FDB aging
i e Tiered ACLs
3.2.1 v3.2.0 : )
Ov ! e [Pv6 iPXE support NEWS file:
X https://qithub.com/openvswitch/ovs/b
m‘f bobuhiro11 authored and igsilya committed on Mar 30 ® Many DHCP/DNS option enhancements lob/master/NEWS

https://github.com/openvswitch/ovs/commit/03fclad78521544c7269355ec72fec8c2373b96d https://www.openvswitch.org/support/ovscon2023/
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What are you talking about?




Hypervisor’'s NW redundancy design w/ OVS/BGP.

Comparison with previous JANOG sessions.

@JANOG47 How is everyone doing with First-Hop Redundancy?
(EVPN MH&AGT D &E)

@JANOG46 History and Operation of Yahoo's IP Clos Network

Today's topic:

For Yahoo! JAPAN laaS
on top of L3 Clos-NW,

HV first-hop redundancy
using OVS/BGP.

H years in production.

) NOT LINE, NOT LY design topic.
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BGP Routing on the Host
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ToR switch
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Overall Desi

1. Guest side(VM): Open vSwitch (OVS, OVS/DPDK, OVS-TC)

Redundant advertisement of VM's |P

Adv. by In-house agent
-> Redundant by OVS group & bucket

2. Host side: Linux Networking

Redundant advertisement for management IP (MGMT-IP)

Adv. is started by chef at OS startup
Used for all component, monitoring, ssh, etc.

->Redundancy by ip rule & routing tables

Non-redundancy IP is used for only OS installation.

IP address is assigned to I/F normally
It's used only during initial setup and OS rebuild

Not used during normal operation

Leaf-1

swpi Iswm 100] swp1.200

—

Clos NW

wpl I swp1

100 I swpl

L —]

R —
VBRI 1 native lan 100, 200
AR I3 (native) vian y
VianT32 S Unnumbered BGP
vlan 100 (RF05549) vlan 100
vlan 200 vlan 200
PF PF

VF-0

VF-1

VF

-0

VF-1

MGMT-IP% [L3R

OS1YA =LA
SSHA

-

------------ OvS (br-dpdk)

bgp0

J

FRR

VM@IPEEﬁﬁ

OvS (br-acl)

OvS (br-int)

\




Clos NW

1. Guest sid

Redundancy by group/bucket.

Leaf-1 Leaf-2

swp1 |swp1.1oo | swp1.200

$ sudo ovs-ofctl dump-flows br-dpdk Egress case: - ]
priority=700,in_port="from-br-acl" actions=group:1 Lookup group:1 e o ian 100, 20064
anesole Unnumbered BGP
vlan 100 (RF05549) vian 100
group_id=1: Bucket van 200 vian 200
candidates (port0 & portl) " -
for redundancy. , '
VF-0 VF-1 VF-0 VF-1

OS1 YA h—IVA
SSHA

$ sudo ovs-ofctl -O OpenFlowll dump-groups br-dpdk

group_id=1,type=select,selection_method=hash,fields(ip_dst,ip_src), \
bucket=watch_port=port0,set_field=80:a2:35:00:00:01 ->eth_dst,output:port0, \ R 4 S (ordpd)
bucket=watch_port=portl,set field=80:a2:35:00:00:02 ->eth_dst,output:portl ﬁ E———

(br-acl)

J
group_id=2,type=select,bucket=watch_port:port0,actions=mod_dl_dst:80:a2:35:00:00:01,output:port0 ( [ J

VM®DIP% K38 {F

VS (br-int)

\

W™

group_id=3,type=select,bucket=watch_port:portl,actions=mod_dl_dst:80:a2:35:00:00:02,output:portirr

group_id=2, 3: Bucket is defined only for one exit.




What about scheduled/unscheduled maintenance for OVS?



Gues side

Scheduled maintenance case.

1. BGP graceful-shutdown is issued on the Tor SW side.
2. Host-side daemon detects this and adds a flow rule temporarily.

Automatically add higher

$ sudo ovs-ofctl dump-flows br-dpdk
priority=700,in_port="from-br-acl" actions=group:1
priority=750,in_port="from-br-acl" actions=group:2

priority rules and use
groups for bypassing.

$ sudo ovs-ofctl -O OpenFlowll dump-groups br-dpdk
group_id=1,type=select,selection_method=hash,fields(ip_dst,ip_src), \
bucket=watch_port=port0,set field=80:a2:35:00:00:01 ->eth dst,output:port0, \
bucket=watch_port=portl,set_field=80:a2:35:00:00:02 ->eth_dst,output:portl
group_id=2,type=select,bucket=watch_port:port0,actions=mod_dl_dst:80:a2:35:00:00:

group_id=3,type=select,bucket=watch_port:portl,actions=mod_dl_dst:80:a2:35:00:00:

Lookup group_id=2

No packet loss!

Leaf-1

swpt Iswm 100] swp1.200

vian 1

MEERIZ1E (native)
VIanT32IC5317%

— |

vlan 100

vlan 200
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vlan 100, 200
Unnumbered BGP
(RFC5549)

vian

100

vlan 200

PF

PF

VF-

0 VF-1
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VF-1

01,output

02,output

OS1 YA h—IVA
SSHA

:port0

:portlizr

[
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Guest side

I/F down case.

1. Host side detects a link down.
2. Detour by OvS watch_port function.

vian
YIRS | & (native) vlan 100, 200(&
VianTIDR B Unnumbered BGP

$ sudo ovs-ofctl dump-flows br-dpdk Vi 100 (RFC5549)
priority=700,in_port="from-br-acl" actions=group:1

vlan 200 vlan 200

Automatic disconnection of failure I/F (bucket) using A A o
watch port function VF":O V;_1 Vgio V;-1

OS1 YA h—IVA
SSHA

$ sudo ovs-ofctl -O OpenFlow1l dumg

Pthod=hash,fields(ip_dst,ip_src), \
eld=80:a2:35:00:00:01 ->eth_dst,output:port0, \ . S (or-dpdk)

group_id=1,type=select,selectiq
bucket=watch_port=port0,se |
bucket=watch_port=portl,set_field=80:a2:35:00:00:02 ->eth_dst,output:portl S

bgp0 bgp1
~ ]
VMODIPZ L ﬁ

(br-acl)

group_id=2,type=select,bucket=watch_port:port0,actions=mod_dl_dst:80:a2:35:00:00:01,output:port0 (L

VS (br-int)

group_id=3,type=select,bucket=watch_port:portl,actions=mod_dl_dst:80:a2:35:00:00:02,output:portirr

Ping loss of about 0.5 sec



Host side

Clos NW

Redundancy by ip rule and routing

Lookup main table if coming from

$ip rule

0:  from all lookup local

20:  from 192.168.1.2 lookup™as
30:  from all lookup 200
32766: from all lookup main
32767: from all lookup default

OS’s |P address.

For all other communications,
lookup table 200.

$ ip route show table main
default via 192.168.1.1 dev eth0

Only one Leaf/NIC is used.

$ ip route show table 200

default src 172.16.1.2
nexthop via 169.254.0.1 dev vf_bgp0 weight 1
nexthop via 169.254.0.1 dev vf_bgpl weight 1

Convert Src-IP to MGMT-IP and use both leafs/NICs.

Vi
YERRIE A (nde)
VIanT32IC5 1T %

vlan|200

src#xL3 admin IPIcZE#a L.
FE AN

n 200

Table main Table 200

From
MGMT-IP?




Lessons Learned (1)

In production for over b years since 2019.
Operating on a scale of 20k HVs, 200k VMs.

FRR watchdog issue

. High probability of systemd dying when systemctl realod frr and daemon-reload are executed at the same
time.
. Due to systemd bug. Workaround: FRR watchdogsec=0 (disabled).
. |ssue: https://github.com/systemd/systemd/issues/15356 & https://github.com/systemd/systemd/pull/15370
. Fix: https://git.centos.org/rpms/systemd/c/e8f8de55659f4883530960b5b591eda842b35746

FRR config/configuration incompatible issue for FRR7, FRRS.
VM'’s IP advertisement duplication problem.
. Should be checked not only on the server side but also on the Clos-NW side.

Continuous pre- & post-operational checks are important.


https://github.com/systemd/systemd/issues/15356
https://github.com/systemd/systemd/pull/15370
https://git.centos.org/rpms/systemd/c/e8f8de55659f4883530960b5b591eda842b35746

Lessons Learned (2)

BGP TAP I/F delay problem
. ACL update -> TAP I/F delay -> BGP timer expired -> VM disconnection:---
. Solution: BGP Hold-down timer extension. Using TAP PMD for BGP |/F.

“Only vswitchd is down” gray failure.
. Ovsdb and vswtichd are managed in one system unit on CentOS
. -> if one of them dies, it doesn’t restart automatically:---

. OvS-TC HW offload causes gray failure.
. Service traffic breakdown (vswitchd that checks first packet is absent)

. Health-check itself is alive (Continuous communication is alive)
Bug in NIC driver...

It’s important to test the performance limit during design PoC.



Not only use OSS, but also upstream activity.

OVS SRv6 tunnel implementation
« Available since OVS v3.2.0 ! « Speaker at OVSCON 2023.

userspace: Add SRv6 tunnel support.
SRv6 (Segment Routing IPv6) tunnel vport is responsible

for encapsulation and decapsulation the inner packets with Features / TEChnical highlights

IPv6 header and an extended header called SRH
(Segment Routing Header). See spec in:

OVS
https://datatracker.ietf.org/doc/html/rfc8754 ° QOS
This patch implements SRv6 tunneling in userspace datapath. ¢ Improved DPDK adoptlon pProcess
It uses ‘remote_ip' and ‘local_ip' options as with existing e SRv6 Tunnel Protocol
tunnel protocols. It also adds a dedicated ‘srv6_segs’ option ° Big ovsdb performance improvements

to define a sequence of routers called segment list.

Signed-off-by: Nobuhiro MIKI <nmiki@yahoo-corp.jp> OVN
Signed-off-by: Ilya Maximets <i.maximets@ovn.org> PY Significant CPU/mem usage reduction
e FDB aging
i e Tiered ACLs
3.2.1 v3.2.0 : )
Nl e [Pv6 iPXE support NEWS file:
. https://github.com/openvswitch/ovs/b
@T bobuhiro11 authored and igsilya committed on Mar 30 ® I\/Iany DHCP/DNS option enhancements lob/master/NEWS

https://github.com/openvswitch/ovs/commit/03fclad78521544c7269355ec72fec8c2373b96d https://www.openvswitch.org/support/ovscon2023/



https://github.com/openvswitch/ovs/commit/03fc1ad78521544c7269355ec72fec8c2373b96d
https://www.openvswitch.org/support/ovscon2023/

Thank you for your attention!

Please continue the discussion
at the LY exhibit booth!







