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SMF/UPFI RS LICEDR-ED—EB. o o

ARE L, —EEEEICP/UPRESESTEBUTERWVWERO TS,
#fl: RADIUS, Downlink Data Bufferingi.&
SRYFEDCELBND S, VIVFAYHIEGRICGREE DS,

‘PFCPD/(S A—HS DIFIRFHDHDTES
—Network Instance¢ébhbdLR~~~~

-BERATES LTOEH PFCPO7LYLICHIHELBWVNEWVTRRL

UE IP address ©

G<{This IE shall not be present i Traffic Endpoint ID is | X Xq X=
present

If present, this IE shal identify the source or destination
IP address to match for the incoming packet. (NOTE 5)=

UE IP address+|

h Table 7.5.2.2-1: Create PDR IE within PFCP Session Establishment Request+
Octet 1 and 2+ & Create PDR IE Type = 1(decimal)~ |2
Octets 3 and 4+ 4 Length = ne &
Information P Condition / Comment Appl.s IE Types |o
elements+ Sx [ Sx| Sx | N4 &l
ad| be| ¢f
PDR 1D+ M+ This |E shall uniquely identify the PDR among all the Xe| Xeo| Xe| Xe PDRID+< |o
PDRs configured for that PFCP session.<
M+ This |E shall indicate the PDR's precedence to be applied | -<| X« X« Xo &
Precedence« by the UP function among all PDRs of the PFCP session, Precedence<
when looking for a PDR matching an incoming packet.<
M+ This IE shall contain the PDI against which incoming Xe| Xo| Xe| Xe
PDI« packets will be matched. PDI~
See Table 7.52.2-2.#
Quter Header C+{This |E shall be present if the UP function is required to Xe| Xeo| -2] Xe Outer Header |°
Removal ¢ remove one or more outer header(s) from the packets Removale
matching this PDR.«
FARID < C+ This IE shall be present if the Activate Predefined Rules | X« X¢| Xe| Xe [
IE is notincluded or if it is included but it does not result
in activating a predefined FAR .« FAR ID<
When present this IE shall contain the FAR ID to be
associated to the PDR.+
URR D+ C+This |E shall be present if a measurement action shall be | Xo| X Xo| Xo &
applied to packets matching this PDR.+
When present, this IE shall contain the URR IDs to be URR ID#
associated to the PDR.+
Several |Es ] Table 7.5.2.2-2: PDI |E within PFCP Session Establishment Request
represent a i _
QERD » C{This [E shall| [3dettand2 |- e T N
marking acti Information | P4 Condition | Comment> Appl- TETyper |-
PDR.« elements. Sx[ x| Sx| N o
When preser] alblel
associated td  [Source Interface Mﬂms TE shal (Certy he sourza infeface of e incoming | X1 X] X-| X [Soures ltertace] -
type may be Local F-TEID < | O4 This IE shall not be present if Traffic Endpoint ID is e Xe| | X o
Activate [ .Ell.f]?so Téat.'j'ldah ;Lr’:r:{s':e:‘rgq ::::;i sh;llt\dennfy the local F-TEID to match
Predefined Rules | activated for The CP function shall set the CHOOSE (CH) bitto 1 if the F-TEID»
one Predefin e e Seioh ot Sk
Several [Es TEID to the PDR.¢
represent my Network Instance-"| O-| This IE shall not be present if Traffic Endpoint ID is X X X X9
present.: Network
o If present, this IE shall identify the Network instance to Instance?
Palch for the incoming packet. See NOTE 1, NOTE2.

Traffic Endpoint ID-

C+{This IE may be present if the UP function has indicated | X X X X7
the support of PDI optimization -
If present, this IE shall uniquely identify the Traffic
Endpoint for that PFCP session.

o
Traffic Endpoint
1D

*QOSENREENBPALPESEEBSEPCCIV—IV. SDFIAIVG —CHIBULRBWVEWTEL

3GPP TR 29.820 v17.0.0 202203y

-RIXUPFIC(XTEFAN S S
— HOHPICEHOZYR— N TWRWUPFIEETD XFWAMILF

SDF Filter~

O-{If present, this IE shall identify the SDF filter to match for | -] X[ X[ X

the incoming nacket Several IFs with the same IF fvn

3rd Ge

Technical Specification|Report

neration Partners Project;<

Technical Specification Group Core Network and Termlnals«
Study on Best Practice of PFCP«

And moreo o o MEEEGEICE R UETRE. o o
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DPU/IPUDERE (D ZL\ED)

New chapter in modern system architecture

Traditional
SmartNIC model

Computer is CPU +
SmartNIC as
peripheral that is fully
controlled by the CPU

CPU + domain-
specific HW
acceleration

Static device function

INFRASTRUCTURE

PEN
PROGRAMMABLE

PROJECT

______________________

USER
APPLICATION/WORKLOAD

(S 4
- N

Baremetal OS / Container
Platform /
(Partitioning) Hypervisor

111
5 T

(! ' PCle ]

;

HW Accelerators / Offload Engines

NIC

X SmartNIC W,

......................

Physical server

- —’

______________________

USER
APPLICATION/WORKLOAD

Y
&

Baremetal OS / Container
Platform /

(Partitioning) Hypervisor

Dedicated Processor

SW SUBSYSTEM

| OS / Container Platform /
Hypervisor

HW Accel / Offload Engi

NIC 00BM/BMC

DPU/IPU-like device

......................

Physical server

©) NTT

HostUY —X(E7 TV —= 3 > (CRI
o 7ITUT— a3 nERBHHESSAQ(RT—UIE)
® MECTOAERUY —XDEMFIA

TRUST
LINE

DPU/IPU-like model

NIC & HW accelerators
move to DPU/IPU-like
device with its own

Software defined
device function

Computeris an
aggregation of
independently
intelligent subsystems

HARTJOt v S (ARME)+HFENIE%Z 4 D 0O — REJgE/RHW
o VU —I g AIBE 4> T SANIEZ B
e VI NI FTERUBERA > ISR

https://static.sched.com/hosted_files/onesummit2024/6b/Open%20Programmable%20Infrastructure%20%280PI1%29%20project%200ne%20Summit.pdf
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DPU Example Expanded

4-32 or more Cores plus
DRAM & HBM Q@

o) 2-8 Ports

Embedded Switching
Network Packet Processing
NIC Functions

d h7Y
BMC Hosting System

Storage .
DPU/IPU . Fixed ASIC% ® NVIDIA BlueField-2/3 Fixed ASIC + ARM
=T ® Marvell OCTEON10
Py [
2
CPU o
a P4 programmable ASIC% @ Intel IPU E2100 P4 programmable
® AMD Pensando DSC2- ASIC + ARM
(':ompression Storage Controller b
(Esrl:’ilr,ygtligl:ocessing g;g‘;'a' Expression \\ FPGA% o Inéel IPU F2000X-PL FPGA + Xeon
S ERUES
N
Protocol Acceleration \) Encryption AN
NVMe-oF, TCP, RoCE Secure Keys
P4 Pipeline RegEx
@‘Sgg& i Inline micro-processors Hashing .
INFRASTRUCTURE

https://static.sched.com/hosted_files/onesummit2024/6b/Open%20Programmable%20Infrastructure%20%280PI1%29%20project%200ne%20Summit.pdf
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User Equipment

6G wide area cloud

<
APPs
Device service SaaS mEA
enablement VNF/ | SRR | owes |
CNFs laas an:llu:mm
l Ob/vmuallzauon_ ,,,,,,,,,,,,
- Comeuntes
Compute/ Virtualization ["‘"""’xﬂ =]
Comm HW Environment s |l
S ——— D C— CNFs
2 | Compute/comm — -
infrastructure |_Enveonment
Compute/comen

Cell Sites & Far Edges | |

mfrastructure

Semi-Private Radio & Far Edge

Figure 1: Distributed Cloud and Communications System Architecture

Next G Alliance Report: 6G Distributed Cloud and Communications Systems

LS J
\J Compute/cormm|
infrastnactun
Lintmstrocton | | yey
CNFs. ""s

vnuauuhon '

mraslmc‘uvc

Core Network Sites

Central Data
Centers

Legend

- Computing services

in 6G wide-area cloud

https://nextgalliance.org/white_papers/6g-distributedcloud-andcommunicationssystems/
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V—F7 F ¥ Study

Management and Orchestration

0Ss/BSS

©) NTT

#N Fully d cyber-p

WW&WVMMMNZX

TEHICTE

Edge Cloud Central Cloud

L Q C

Public/Private cloud
Sensing ® FunctionMicro service 1l Edge node ]

Figure 2: High-level view of the 6G architecture [HEX-D13]

5G PPP Architecture Working Group: The 6G Architecture Landscape European perspective
https://5g-ppp.eu/wp-content/uploads/2022/12/6G-Arch-Whitepaper_v1.0-final.pdf
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SIHCHFIAA U TE/=SmartNIC/DPU

2022.9~
NVIDIA
ConnectX-6DX

©) NTT

2024.7~
Marvell OCTEON10 DPU K|

| MARVELL

Content Window OCTEON® 10

https://jp.marvell.com/content/dam/marvell/en/public-collateral/embedded-
processors/marvell-octeon-10-dpu-platform-product-brief.pdf

2023.1~
NVIDIA
BlueField-2 DPU

.
= B

https://resources.nvidia.com/en-us-accelerated-networking-resource-

https://nvdam.widen.net/s/qpszhmhpzt/networking-overal-dpu-
library/bluefield-2-dpu-datasheet?ncid=no-ncid

datasheet-connectx-6-dx-smartnic-1991450

2023.10~ NVIDIA BlueField-3 DPU

BlueField-3 DPU - 2x 200Gb/s FHHL form factor

Features
Netwo ke Interfaces

» 10r 2 ports with up to 400Gb/s
Ethernet or NOR infiniBand
connectivity

PCI Express Interface

> 32 lanes of PCle Gen 5.0

» Flexible PCle switch supporting self-
hosting and server-hosting

Compute and Memory

> Up 10 16 ArmvB.2+ A78 Hercules cores
» 8MB L2 cache
» 16MB LLC system cache

» 16 cores, 256 threads
» Programmabiity through DOCA

> Heavy multi-threading applications
acceleration

) Support

> Dual DDRS S600MT/s DRAM
controllers

> 3268 on-board DORS

» ECC error protection support

> 12868 on-board SO

Hardware Accelerations

» Platform security
» Secure boot with hardware root-of-
trust

» Secure firmware update

> On-board flash encryption
> Device attestation

» Functional isolation layer

> IPsoc/TLS/MACSec 128/256bit
data-in-motion encryption

» PSP security protocol (PSP)

> AES-GCM 128/256bit key

» AES-XTS 256{5120it data-at-rest
encryption

» Connection tracking for statefull
firewall

» Public key accelerator (PKA)

> True random number generator
(TRNG)

rage

> BlueFiold SNAP - Elastic block storage
- NVMe™ and VirtiO-blk

> NVMe-oF ™ and NVMe/TCP~
acceleration

» Decompression engine

» Erasure coding for RAID
Implementation

Networking

» RoCE, Zero Touch RoCE

» ASAP® - Accelerated Switch and
Packet Processing® for SON and VNF
acceleration

> Single Root /O Virtualization (SR-10V)

> VirtlO acceleration

» Overlay network acceleration
» VXLAN, Geneve, NVGRE

> Programmable flexible parser:
user-defined classification

» Connection tracking (L4 firewall

> Flow mirroring, sampling and
statistics

> Programmable congestion control
{PCC)
» Stateless TCP offloads

HPC

orations
» HPC | Al All-to-All engine

» NVIDIA GPUDirect

> NVIDIA GPUDirect Storage (GDS)
> HPC MP! Tag Matching

» IEEE 1588v2 (any profile)

> PTP hardware clock (PHC)

» Line rate hardware timestamp
> Time triggored scheduling

» Tima-based SON acceleration

» Secure boot (RSA authenticated)
> Remote boot over Ethernet

» Remote boot over ISCSI

» PXE and UEFI

> Integrated BMC

» 1GBE out-of-band management port

» NC-SL, MCTP over SMBus, and MCTP
over PCle

» PLDM for Monitor and Control
DSPO248

> PLDM for Firmware Update DSPO26

» 12C interface for device control and
configuration

» SPlinterface to flash

» @MMC for storing the system's BIOS

» UART debug interface

» USB connector to load operating
system images

https://resources.nvidia.com/en-us-accelerated-networking-resource-library/datasheet-nvidia-bluefield?ncid=no-ncid
Copyright 2024 NTT CORPORATION
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distributed UPF (dUPF) Architecture on BF3 (®) NTT

5GC (NTT-TX) 5GC (free5GC)

AWS

UPF agent can be launched on

Host-side for more intelligent

data-plane processing and then
can use BF3 as NIC mode.

BlueField-3 | N4 (PFCP) |/ //

ARM Core (User Space)

rx_burst() |

UPF agent (Container on K8s)

Some value-
added functions

tx_burst()

QoS o
DPI o
N4 (PFCP) o
Paging -
Charging -
Roaming -

Uplink Classifier
(Multi-step UPF)

® DOCA Sending/Receiving API
® Possible to be combined with

some value-added functions
NS

(Limited/Guaranteed Bit Rate)

| SFl | ® GTP encap/decap
® Traffic Metering for QoS
OVS
| pl |

HW (CX-7)
| rte_flow | M | rte_flow
If hairpin queue is enabled.
SFO |
| pO |
N3 (GTP-U)

Copyright 2024 NTT CORPORATION

N6 (IP)

5GC: 5G Mobile Core

QoS: Quality of Service

DPI: Deep Packet Inspection

PFCP: Packet Forwarding Control Protocol
GTP: GPRS Tunneling Protocol 22



Performance Evaluation #1 O)NTT

® 200GDbE 2-ports BF3
® UPF stack full
offloaded into BF3

Keysight's
LoadCore N3 (GTP-U)
200GbE CX-6 h
200GbE Cx-6 [} -
N6 (IP)

Copyright 2024 NTT CORPORATION

UPF agent
on K8s

DPU Server

Throughput [Gbps]

Throughput [Gbps]

Downlink

250

2
1

00
50

100

=
o

o B, N W B U1 O N 0 O

50

100 200 300 400 500 600 700 800 900 1000 1100 1200 1300 1400

Packet size [bytes]
— TX — RX

Downlink (Stacked per UE)

' ' ' I |Non—guaranteed UEs .

Guaranteed UE

Guaranteed UE

1 3 5 7 9 11 13 15 17 19 21 23 25 27 29 31 33 35 37 39 41 43 45 47 49 51 53 55 57 59

Time [sec]
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Performance Evaluation #2

(a) VUPF

® Using Host CPU
® No UPF stack
offloaded into NIC

—

Keysight's
LoadCore

N3 (GTP-U)

200GbE CX-6 El-F

200GbE CX-6 1

[

N6 (IP)

(b) dUPF o= 50GBE 2-ports BF3
® UPF stack full
offloaded into BF3 R -
PCle —-_-___. - SR
Keysight's UPF agent .
LoadCore N3 (GTP-U) < on K8s g
200GbE CX-6 I:l-F — jj dUPF
200GbE CX-6 | _ T
N6 (IP) EIE
DPU Server

Copyright 2024 NTT CORPORATION

End-to-End
95% Tail Latency [ms]
[N
o

Overall System
Power Consumption [W]

N
o

[HY

92}
-
N
-
o
o

Ul

o

vUPF w/o DPDK dUPF

using Host CPU
1000

800 -35%
600
400
200

dUPF

vUPF w/ DPDK
using Host CPU

DPDK: Data Plane Development Kit
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Interop Tokyo/ShowNet 2024 \DLHIE O Nt

B RIEDS5GC on AWS_EDSMF&EMDMN4S (PFCP)ME Btk
B O=3"45—>3>XDQmonus (E2EA—T X KL —F)NSDRA S AEETE - llfil

AWS Google Cloud
5GC on AWS

(D monus’

N4 (PFCP)

L. TEfb(act/act) --i L TEAft(act/act) -t e 2S5 =

N3 (GTP-U) IO K8 N6 (IP) DN
Tl dUupr lr (ShowNet L3)

BF3

DPU Server
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B5

Interop Tokyo/ShowNet 2024 \DLHIE O Nt

B RIEMD5GC on AWS_EDSMF&MN4 (PFCP)IBEISH:
B =345 —>3>XMQmonus (E2EA —4 z =Re=AtEia]

SE(EPDULY S 3 DR BMERID CRIREDEETEDYI o 2T &, |«

® JILFNRFHERLILS TIEdDCreate PDRDIEARREADR I

® NetworkInstance > THEABTERRZ VA C IR (BEFE/RUL/DLIZIT U w72 WY)
® &{S(Buffering) - QoS/J )L — - FREIRENMENDX G

o AEFEEIE. IPVOXTIL FA

AWS

5GC on AWS

N4 (PFCP)
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A 70— R (4F(CFixed ASICR)I(C(FPRFN DD
O FYvIRAHOERRCHEED TLZiZ<

O XbZ7O035<7TILIT )1 Z(CPU (ARM)/GPU/FPGA/P4 Programmable ASICE) & MiEEHN NE

O FEREO—HTHEEDOM—RAT

B v U770 —ROPFCP S U023 2 HEE (IR EEMA~N AEITASFEUPF/Z £20,000-
30,000 TPS)(CXHHT BI(CIE. DPUDHWICZO—IL—ILZIRATD. KD EFRSIAPINHE
O  ERCARBREERRERIEL CERR TS R
O SHROBHEE + BROMRY Y — XOMEFIEOMNEN SEERTY S 3 SRS, B/ (LS TIIOB ?
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(27%5) DPU/IPU_LT®DService Function Chain (O) NTT

m Redhat/Intel®EY D $HI+5
® Intel IPU%ZMicroshift node& L. HostfIDEEDOpenshift =X 45 (x86) L TEIE

Openshift controller node ® X86 Openshift worker L7714 —= 3> (Workload container)(Cxt L.
CR (ARZLUY—R)ICLD., IPULICHWATIO— RENZFWE(SEE S E T,

Configu > Operator
. . . . PR
Service Function Chaining (SFC)%Zf2R%
OpenShift worker node
Deploys
C) DPU ‘_I Workload
o ; daemon | -~ container
rimal
[cluste?k) ethD < » OVS [root@ipu-acc-215 ~]# cat /root/prometheus-demo/service-function-chain-firewall.yaml
"eltwor Plugin [ #  netO (VF) apiVersion: config.openshift.io/v1l
PHY kind: ServiceFunctionChain
etadata:
: L' ' name: sfc
& IPU @ ' namespace: dpu-operator-system
Admin 2 ARM compute complex E BB
MicroShift node 1 networkFunctions:
) 1 - name: firewall
Q Opfifiw ;L‘c’;':{“. R o ! image: wsfd-advnetlab218.anl.eng.bos2.dc.redhat.com:5000/firewall:v4
— S :;C;::S'"g (Optienal) ' [root@ipu-acc-215 ~]# oc create -f /root/prometheus-demo/service-function-chain-firewall.yaml
Provisioning et { servicefunctionchain.config.openshift.io/sfc created
| | bR :Jen‘;?c:'\(l [root@ipu-acc-215 ~]#
Provisions daemen
(Redfish) q. > 4 net0
IMC >
I—’ compute —§ Fiugin > net
complex »  eth0
Q Normal
container v Metwork
Secondary i < BEE function 2
network A PR —
? > PHY + > 4+ netl
b etho
RHEL
https://access.redhat.com/articles/7065141
https://www.redhat.com/ja/blog/unleashing-potential-intelr-ipu-red-hat-openshift https://www.youtube.com/watch?app=desktop&v=znWbFZ0ax3U

Copyright 2024 NTT CORPORATION


https://access.redhat.com/articles/7065141

(2%) Memory-centric Architecture ©) NTT

<eEX7—*+79IF v (CPU-centric)> <RSP D7—+FFPF v (Memory-centric)>
- VASHKIE/HEBEDIENN(C KD TEAMEN U . - =T L —2 TEVASKRE (Cw BN/ U w NMLEZ 1E (IR
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RECAP: CXL 3.0: POOLING & SHARING

w I [z
BB =80

== m e e e e e e e e e e e e e e m— ==y CXL Switch(es)
At B#t Cit D%t Ett F#t *j:/(') ‘J—X(i%f’fX%(C
ops ops ops ops ops ops =45t 9 DAPLEIT(CRAR

|

1

1

1

e rmmmmmmmmmoo s T L —>
=538k

= ST
F—5 j L—>l ﬁDI F https://computeexpresslink.org/wp-content/uploads/2024/03/CXL_3.1-
Webinar-Presentation_Feb_2024.pdf
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Problem Statement and why
you should care about OPI

e Hyperscalers deployed DPUs, but with their
own non-standard frameworks > Standard
APls

Standards

e Need to abstract hardware, so solution

Ease of

d
providers can focus on deploying services stoption deployment /
> Ease of development & deployment
e Need to drive efficiency in large computing
environments > TCO savings
e Need to drive broader adoption of DPU >
Flywheel effect
Premier Members General Members
arm DYL (B intel o
Technologies (_il) Dream FUI [TSU
KEYSIGHT  |J° R, < Hewtott Packan :
TECHNOLOGIES |u| MARVELL NVIDIA. RedHat ::telr':utr}spe ckard s* SOlldRun
Tencent  7TE waHdiechIT
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Linux Foundation Networking
Open Programmable Infrastructure (OPI) Project

Project Goals

« Create community-driven standards-based open

ecosystem for DPU/IPU-like technologies

©) NTT

« Create vendor agnostic framework and architecture for e )
DPU/IPU-based software stacks { peie )i
+ Reuse existing or define a set of new common APIs for )

DPU/IPU-like technologies when required

+ Provide implementation examples to validate the

architectures/APls

PEN

PROGRAMMABLE
INFRASTRUCTURE

https://static.sched.com/hosted_files/onesummit2024/6b/Open%20Programmable%20Infrastructure%20%280PI1%29%20project%200ne%20Summit.pdf

i| SWSUBSYSTEM

' '
|| Baremetal 0S / Container Platform / | |
Hypervisor

:

]

1| MW Accelerators / Offioad Engines H
;

NiC 00BM/BMC

H DPU/IPU-like device '
'\ —

Physical server
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Current Activities

Provisioning & Lifecycle

Developer Platform/ PoC

OTEL .
sZTP

IPU/DPU Boot Sequencing
Redfish investigations
Ansible Playbooks

L]

L]

API & Behavioral Model

API structure

Networking via Open Config, Storage, Security
NVMe-oF APls

OPI IPU/DPU Aware CSls

goopicsi - CSl library, client, utilities in Golang

Integration Platform Definition * IPSEC

Software Networking PoC via p4-ebpf « NGINX

spdk based storage device PoC * Basic Firewall with rule-based filtering

Security PoC « UPF L .

Lab definition TelcoTl— AT — X (CERAVVZTZWE

PEN
PROGRAMMABLE
INFRASTRUCTURE
PROJECT

https://static.sched.com/hosted_files/onesummit2024/6b/Open%20Programmable%20Infrastructure%20%280PI1%29%20project%200ne%20Summit.pdf
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ShowNet2024(CdUPFZIFO>TL\OTHIE

® HiRAVTTHEEINTLSShowNetlC& 21> ME1—23>
® ShowNetV7—(CTHREXEE - BIKEL - ZHEHEHGZEH UL SR ECE2 =R

AWS

Shovv“Net ’
- EEY-N

Mt L5GYAT L

Mt LSGV AT L

BRI/ BES70—-F

dUPFHBRRRE A DUplinkE3BULVELSE | !
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Media over IP ——

b

tﬂE#ilﬁUt*nU:‘w*J—\E“z LI )

‘N.Ign-u 7::-;:731{;;53?_””/”7 ShOWNet N : : :

#N-14 RAER [ )\ y MR STAGE oo o

\ W/&%gej IIB'J—O #D-1 Media over IP .98 '3
#D-4 #D-3 #D-2 SR
ur27E

3953 MA8 | RoCE 2 1FPUE—RPIEAY—ER VPNIL— &
L5GZ2v2 (#N-14) UPF
AirSpan gNB RORAYF

UPF on EKS Anywhere
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® AWS_LICAMFESMF%2ETDREEEL. NRFZFWTAC/ACtTE
® A 7L _FODPUARRLVENTTARIUPFEEKS Anywhere LICHEEEUIZUPFTAC/ActITE
® N3RUN6XRICORL - SvL ARIATENEIAERFDN BridgeziE A

AWS (INTUYII37F) Google Cloud (N\TUwII59F)
5GC on AWS

5GCTLf=

(Q monus’

BE- HEaEL

o
-
o
*

AirSan FDN FDN FDN FDN ShowNet
(s " €D, |
bridge bridge bridge bridge Y-t
' - -

N3[X D IEEIE Transport (J4{5R3X) Transport (JE1RIX)
- TR (act/act) N6 X [
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